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22A.3
LTE/WLAN Radio Level Integration with IPsec Tunnel

LTE/WLAN Radio Level Integration with IPsec Tunnel (LWIP) feature allows a UE in RRC_CONNECTED to be configured by the eNB to utilize WLAN radio resources via IPsec tunnelling.
The overall architecture for LWIP is illustrated in Figure 22A.3-1 for the case where the LWIP-SeGW is located at the eNB. Connectivity between eNB and WLAN is over IP.
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Figure 22A.3-1: LWIP Overall Architecture with the LWIP-SeGW located at the eNB.
Figure 22A.3-X presents the option with the LWIP-SeGW located at the WT.
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Figure 22A.3-X: LWIP Overall Architecture with the LWIP-SeGW located at the WT.
The protocol architecture for LWIP is illustrated in Figure 22A.3-2.

The IP Packets transferred between the UE and LWIP-SeGW are encapsulated using IPsec [22] in order to provide security to the packets that traverse WLAN.The IP packets are then transported between the LWIP-SeGW and eNB. The end to end path between the UE and eNB via the WLAN network is referred to as the LWIP tunnel.
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Figure 22A.3-2: LWIP Protocol Architecture
The end to end protocol stack for the bearer transported over the LWIP tunnel is illustrated in figure 22A.3-3.
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Figure 22A.3-3: Bearer over LWIP Tunnel - Protocol Stack

The RRCConnectionReconfiguration message provides the necessary parameters for the UE to initiate the establishment of the IPSec tunnel for the DRB. When the IPsec tunnel is established a data bearer can be configured to use LWIP resources. The DRB configuration on the LTE access corresponding to the data bearer using IPsec resources shall not be released. The data bearer refers to the EPS bearer mapped to the data radio bearer (DRB) which is maintained on the LTE side.
A single IPSec tunnel is used per UE for all the data bearers that are configured to send and/ or receive data over WLAN. Each data bearer may be configured so that traffic for that bearer can be routed over the IPsec tunnel in only downlink, only uplink, or both uplink and downlink over WLAN. SRBs are carried over LTE only. eNB configures specific bearer(s) to use the IPsec tunnel.

NOTE:
If the IPsec tunnel is established then it is expected that eNB routes packets belonging to the data bearer via the LTE access or via the IPSec tunnel. If eNB implementation routes packets to both LTE Access and the IPSec tunnel simultaneously, then delivery of packets to upper layers at the UE may occur out of order.

For the DL of a data bearer, the packets received from the IPsec tunnel are forwarded directly to upper layers.

For the UL, the eNB configures the UE to route the uplink data either via LTE or via WLAN using RRC signalling. If routed via WLAN then all UL traffic of the data bearer is offloaded to the WLAN.

UL bearer packets sent over the LWIP tunnel are encapsulated using LWIPEP as specified in TS 36.361 [68] with the ‘Key’ field in the LWIPEP header populated with the DRB Identity associated with offloaded UL bearer.

If aggregation over LWIP is enabled in UL or DL, the corresponding (UL or DL) packets sent over the LWIP tunnel and LTE are encapsulated using LWIPEP as specified in TS 36.361 [68]. The LWIPEP layer assigns sequence numbers to all packets and uses this sequence numbers to populate the ‘Sequence Number’ field in the LWIPEP header. The ‘Key’ field in the LWIPEP header is populated with the DRB Identity of the associated DRB.
The release of the IPsec tunnel is initiated by the eNB. Upon receiving the Handover Command or on transition to RRC_IDLE state, the UE shall autonomously release IPsec tunnel configuration and the use of it by the data bearers.

A UE supporting LWIP may be configured for WLAN measurements as per subclause 22A.1.5.

The same mobility concept as specified in 22A.1.4 for LWA is also used for LWIP. In case the LWIP is implemented without the WT node, WT related description and procedures does not apply to LWIP. Mobility Set should be considered as the set of WLAN APs across which UE can perform mobility without informing the eNB, when applying the concept for LWIP operation.

E-UTRAN does not configure LWIP with DC, LWA or RCLWI simultaneously for the same UE.
If LWIP and RAN assisted WLAN interworking are simultaneously configured for the same UE, in RRC_CONNECTED, the UE only applies LWIP.

22A.3.1
LWIP Operation

22A.3.1.1
LWIP Tunnel Setup and Data Bearer Configuration

Figure 22A.3.1.1-1 shows the procedure of configuring a data bearer to be transported over the LWIP tunnel.
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Figure 22A.3.1.1-1: LWIP Tunnel for data bearer setup procedure
1.
The eNB configures the UE to perform WLAN measurements for LWIP operation.

2.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

3.
UE sends WLAN measurements to the eNB.

4.
The eNB sends the RRCConnectionReconfiguration message to the UE including the WLAN mobility set.

5.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

6.
UE associates with WLAN in consideration of the mobility set, if not already associated.

7.
UE sends confirmation of the WLAN association to the eNB.


If the LWIP-SeGW is located at the WT:

a.
The eNB initiates the LWIP Addition Preparation procedure by sending the LWIP Addition Request to the WT, including the SeGW security information.

b.
If the WT can allocate the needed resources, it confirms it with the LWIP Addition Request Acknowledge.
8.
The eNB sends the RRCConnectionReconfiguration message to the UE including the necessary parameters to establish IPSec tunnel over WLAN and may, configure data bearers to utilise the IPsec tunnel.

9.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

10.
If the LWIP-SeGW is located at the WT and if supported, the WT sends the WT Association Confirmation message.
The UE uses the parameters in the new radio resource configuration to setup the IPsec tunnel with the LWIP-SeGW to complete the establishment of the LWIP tunnel with the eNB over the WLAN access. eNB may add or remove data bearers to utilise the LWIP tunnel at any time after the establishment of the LWIP tunnel by sending the RRCConnectionReconfiguration message to the UE.
22A.3.1.2
Reconfiguration to Remove WLAN Resources from Data Bearer

Figure 22A.3.1.2-1 shows the procedure of re-configuring to remove the WLAN radio resources from the data bearer.
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Figure 22A.3.1.2-1: Reconfiguration procedure to remove WLAN resources from a Data Bearer
UE and eNB have the LWIP tunnel setup via WLAN.

1.
The UE is configured to receive data from a data bearer over the LWIP tunnel.

2.
The eNB determines that it needs to remove the WLAN resources for the data bearer.

3.
The eNB sends the RRCConnectionReconfiguration message to the UE including the necessary parameters to remove WLAN resources for the data bearer.

4.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

5.
UE stops receiving data for the data bearer over the LWIP tunnel.

22A.3.1.3
LWIP Tunnel Release

eNB initiated WT Release
Figure 22A.3.1.3-1 shows the procedure of eNB initiated LWIP tunnel release.
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Figure 22A.3.1.3-1: LWIP tunnel release procedure – eNB initiated
UE and eNB have the LWIP tunnel setup via WLAN.

1.
The eNB determines that it needs to release the LWIP tunnel and initiates the release of the IPsec tunnel between the UE and LWIP-SeGW.


If the LWIP-SeGW is located at the WT:

a.
The eNB initiates the eNB Initiated WT Release procedure by sending the WT Release Request to the WT.

2.
The eNB sends the RRCConnectionReconfiguration message to the UE including the indication to release the LWIP tunnel.

3.
The UE applies the new configuration and replies with the RRCConnectionReconfigurationComplete message.

4.
The UE releases the IPsec tunnel and associated data bearer configuration, and terminates the LWIP tunnel.

WT initiated WT Release
This procedure can be used only if the LWIP-SeGW is located at the WT.

Figure 22A.3.1.3-Y shows the procedure of WT initiated LWIP tunnel release.
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Figure 22A.3.1.3-Y: LWIP tunnel release procedure – WT initiated
UE and eNB have the LWIP tunnel setup via WLAN.

1.
The WT determines that it needs to release the LWIP tunnel and initiates the release of the IPsec tunnel between the UE and LWIP-SeGW.
2.
The WT sends the WT Release Required message to the eNB to request the release of the allocated WLAN resources.

3.
The eNB replies with the WT Release Confirm message.

4.
The eNB sends the RRCConnectionReconfiguration message to the UE including the indication to release the LWIP tunnel.

5.
The UE applies the new configuration and replies with the RRCConnectionReconfigurationComplete message.

6.
The UE releases the IPsec tunnel and associated data bearer configuration, and terminates the LWIP tunnel.

	*** Next change, ommited text not changed ***


22B.2.2.x
LWIP Addition Preparation procedure

The LWIP Addition Preparation procedure is initiated by the eNB to request the WT to configure tunnel resources for LWIP operation for a specific UE.
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Figure 22B.2.2.x-1: LWIP Addition Preparation procedure

The eNB sends an LWIP ADDITION REQUEST message to the WT including the security-related information for the specific UE.

In case the LWIP tunnel has been established successfully, the WT responds with an LWIP ADDITION REQUEST ACKNOWLEDGE message, which may include the TNL address to be used for the UP for the UE.
In case LWIP addition is not successful, the WT responds with LWIP ADDITION REQUEST REJECT message instead.
	*** Remaining text not changed ***


MME 








/ 








S








-








GW








S








1








WLAN








eNB








UE








I








P








LWIP-SeGW 











[image: image12.emf][image: image13.emf][image: image14.emf][image: image15.emf][image: image16.emf][image: image17.emf][image: image18.png]


[image: image19.emf][image: image20.emf][image: image21.emf][image: image22.emf][image: image23.emf][image: image24.emf][image: image25.emf][image: image26.emf][image: image27.png]


_1547544374.vsd

_1547544376.vsd
UE


WLAN


eNB


6. WLAN association (if not already associated)


LWIP Tunnel between UE and eNB via WLAN


1. RRCConnectionReconfiguration



_1547544377.vsd
UE


WLAN


eNB


3. RRCConnectionReconfiguration



_1547544378.vsd
UE


WLAN


eNB


2. RRCConnectionReconfiguration



_1547544375.vsd
LWIP-SeGW


UE


 Delivery Protocol
(e.g. IP)


eNB


Delivery Protocol
(e.g. IP)


IP


IP


IP


IP


LWIPEP


LWIPEP


IPsec


IPsec



_1538899853.vsd
UE


WLAN


eNB


2. RRCConnectionReconfiguration



_1539412341.vsd
UE


WLAN


eNB


4. RRCConnectionReconfiguration



_1540990922.vsd
UE


WT


eNB


6. WLAN association (if not already associated)


LWIP Tunnel between UE and eNB via WLAN


1. RRCConnectionReconfiguration



_1538984420.doc


Xw-AP: LWIP ADDITION REQUEST REJECT







Xw-AP: LWIP ADDITION REQUEST ACKNOWLEDGE







Xw-AP: LWIP ADDITION REQUEST







eNB







WT












_1538896846.vsd
WT



