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Overall Description:
Based on the discussion regarding Mobility improvements for NB-IoT within R14 NB-IOT Enhancement WI, RAN2 discussed the introduction of RRC Connection Re-Establishment procedure to allow context fetch and Re-Transmissions by MME and UE NAS  in case of Radio Link Failure.

In the current LTE specification the RRC Connection Re-establishment procedure needs to be integrity protected. Anyway the integrity protection and ciphering is not supported on the air interface for NB-IoT DoNAS, but instead Integrity protection and ciphering is performed on the NAS Layer.

Based on this, RAN WG2 would like to ask if SA3 see any security threats of using RRC Connection Re-Establishment procedure without introduction of additional security mechanisms (Short MAC-I would not be used) in order to protect RRC Connection Re-Establishment procedure and if such mechanisms are needed, if SA3 could provide guidance on how such mechanism could look like.

2. Actions:

To SA WG3 group.

ACTION: 
RAN WG2 kindly requests SA3 to provide an answer on the question above and propose possible solutions if needed
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