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1. Introduction
In this paper we illustrate how the Xs specification can be realized at stage 2 level. The existing LWIP main section 22A.3 is slightly modified where applicable, including the addition of a new section (22A.3.2) on “network interfaces”. Then a new section is added (22C) which documents the principles of Xs, and the elementary procedures in Xs-C.

2. Text Proposal for TS 36.300

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Access Control: the process that checks whether a UE is allowed to access and to be granted services in a closed cell.
>>>>>    NEXT CHANGE   <<<<<

LTE bearer: in LTE-WLAN Aggregation, a bearer whose radio protocols are located in the eNB only to use eNB radio resources only.

LWA bearer: in LTE-WLAN Aggregation, a bearer whose radio protocols are located in both the eNB and the WLAN to use both eNB and WLAN resources.

LWAAP PDU: in LTE-WLAN Aggregation, a PDU with DRB ID generated by LWAAP entity for transmission over WLAN.
LWIP-Security Gateway: the logical node that terminates the Xs interface on the WLAN side. 
Master Cell Group: in dual connectivity, a group of serving cells associated with the MeNB, comprising of the PCell and optionally one or more SCells.
>>>>>    NEXT CHANGE   <<<<<

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

1xCSFB
Circuit Switched Fallback to 1xRTT

ABS
Almost Blank Subframe

ACK
Acknowledgement

ACLR
Adjacent Channel Leakage Ratio

AM
Acknowledged Mode

AMBR
Aggregate Maximum Bit Rate

ANDSF
Access Network Discovery and Selection Function

ANR
Automatic Neighbour Relation

ARQ
Automatic Repeat Request

ARP
Allocation and Retention Priority

AS
Access Stratum

BCCH
Broadcast Control Channel

BCH
Broadcast Channel

BL
Bandwidth reduced Low complexity

BR-BCCH
Bandwidth Reduced Broadcast Control Channel

BSR
Buffer Status Report

C/I
Carrier-to-Interference Power Ratio

CAZAC
Constant Amplitude Zero Auto-Correlation

CA
Carrier Aggregation

CBC
Cell Broadcast Center

CC
Component Carrier
CG
Cell Group
CIF
Carrier Indicator Field

CIoT
Cellular Internet of Things

CMAS
Commercial Mobile Alert Service

CMC
Connection Mobility Control

CP
Cyclic Prefix

CoMP
Coordinated Multi Point

C-plane
Control Plane

C-RNTI
Cell RNTI

CQI
Channel Quality Indicator

CRC
Cyclic Redundancy Check

CRE
Cell Range Extension

CRS
Cell-specific Reference Signal

CSA
Common Subframe Allocation

CSG
Closed Subscriber Group

CSI
Channel State Information

CSI-IM
CSI interference measurement

CSI-RS
CSI reference signal
DC
Dual Connectivity

DCCH
Dedicated Control Channel
DCN
Dedicated Core Network
DeNB
Donor eNB

DFTS
DFT Spread OFDM

DL
Downlink

DMTC
Discovery Signal Measurement Timing Configuration

DRB
Data Radio Bearer
DRS
Discovery Reference Signal
DRX
Discontinuous Reception

DTCH
Dedicated Traffic Channel

DTX
Discontinuous Transmission

DwPTS
Downlink Pilot Time Slot

EAB
Extended Access Barring

ECGI
E-UTRAN Cell Global Identifier

ECM
EPS Connection Management
EMM
EPS Mobility Management

E-CID
Enhanced Cell-ID (positioning method)

eIMTA
Enhanced Interference Management and Traffic Adaptation

eHRPD
enhanced High Rate Packet Data

eNB
E-UTRAN NodeB

EPC
Evolved Packet Core

EPDCCH
Enhanced Physical Downlink Control Channel

EPS
Evolved Packet System

E-RAB
E-UTRAN Radio Access Bearer
ETWS
Earthquake and Tsunami Warning System

E-UTRA
Evolved UTRA

E-UTRAN
Evolved UTRAN

FDD
Frequency Division Duplex

FDM
Frequency Division Multiplexing

GERAN
GSM EDGE Radio Access Network

GNSS
Global Navigation Satellite System

GSM
Global System for Mobile communication

GBR
Guaranteed Bit Rate

GP
Guard Period

GRE
Generic Routing Encapsulation

G-RNTI
Group RNTI
SC-N-RNTI
Single Cell Notification RNTI
SC-RNTI
Single Cell RNTI
GUMMEI
Globally Unique MME Identifier

GUTI
Globally Unique Temporary Identifier

GWCN
GateWay Core Network
HARQ
Hybrid ARQ

(H)eNB
eNB or HeNB

HO
Handover

HPLMN
Home Public Land Mobile Network

HRPD
High Rate Packet Data

HSDPA
High Speed Downlink Packet Access

H-SFN
Hyper System Frame Number

ICIC
Inter-Cell Interference Coordination

IDC
In-Device Coexistence

IP
Internet Protocol

ISM
Industrial, Scientific and Medical

KPAS
Korean Public Alert System
LAA
Licensed-Assisted Access
LB
Load Balancing

LBT
Listen Before Talk

LCG
Logical Channel Group

LCR
Low Chip Rate

LCS
LoCation Service

LIPA
Local IP Access

LHN
Local Home Network

LHN ID
Local Home Network ID

LMU
Location Measurement Unit

LPPa
LTE Positioning Protocol Annex

L-GW
Local Gateway

LTE
Long Term Evolution

LWA
LTE-WLAN Aggregation

LWAAP
LTE-WLAN Aggregation Adaptation Protocol

LWIP
LTE WLAN Radio Level Integration with IPsec Tunnel
LWIP-SeGW
LWIP Security Gateway
MAC
Medium Access Control

MBMS
Multimedia Broadcast Multicast Service

MBR
Maximum Bit Rate

MBSFN
Multimedia Broadcast multicast service Single Frequency Network

MCCH
Multicast Control Channel

MCE
Multi-cell/multicast Coordination Entity
MCG
Master Cell Group
>>>>>    NEXT CHANGE   <<<<<

WT
WLAN Termination

X2 GW
X2 GateWay

X2-C
X2-Control plane

X2-U
X2-User plane
Xs-C
Xs-Control plane

Xs-U
Xs-User plane
Xw-C
Xw-Control plane

Xw-U
Xw-User plane
22A.3
LTE/WLAN Radio Level Integration with IPsec Tunnel

LTE/WLAN Radio Level Integration with IPsec Tunnel (LWIP) feature allows a UE in RRC_CONNECTED to be configured by the eNB to utilize WLAN radio resources via IPsec tunnelling.

The overall architecture for LWIP is illustrated in Figure 22A.3-1 for the collocated case and in Figure Figure 22A.3-1A for the non-collocated case. Connectivity between LWIP-SeGW and WLAN is over IP, connectivity between LWIP-SeGW and eNB is over Xs in the non-collocated case and left for implementation in the collocated case.
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Figure 22A.3-1: LWIP Overall Architecture with the LWIP-SeGW located at the eNB

[image: image3]
Figure 22A.3-1A: LWIP Overall Architecture with the LWIP-SeGW located at the WT
The protocol architecture for LWIP is illustrated in Figure 22A.3-2.

The IP Packets transferred between the UE and LWIP-SeGW are encapsulated using IPsec [22] in order to provide security to the packets that traverse WLAN.The IP packets are then transported between the LWIP-SeGW and eNB via the Xs interface. The end to end path between the UE and eNB via the WLAN network is referred to as the LWIP tunnel.
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Figure 22A.3-2: LWIP Protocol Architecture
The end to end protocol stack for the bearer transported over the LWIP tunnel is illustrated in figure 22A.3-3.
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Figure 22A.3-3: Bearer over LWIP Tunnel - Protocol Stack





The RRCConnectionReconfiguration message provides the necessary parameters for the UE to initiate the establishment of the IPSec tunnel for the DRB. When the IPsec tunnel is established a data bearer can be configured to use LWIP resources. The DRB configuration on the LTE access corresponding to the data bearer using IPsec resources shall not be released. The data bearer refers to the EPS bearer mapped to the data radio bearer (DRB) which is maintained on the LTE side.
In the non-collocated case, establishment of the IPsec tunnel is enabled by the exchange of security information between the eNB and LWIP-SeGW in the LWIP-SeGW Tunnel Addition Preparation procedure over Xs-C.
A single IPSec tunnel over WLAN and a single GTP-U bearer is used per UE for all the data bearers that are configured to send and/ or receive data over WLAN Each data bearer may be configured so that traffic for that bearer can be routed over the IPsec tunnel in either only downlink or both uplink and downlink over WLAN. SRBs are carried over LTE only. eNB configures specific bearer(s) to use the IPsec tunnel.

NOTE:
If the IPsec tunnel is established then it is expected that eNB routes packets belonging to the data bearer via the LTE access or via the IPSec tunnel. If eNB implementation routes packets to both LTE Access and the IPSec tunnel simultaneously, then delivery of packets to upper layers at the UE may occur out of order.

For the DL of a data bearer, the packets received from the IPsec tunnel are forwarded directly to upper layers.

For the UL, the eNB configures the UE to route the uplink data either via LTE or via WLAN using RRC signalling. If routed via WLAN then all UL traffic of the data bearer is offloaded to the WLAN.

UL bearer packets sent over the LWIP tunnel are encapsulated using LWIPEP as specified in TS 36.361 [68] with the ‘Key’ field in the LWIPEP header populated with the DRB Identity associated with offloaded UL bearer.

The release of the IPsec tunnel is initiated by the eNB using the Xs-AP signalling. Upon receiving the Handover Command or on transition to RRC_IDLE state, the UE shall autonomously release IPsec tunnel configuration and the use of it by the data bearers
A UE supporting LWIP may be configured for WLAN measurements as per subclause 22A.1.5.

The same mobility concept as specified in 22A.1.4 for LWA is also used for LWIP. Since, WT node does not exist in LWIP operation, WT related description and procedures do not apply to LWIP, Xs procedures defined in subclause 22C are used insteadMobility Set should be considered as the set of WLAN APs across which UE can perform mobility without informing the eNB, when applying the concept for LWIP operation.

E-UTRAN does not configure LWIP with DC, LWA or RCLWI simultaneously for the same UE.
If LWIP and RAN assisted WLAN interworking are simultaneously configured for the same UE, in RRC Connected, the UE only applies LWIP.
22A.3.1
LWIP Operation

22A.3.1.1
LWIP Tunnel Setup and Data Bearer Configuration

Figure 22A.3.1.1-1 shows the procedure of configuring a data bearer to be transported over the LWIP tunnel.
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Figure 22A.3.1.1-1: LWIP Tunnel for data bearer setup procedure
1.
The eNB configures the UE to perform WLAN measurements for LWIP operation.

2.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

3.
UE sends WLAN measurements to the eNB.

3a.
Ehe eNB sends the LWIP-SeGW Tunnel Addition Request message to request the LWIP-SeGW to allocate resources for a specific UE, including security material. The LWIP-SeGW may reject the request.

3b.
If the LWIP-SeGW is able to admit the tunnel request, it responds with the LWIP-SeGW Tunnel Addition Request Request Acknowledge message.

4.
The eNB sends the RRCConnectionReconfiguration message to the UE including the WLAN mobility set.

5.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

6.
UE associates with WLAN in consideration of the mobility set, if not already associated.

7.
UE sends confirmation of the WLAN association to the eNB.

8.
The eNB sends the RRCConnectionReconfiguration message to the UE including the necessary parameters to establish IPSec tunnel over WLAN and may, configure data bearers to utilise the IPsec tunnel.

9.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

The UE uses the parameters in the new radio resource configuration to setup the IPsec tunnel with the LWIP-SeGW to complete the establishment of the LWIP tunnel with the eNB over the WLAN access. eNB may add or remove data bearers to utilise the LWIP tunnel at any time after the establishment of the LWIP tunnel by sending the RRCConnectionReconfiguration message to the UE.
22A.3.1.2
Reconfiguration to Remove WLAN Resources from Data Bearer

Figure 22A.3.1.2-1 shows the procedure of re-configuring to remove the WLAN radio resources from the data bearer.


[image: image11.emf]UE WLAN eNB

3. 

RRCConnectionReconfiguration

4. 

RRCConnectionReconfigurationComplete

1. UE is configured to receive data 

for bearer over LWIP Tunnel

5. UE stops receiving data for 

bearer over LWIP Tunnel

LWIP Tunnel between UE and eNB via WLAN

2. eNB determines to remove WLAN 

resources from a bearer 

LWIPTunnel between UE and eNB via WLAN


Figure 22A.3.1.2-1: Reconfiguration procedure to remove WLAN resources from a Data Bearer
UE and eNB have the LWIP tunnel setup via WLAN and Xs setup to LWIP-SeGW.
1.
The UE is configured to receive data from a data bearer over the LWIP tunnel.

2.
The eNB determines that it needs to remove the WLAN resources for the data bearer.

3.
The eNB sends the RRCConnectionReconfiguration message to the UE including the necessary parameters to remove WLAN resources for the data bearer.

4.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

5.
UE stops receiving data for the data bearer over the LWIP tunnel.

22A.3.1.3
LWIP Tunnel Release

Figure 22A.3.1.3-1 shows the procedure of eNB initiated LWIP tunnel release.
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Figure 22A.3.1.3-1: LWIP tunnel release procedure
UE and eNB have the LWIP tunnel setup via WLAN.

1.
The eNB determines that it needs to release the LWIP tunnel and initiates the release of the IPsec tunnel between the UE and LWIP-SeGW.

2.
The eNB sends the RRCConnectionReconfiguration message to the UE including the indication to release the LWIP tunnel.

3.
The UE applies the new configuration and replies with the RRCConnectionReconfigurationComplete message.

4.
The UE releases the IPsec tunnel and associated data bearer configuration, and terminates the LWIP tunnel.
5. The eNB sends the LWIP-SeGW Tunnel Release Request message to release remaining resources at the LWIP-SeGW. 
22A.3.2
Network Interfaces

22A.3.2.1
General

In the non-collocated LWIP scenario, the eNB is connected to one or more LWIP-SeGWs via an Xs interface.In the collocated LWIP scenario the interface between LTE and WLAN is up to implementation. For LWIP, the only required interfaces to the Core Network are S1-U and S1-MME which are terminated at the eNB. No Core Network interface is required for the WLAN.

NOTE 1:
The LWIP-SeGW is a logical node and 3GPP does not specify where it is implemented.

22A.3.2.2
User Plane
In the non-collocated LWIP scenario, the Xs user plane interface (Xs-U) is defined between eNB and LWIP-SeGW. The Xs-U interface supports flow control based on feedback from LWIP-SeGW.
The Flow Control function is applied in the downlink when the data transport is mapped onto one Xs GTP-U bearer, i.e. the flow control information is provided by the LWIP-SeGW to the eNB for the eNB to control the downlink user data flow to the LWIP-SeGW for the respective GTP-U bearer.

The Xs-U interface is used to deliver IP Packets between eNB and LWIP-SeGW.
Figure 22A.1.3.2-1 shows U-plane connectivity of eNB and LWIP-SeGW involved in LWIP for a certain UE: the S1-U is terminated at the eNB; the eNB and the LWIP-SeGW are interconnected via Xs-U.
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Figure 22A.3.2.2-1: U-Plane connectivity of eNB and LWIP-SeGW for LWIP
22A.3.2.3
Control Plane
The Xs control plane interface (Xs-C) is defined between eNB and LWIP-SeGW. The application layer signalling protocol is referred to as Xs-AP (Xs Application Protocol).

The Xs-AP protocol supports the following functions:

-
Support of LWIP for UE in ECM-CONNECTED:

-
Establishment, Modification and Release of a UE context at the LWIP-SeGW, including provision of security material to support the establishment of the IPsec tunnel between the UE and the LWIP-SeGW;

-
Control of the user plane tunnel between eNB and LWIP-SeGW for a specific UE.

Resource status reporting
-
General Xs management and error handling functions:

-
Error indication;

-
Setting up the Xs;

-
Resetting the Xs.

eNB-LWIP-SeGW control plane signalling for LWIP is performed by means of Xs-C interface signalling.

There is only one S1-MME connection per LWIP UE between the eNB and the MME. Respective coordination between eNB and LWIP-SeGW is performed by means of Xs interface signalling.

Figure 22A.3.2.3-1 shows C-plane connectivity of eNB and LWIP-SeGW involved in LWIP for a certain UE: the S1-MME is terminated in eNB; the eNB and the LWIP-SeGW are interconnected via Xs-C.
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Figure 22A.3.2.3-1: C-Plane connectivity of eNB and LWIP-SeGW for LWIP
>>>>>    NEXT CHANGE   <<<<<

22C
Xs Interface

22C.1
User Plane

The Xs user plane interface (Xs-U) is defined between eNB and LWIP-SeGW. The Xs-U interface provides non guaranteed delivery of user plane PDUs. The user plane protocol stack on the Xs interface is shown in Figure 22C.1-1. The transport network layer is built on IP transport and GTP-U is used on top of UDP/IP to carry the user plane PDUs.
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Figure 22C.1-1: Xs Interface User Plane
22C.2
Control Plane

The Xs control plane interface (Xs-C) is defined between an eNB and a LWIP-SeGW. The control plane protocol stack of the Xs interface is shown on Figure 22C.2-1 below. The transport network layer is built on SCTP on top of IP. The application layer signalling protocol is referred to as Xs-AP (Xs Application Protocol).
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Figure 22B.2-1: Xs Interface Control Plane
22C.2.1
Xs-CP Functions

The elementary functions supported by the Xs-AP protocol are listed in TS 36.xxx [xx].

22C.2.2
Xs-CP Procedures
The elementary procedures supported by the Xs-AP protocol are listed in TS 36.xxx [xx].

22C.2.2.1
LWIP-SeGW Tunnel Addition Preparation procedure

The LWIP-SeGW Tunnel Addition Preparation procedure is initiated by the eNB to request the LWIP-SeGW to establish LWIP bearer for a specific UE.
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Figure 22C.2.2.1-1: LWIP-SeGW Addition Preparation procedure

The eNB sends a LWIP-SeGW ADDITION REQUEST message to the LWIP-SeGW including security information for the specific UE.

In case the GTP tunnel at the LWIP-SeGW has been established successfully, the LWIP-SeGW responds with a LWIP-SeGW ADDITION REQUEST ACKNOWLEDGE message.

In case LWIP-SeGW Addition is not successful, the LWIP-SeGW responds with LWIP-SeGW ADDITION REQUEST REJECT message instead.

22C.2.2.2
eNB initiated LWIP-SeGW Modification Preparation procedure

The eNB initiated LWIP-SeGW Modification Preparation procedure is initiated by the eNB to request the LWIP-SeGW to modify resources for a specific UE at the LWIP-SeGW.
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Figure 22C.2.2.2-1: eNB initiated LWIP-SeGW Modification Preparation procedure

The eNB sends a LWIP-SeGW MODIFICATION REQUEST message to the LWIP-SeGW including requested modifications.

In case resource modification at the LWIP-SeGW has been performed successfully, the LWIP-SeGW responds with a LWIP-SeGW MODIFICATION REQUEST ACKNOWLEDGE message.

In case the LWIP-SeGW modification is not successful the LWIP-SeGW responds with a LWIP-SeGW MODIFICATION REQUEST REJECT message instead.

22C.2.2.3
LWIP-SeGW initiated LWIP-SeGW Tunnel Modification procedure

The LWIP-SeGW initiated LWIP-SeGW Tunnel Modification Preparation procedure is initiated by the LWIP-SeGW to request the eNB to modify the resources for the specific UE.
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Figure 22C.2.2.3-1: LWIP-SeGW initiated LWIP-SeGW Modification procedure

The LWIP-SeGW sends a LWIP-SeGW MODIFICATION REQUIRED message to the eNB to request to modify the resources for the specific UE.

If the LWIP-SeGW modification is successful, the eNB replies with a LWIP-SeGW MODIFICATION CONFIRM message.

22C.2.2.4
eNB initiated LWIP-SeGW Release procedure

The eNB initiated LWIP-SeGW Release procedure is triggered by the eNB to initiate the release of the resources for a specific UE at the LWIP-SeGW.
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Figure 22C.2.2.4-1: eNB initiated LWIP-SeGW Release procedure

22C.2.2.5
LWIP-SeGW initiated LWIP-SeGW Release procedure

The LWIP-SeGW initiated LWIP-SeGW Release procedure is triggered by the LWIP-SeGW to initiate the release of the resources for a specific UE at the LWIP-SeGW.
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Figure 22C.2.2.5-1: LWIP-SeGW initiated LWIP-SeGW Release procedure

The LWIP-SeGW sends a LWIP-SeGW RELEASE REQUIRED message to the eNB to request the release of the allocated WLAN resources for the specific UE.

If the LWIP-SeGW release is successful, eNB replies with a LWIP-SeGW RELEASE CONFIRM message.
22C.2.2.6
Xs Setup procedure

The purpose of the Xs Setup procedure initiated by the eNB is to exchange application level data needed for eNB and LWIP-SeGW to interoperate correctly over the Xs interface. The Xs Setup procedure is triggered by the eNB. The Xs Setup procedure is the first Xs-AP procedure which will be executed.
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Figure 22C.2.2.6-1: Xs Setup procedure

The eNB sends an Xs SETUP REQUEST message to the LWIP-SeGW.

In case Xs setup has been performed successfully by the LWIP-SeGW, the LWIP-SeGW responds with an Xs SETUP RESPONSE message.

In case Xs setup is not successful, the LWIP-SeGW responds with an Xs SETUP FAILURE message instead.
22C.2.2.7
Error Indication procedure

The Error Indication procedure is initiated by the eNB or the LWIP-SeGW, to report an error situation in a received message, provided it cannot be reported by an appropriate failure message.

22C.2.2.7.1
LWIP-SeGW initiated error indication
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Figure 22C.2.2.7.1-1: Error Indication procedure initiated by LWIP-SeGW
The LWIP-SeGW sends the ERROR INDICATION message to report the eNB which kind of error occured.

22C.2.2.7.2
eNB initiated error indication
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Figure 22C.2.2.7.2-1: Error Indication procedure initiated by eNB

The eNB sends the ERROR INDICATION message to report the LWIP-SeGW which kind of error occured.

22C.2.2.8
Reset procedure

The Reset procedure is initiated by the eNB/LWIP-SeGW to align the resources with the LWIP-SeGW/eNB in the event of an abnormal failure. The procedure resets the whole Xs interface.
22C.2.2.8.1
LWIP-SeGW initiated reset
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Figure 22B.2.2.8.1-1: Reset procedure initiated by LWIP-SeGW
The LWIP-SeGW triggers the RESET message to indicate that an initialisation in the eNB is required. The eNB releases the corresponding references and resources.

Afterwards the eNB sends the RESET RESPONSE message to confirm that the resources and references are cleared.

22C.2.2.8.2
eNB initiated reset
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Figure 22C.2.2.8.2-1: Reset procedure initiated by eNB

The eNB triggers the RESET message to indicate that an initialisation in the LWIP-SeGW is required. The LWIP-SeGW releases the corresponding references and resources.

Afterwards the LWIP-SeGW sends the RESET RESPONSE message to confirm that the resources and references are cleared.
22C.2.2.9
Status Reporting Initiation

The Status Reporting Initiation procedure is used by the eNB to request measurements from the LWIP-SeGW.
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Figure 22C.2.2.9-1: Status Reporting Initiation procedure

The eNB sends a STATUS REQUEST message to the LWIP-SeGW to request measurements from the LWIP-SeGW.

In case the requested measurements are successfully initiated, the LWIP-SeGW responds with a STATUS RESPONSE message.

In case none of the requested measurements can be initiated, the LWIP-SeGW responds with a STATUS FAILURE message instead.
22C.2.2.9
Status Reporting

The Status Reporting procedure reports measurement results requested by the eNB as described in 22C.2.2.9.
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Figure 22C.2.2.9-1: Status Reporting procedure
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