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1. Overall Description:

SA3 would like to thank RAN3 for the LS on Light Connection (S3-161935/ R3-162642). SA3 would like to provide a response to the following question from RAN3.

RAN3 Question to SA3
“
During RAN3#93bis, this design principle was further discussed (i.e. how the lightly connected UE is kept in light connection or suspended or released upon contacting the new eNB in another paging area): If the UE needs to be suspended, there is pending decision in RAN3 about how to perform this suspension. The two options being considered are the following:

· Option 1: old eNB to decide the suspension for the UE, send X2 suspend indication to the new eNB, and new eNB rejects the UE with suspend indication (to move the UE to Suspend as per Rel.13 Suspend procedure). 

· Option 2: X2 context retrieval + new eNB to decide and trigger UE suspend afterwards. The new eNB becomes the serving eNB. 

RAN3 requests SA3 to consider the two options above and provide feedback on the option 1:

(Q2) Is there any security issue with option 1 i.e. whether a new eNB can suspend a previously lightly connected UE using RRC reject without retrieving the UE’s context?

“
SA3 answer:  In both Options 1 and 2, suspend indication to a lightly connected UE shall be integrity protected with replay attack prevention.   
In Option 2, the new eNB is able to retrieve the UE’s context (including security context) over X2 interface from the old eNB.  After retrieving the UE context, the new eNB could send an integrity protected suspend indication to UE similarly as is done in Rel-13 Suspend procedure.

In option 1, suspend Indication shall be integrity protected.  Therefore, if RAN2/RAN3 decides to go forward with Option 1, SA3 would be happy to review the solution and develop a security solution.
2. Actions:

To RAN3: SA3 respectfully asks RAN3 to take the above information into account and keep SA3 informed of the progress on agreed solution in RAN3.
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