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1. Introduction
Both RAN2 and RAN3 have made progress on the inter-eNB handover without WT Change. In particular, RAN3 has agreed on a call flow [1] and RAN2#95 has made the following agreements [2]:

· LWA-Config-r13 and WLAN measurements are included in AS-Config in Handover Request

· Handover and S-KWT update can be achieved with two independent procedures.

A related RAN2 email discussion followed on the handling of PDCP key change during handover [3].

In this contribution, we discuss some of the remaining issues in the flow regarding user plane and suggest proposals for their resolutions. It is understood that some of these aspects have dependencies on RAN2.
2. Discussion

In Release-13 LWA, inter-eNB handover when LWA is configured can be done by first releasing WT at the source eNB followed by addition from the target eNB. This process requires re-establishing the link with WLAN even if there is no change of the AP. The motivation for Release-14 eLWA was to minimize or eliminate this interruption.

RAN2 agreements on not requiring re-authentication with WLAN during inter-eNB handover resolves the control plane CP) interruption. The handling of user plane (UP) is more complicated as there is more dependency between LTE and WLAN due to eNB PDCP being the anchor point of aggregation as well as PDCP re-establishment procedure at the UE during Handover (HO).

The current call flow [6] for inter-eNB handover without WT change is shown in the Annex. The parts which can impact the user plane optimization are Xw switch from source eNB to target eNB, the timing of Xw Release from the source eNB, and data forwarding during the HO. 

In fact based on the discussion at RAN3#93 a note was already added regarding the timing of the Xw Release (step 5), which states 
If the WT does not need to switch the UL tunnel at this moment or it is otherwise informed about PDCP ciphering used in UL, the source eNB may postpone sending the WT Release Request until step 9
Note that although the above justifies this possibility based on handling of UL packets, there is no reason why similar analysis should not be considered for the downlink too.

2.1 Handling PDCP switch

The agreed call flow mirrors the Dual Connectivity inter-MeNB handover without SeNB change. Here, the target eNB adds WT after receiving Handover Request and source eNB releases WT after receiving Handover Request Acknowledgement. For both Dual Connectivity and eLWA, it is not defined how WT handles the interface with the source eNB from the time it receives WT Addition from the target eNB until WT release from the source eNB. We will assume that Xw between source eNB and WT will remain active until the Release is received.

Observation 1: It is reasonable to assume that WT will keep the Xw with the source eNB active (i.e. utilize both Xw-C and Xw-U) until it receives a WT Release procedure.

In LTE HO, upon receiving the HO command, the UE reconfigures, resets MAC, and re-establishes PDCP. At this point, the UE stops communicating with the source eNB and also changes the security keys to the ones received from the target eNB. However, in order to continue receiving packets over WLAN after this point, the UE still needs to use the source eNB keys.

Observation 2: During inter-eNB HO, in order to receive data over WLAN after receiving HO command, the UE has to use source eNB key for deciphering such data.

The above observation resulted in the proposals in RAN2#95 and the email discussion on handling the PDCP key during HO. The main idea in most of them is to signal an indication to the UE when source eNB stops sending data to WLAN. That way, the UE will know when to stop using the source eNB keys. 
2.2 Signalling switch to the WT/UE

This discussion is mainly in the RAN2 domain but is reproduced here for completeness. The indication can be done either in CP or UP. For the CP indication, as proposed in [4], the eNB includes the last PDCP SN sent to WLAN in the HO command. However, since the source eNB should transparently send the received DCCH message from target eNB, this information has to be provided to the target eNB in Handover Request. Due to the additional complexity required, we will only focus on the UP options below.

It was proposed in [5] to use the reserved bits in LWAAP header to indicate the key change. This proposal has several issues:

· The ciphering keys have always been signalled in RRC messages to the UE. Sending an index to a key in UP is not a conventional method.

· How the index in the LWAAP header maps to the PDCP key still need to be configured by RRC.

· The mapping and the needed bits should be designed to handle HO ping-pongs; therefore more than one bit is needed.

· There are only three reserved bits in the LWAAP header; using two or all of them will make it impossible to bring any future enhancements.

A much bigger problem with the LWAAP header proposal is the handling of uplink data over WLAN. It was proposed that WT would inspect the LWAAP header to determine which eNB the data should be forwarded. This creates additional issues:

· LWAAP resides at the UE and eNB and has been transparent to WLAN in Release-13 as the information carried in LWAAP header is not relevant to WLAN operation. This proposal changes the Release-13 architecture.

· WT is forced to perform deep packet inspection, which is a substantial impact. In Release-13, the features were developed to allow minimal requirements at the WT.

· In LWA, the interaction and interfacing between WT and WLAN was not specified as it is outside 3GPP scope. The proposal also goes against this principle.

· In LTE handover, the uplink data is always sent from a single eNB to the S-GW. With this proposal, both eNBs may end up sending data which may require changes to S-GW implementations.

Proposal 1: Signalling of PDCP key change should not be done by using the reserved bits in LWAAP header.

A much simpler alternative is to adopt the “end-marker” packet scheme which is used for switching of S1-U links during X2 Handover. In fact, the problem of Xw-U switching is very similar to switching of S1-U. In X2 Handover, when S-GW decides to stop sending data to the source eNB over S1-U (triggered by Path Switch Request), the S-GW sends one or more “end-marker” packets. In the eLWA case, this can be done on both downlink and uplink.

Proposal 2a: During inter-eNB HO without WT Change, the source eNB sends an “end-marker” packet to signal the end of transmission through WLAN. 
Proposal 2b: During inter-eNB HO without WT Change, the UE sends an “end-marker” packet to signal the end of transmission with the source eNB ciphering key. 
The “end-marker” packet used for S1-U switching, as defined in TS 29.281, is a special GTP-U message. For eLWA, defining a new PDCP Data PDU type should be avoided as the UE performs reordering on these packets. Two options for the Control PDU can be considered: 1-) Reuse the existing PDCP or LWA Status Reports 2-) Define a new Control “PDU Type”

The decision on which, if any, method to use, is in the RAN2 domain and is not discussed further.
2.3 Consequences for the Call Flow

Using the proposals above, the source eNB may continue to send data over the existing tunnel to the WT, and the UE would continue to receive this data using the old PDCP (and WLAN) keys while performing reconfiguration in LTE. For the uplink, the UE is also able to continue sending data on WLAN using the old keys.

The next step is to consider the possible routing of the uplink and the role of the WT. Note that it is possible to route uplink PDUs to either the source or target eNB if the old Xw is not immediately released. However synching this switch with the key change would require the WT to inspect the data (for the end marker) and switch the tunnel based on the end markers which is not desirable. 

There are then two options for the flows based on the WT routing action while it has two Xw’s.

Option 1: WT continues to route uplink packets to the source eNB until the source Xw connection is released.

Some consequences for the flow would be as follows:

1. The WT forwards uplink data towards the source eNB while the “source” Xw has not been released. Meanwhile, the source eNB continues to use the Xw for DL.
2. Once the source eNB receives the uplink end marker, it sends DL end marker packets towards the UE if it has not already done it before. It then triggers SN Status Transfer and starts forwarding received uplink packets and downlink packets to the target eNB.
3. The source eNB then releases the Xw connection, which is the trigger for the WT to start using the new Xw connection in the uplink.

Option 2: WT routes uplink packets to the target eNB and as soon as the new Xw is set up without waiting for Xw connection release from the source eNB.
Some consequences for the flow would be as follows:

1. The WT forwards uplink data towards the target eNB immediately, meaning that the target eNB will receive packets ciphered with the source key (which must be supplied during HO preparation). Meanwhile the source eNB continues to use the Xw for DL.

2. Once the target eNB receives the uplink end marker, it switches to its own ciphering.

3. The source eNB can send the DL end marker anytime, then trigger SN Status Transfer and start forwarding downlink packets to the target eNB.

4. The source eNB then releases the Xw connection.

Option 2 enables the source eNB to determine when to start forwarding, but it assumes that the source key is provided to the target. Option 1 depends on the UE to trigger the key change and subsequent forwarding process, but no keys need to be exchanged between source and target.
Note that in option 1 the source eNB is anyway always able to initiate release before the uplink end marker is received. However there is then a possibility that the target will receive uplink end marker packets and source-ciphered packets prior to that. In this case, it may be necessary for the source eNB to also provide the key to the target in advance of release and it is better to avoid this.
In conclusion,

Proposal 3: RAN3 to discuss and analyze options for handling uplink packet routing and associated flow impacts.
As an example, the Annex proposes a change to the current stage 2 in line with the handling of option 1.
3. Conclusion

In this contribution, we discussed the open issues on user plane for inter-eNB handover without WT change and have the following:

Observation 1: It is reasonable to assume that WT will keep the Xw with the source eNB active (i.e. utilize both Xw-C and Xw-U) until it receives a WT Release procedure.

Observation 2: During inter-eNB HO, in order to receive data over WLAN after receiving HO command, the UE has to apply source eNB for deciphering such data.

Proposal 1: Signalling of PDCP key change should not be done by using the reserved bits in LWAAP header.

Proposal 2a: During inter-eNB HO without WT Change, the source eNB sends an “end-marker” packet to signal the end of transmission through WLAN. 
Proposal 2b: During inter-eNB HO without WT Change, the UE sends an “end-marker” packet to signal the end of transmission with the source eNB ciphering key. 

Proposal 3: RAN3 to discuss and analyze options for handling uplink packet routing and associated flow impacts.
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Annex

10.1.2.X.1
Inter-eNB handover without WT change
Inter-eNB handover without WT change is used to transfer context data from a source eNB to a target eNB while the LWA connectivity is kept.
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Figure 10.1.2.x-1: Handover without WT change
1.
The source eNB starts the handover procedure by initiating the X2 Handover Preparation procedure. The source eNB includes the LWA configuration in the HANDOVER REQUEST: the Mobility Set currently valid for the UE, the WT UE XwAP ID / UE WLAN MAC address [FFS] and WT ID as a reference to the UE context in the WT that was established by the source eNB.
2.
If the target eNB decides to keep the LWA connection, the target eNB sends WT ADDITION REQUEST to the WT including the WT UE XwAP ID / UE WLAN MAC address [FFS] as a reference to the UE context in the WT that was established by the source eNB. The WT shall use this information to check if the UE context is present.
3.
If successful, the WT replies with WT ADDITION REQUEST ACKNOWLEDGE.

4.
If both, the target eNB and the WT decided to keep the LWA connection in steps 2 and 3 respectively, the target eNB sends the HANDOVER REQUEST ACKNOWLEDGE message, which includes the LWA configuration and the UE LWA Context Kept Indicator, and may also provide forwarding addresses to the source eNB.
5.
The source eNB sends the WT Release Request to the WT, indicating whether the UE context has been matched at the target. The WT keeps the relevant part of the UE context based on the identification information provided from the target eNB at step 2.
NOTE:
The source eNB may postpone sending the WT Release Request until step 9. The WT continues to send uplink data to the source eNB until step 5 is completed.
6.
The source eNB triggers the UE to apply the new configuration.
7-8.
The UE synchronizes to the target eNB and replies with RRCConnectionReconfigurationComplete message.
9.
The source eNB forwards the status of the flow control.
10-11.
The target eNB initiates the S1 Path Switch procedure.

12.
The target eNB initiates the UE Context Release procedure towards the source eNB.

NOTE:

Some time after the handover without WT change procedure, the target eNB provides the UE with the new WiFi security information, including the new S-KWT. Based on this information, the UE re-authenticates itself in the WiFi network with the new S-KWT.
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