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1. Introduction 
In this paper, we analyze the open issues for stage-2 call flows, in particular:
· Whether the WT Addition procedure happens during the Handover Preparation procedure or after the handover

· When the WT Release procedure happens 
2. Discussion
2.1 WT Addition during HO Preparation or after HO
According to 33.401, the Kwt derivates from the KeNB and WT counter. If the KeNB changes, the Kwt also changes accordingly. No matter intra eNB HO or inter eNB HO, the KeNB must be updated with regard to the target cell’s PCI must be different from the source cells. We know PCI and EARFCN-DL are important factors for KeNB derivation.

	A.18
Derivation of S-KWT for LWA

This input string is used when the MeNB and UE derive S-KWT from KeNB during LTE WLAN Aggregation. The following input parameters shall be used:

-
FC = 0x1D

-
P0 = Value of the WT Counter as a non-negative integer

-
L0 = length of the WT Counter value (i.e. 0x00 0x02)

The input key shall be KeNB of the MeNB.



In case WT addition procedure is initiated after HO completion by the target eNB, the WT cannot get the new Kwt related to the new KeNB. On the other hand, after the UE finishes the random access to the target cell, the UE’s KeNB has already been updated to the new KeNB.  Naturally, the old Kwt is expiry. 

· In uplink

· Without an available Kwt, the UE cannot transmit the uplink LWAAP PDU to the WT/WLAN. 

· Even if the UE ignores the security risk and insists to send the unlink LWAAP PDU encrypted with the old Kwt, it is not feasible. Because the PDCP PDU inside the LWAAP PDU is encrypted with the new KeNB. When the WT forwards the received LWAAP PDU to the source eNB, the source eNB cannot decrypt the PDCP PDU inside the received LWAAP PDU.

· Also in downlink

· If the WT continues to send to UE the LWAAP PDU from the source eNB. The UE may not decrypt the LWAAP PDU since the old Kwt may be expiry.

· The UE cannot decrypt the PDCP PDU encrypted by the old KeNB in the received LWAAP PDU since the UE has already updated its KeNB.
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In hence, without a correct Kwt, the LWA transmission over WLAN has to stop.  Then keeping the WT during HO doesn’t make sense.

Observation1: It brings many issues to initiate the WT Addition procedure after the handover.

Proposal1: Initiate the WT Addition procedure during the Handover Preparation procedure.

2.2 WT Release after HO preparation or after HO completion 

[image: image2.emf]UE

source 

eNB

WT S-GW MME

target 

eNB

Handover Request

Handover Request Acknowledge

RRCConnection

Reconfiguration

RRCConnectionReconfigurationComplete

UE Context Release

Path Switch Request

Path Swtich Reque

st Acknowledge

Bearer Modication

Random Access Procedure

SNStatus Transfer

WT  AdditionRequest Ack

DL Data

DL Data

WT ReleaseRequest

(Data forward Address 

for DL )

WT Association Confirmation

WT AdditionRequest

UL Data (New KeNB) new Kwt

UL Data (Old KeNB)

UL

 

Da

t

a

 (

New

 

K

eNB

)

Reassociation

New Path(split/MCG bearer)

New Path(split

/MCG bearer)

UL Data UL Data

DL Data (Old KeNB)

Apply new KeNB

Apply new Kwt

Apply new Kwt

Apply new KeNB


Fig.1 An example of inter-eNB HO without WT change

In some LWA scenario, in order to release the buffer storage, the DL data forward to WT in LWA is not stored at the eNB side any more. When WT release, the eNB provide the DL data forwarding address to the WT. The DL forwarding address requires the WT to forward back to the source eNB the DL data without UE ACK.

· Alt1: If the WT release is initiated after HO preparation and in case the WT release request includes the DL data forwarding address. The WT should stop the DL transfer and forwards back to the source eNB the DL data without UE ACK. The source eNB should forward to the target eNB all the DL data, including the DL data from WT.
· Alt2: If the WT release is initiated after handover completion. The X2 data forwarding is not complete. The WT side DL data cannot be forwarded.

In the other LWA scenario, all the DL data without UE ACK is buffered at the eNB side. According to the DL data deliver report, the eNB also can deduce the SN. There is no data forwarding issue.  But it is better to align the timing to initiate the WT release procedure.
Proposal2: The source eNB initiates the WT Release Request to the WT after Handover Preparation procedure.

3. Conclusion 

In this paper, we analyze the open issues for stage-2 call flows:

Observation1: It brings many issues to initiate the WT Addition procedure after the handover.
Proposal1: Initiate the WT Addition procedure during the Handover Preparation procedure.

Proposal2: The source eNB initiates the WT Release Request to the WT after Handover Preparation procedure.
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