3GPP TSG RAN WG3 Meeting #91bis
R3-160712
Bangalore, India, April 11- 15, 2016
Title: 
Discussion on the security key update in LWA
Source: 
Huawei
Agenda item:
9.2
Document for:
Discussion
1   Introduction
In LWA scenario, SA3 has agreed that both the eNB and the WT can initiate the WT security update. But in current Xw specification, only the eNB can update the WT security key by eNB initiated WT modification procedure.
In this contribution, it discusses the necessity of WT triggered key update and gives the possible solutions.
2   Discussion

As the IEEE 802.11 specification, most of the key used by WLAN including the PMK (Pairwise Master Key) has the lifetime. Once the configured lifetime is expired, a key refresh procedure is triggered at that time. 

In Rel-13, it was agreed that eNB-assisted security mechanism can be used for LWA. In this case, eNB could derive a key S-KWT based on the key SeNB, and then send the key S-KWT to WT via Xw interface. WLAN can regard the key S-KWT as the PMK and use it to perform WLAN security protection. In order to align with the current WLAN mechanism, WLAN should also configure a lifetime for the key S-KWT. Therefore, the WT should have the ability to request the update when the timer expires.
SA3 has already discussed and decided the security key update procedures in TS 33.401 [1] as follows,

	G.2.5.2
Security key update procedures

If the MeNB receives a request for S-KWT update from the WT or decides on its own to perform S-KWT update (see clause G.2.5.1), the MeNB shall increment the WT Counter and compute a fresh S-KWT, as defined in clause G.2.4.  Then the MeNB shall perform a WT Modification procedure to deliver the fresh S-KWT to the WT. The MeNB shall provide the value of the WT Counter used in the derivation of the S-KWT to the UE in an integrity protected RRC message. The UE shall derive the S-KWT as described in clause G.2.4.

Whenever the UE or WT start using a fresh S-KWT as PMK they shall refresh the IEEE 802.11 security.


From the description, both the eNB and the WT can initiate the update of the WT security key. However in current specification, only the eNB Initiated WT Modification preparation procedure can update the WT security key by including the WLANS Security Information IE in the WT MODIFICATION REQUEST message. There is no mechanism for the WT to trigger the key update.

To solve this issue, firstly the WT should send the WT MODIFICATION REQUIRED message with an additional indicator to the eNB for requesting the WT security key update. 
Proposal 1: it is proposed RAN3 to agree the new key update indicator in the WT MODIFICATION REQUIRED message to request the eNB refresh the key.
After that, there are two possible ways to transmit the security information to the WT. 

Option 1: the eNB initiates the eNB initiated WT Modification procedure. This is very similar as what have done for DC, which required the interaction between eNB initiated WT modification and WT initiated WT modification procedure. The extra interaction description and call flow need to be updated in stage 2 and stage 3. Corresponding CRs are provided in [2] and [3].
Option 2: the eNB adds the WLANS Security Information IE into the WT MODIFICATION CONFIRM message directly. This solution is more straightforward, which just add the possible response in the direct response. It also need update current description for WT initiated WT modification procedure and add corresponding IE in the XWAP. The corresponding CR are provided in [4] and [5]. 
The two options to convey the information are identical, and both solutions have pros and cons. However, the option2 are more simple and straightforward, then we slightly prefer to use option 2 for security updates.
Proposal 2: it is proposed RAN3 to select one option for security information update, and agree corresponding CRs( R3-10713 [2] and R3-10714 [3] for option 1, R3-10715 [4] and R3-10716 [5] for option 2 ).
3   Conclusion

In this contribution, it analyse the issue for WT initiated Key update and give the possible solutions. Based on the analysis above, it is proposed RAN3 to agree the following proposals:
Proposal 1: it is proposed RAN3 to agree the new key update indicator in the WT MODIFICATION REQUIRED message to request the eNB refresh the key.
Proposal 2: it is proposed RAN3 to select one option for security information update, and agree corresponding CRs( R3-10713 [2] and R3-10714 [3] for option 1, R3-10715 [4] and R3-10716 [5] for option 2 ).
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