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1. Introduction 
There is no integrity protection and ciphering for the RRC Connection Resume Request message. In case UE initiates the RRC connection Resume in an eNB different from the old eNB suspending the UE context. The old eNB should verify the UE is the right UE or not.
In this paper, we analyze this requirement and propose to agree the text proposal.
2. Discussion 
In case of the RRC reestablishment, in order to aid the old eNB to resolve a potential PCI confusion situation or to aid the old eNB to identify the UE, the re-established eNB includes the ShortMAC-I IE in the RLF INDICATION message.
	–
ShortMAC-I
The IE ShortMAC-I is used to identify and verify the UE at RRC connection re-establishment. The 16 least significant bits of the MAC-I calculated using the security configuration of the source PCell, as specified in 5.3.7.4.


It is the same situation when a UE resumes the RRC connection in an eNB different from the eNB suspending the UE context. By now, RAN3 has approved the RETRIEVE UE CONTEXT procedure over X2 to support the RRC connection resume in different eNBs. However, RETRIEVE UE CONTEXT REQUEST message does not contain any security token. This would lead to serious security problem since the old eNB has no mean to verify whether the UE is the right UE or not. It seems necessary to reuse the short MAC-I as the security token.
Proposal1: Introduce the short MAC-I in the RETRIEVE UE CONTEXT REQUEST message.

In order to calculate the short MAC-I at the old eNB, the old UE context and the PCI of the resumed cell should be understood by the old eNB. In comparison to forward the PCI of the resumed cell, to forward the ECGI of the resumed cell is benefit for the old eNB is judge whether the UE is allowed to access the resume cell. The old eNB could deduce the PCI mapped to the ECGI of the resume cell by itself. 
Proposal2: Introduce the ECGI of the resume cell in the RETRIEVE UE CONTEXT REQUEST message.

3. Text Proposal
8.3.x
Retrieve UE Context
8.3.x.1
General

The purpose of the Retrieve UE Context procedure is to retrieve the UE context from the eNB where the RRC connection has been suspended (old eNB) and transfer it to the eNB where the RRC Connection has been requested to be resumed (new eNB).

The procedure uses UE-associated signalling.

8.3.x.2
Successful Operation
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Figure 8.3.x.2-1: Retrieve UE Context, successful operation

The new eNB initiates the procedure by sending the RETRIEVE UE CONTEXT REQUEST message to the old eNB. 

If the old eNB is able to identify the UE context by means of the Resume ID contained in the RETRIEVE UE CONTEXT REQUEST message, it shall respond with the RETRIEVE UE CONTEXT RESPONSE message.
The allocation of resources according to the values of the Allocation and Retention Priority IE included in the E-RAB Level QoS Parameters IE shall follow the principles described for the E-RAB Setup procedure in TS 36.413 [4].
The old eNB may include in the GUMMEI IE any GUMMEI corresponding to the source MME node.

The new eNB shall act upon reception of the 

-
UE Security Capabilities IE, [FFS pending SA3/RAN2 discussions]
-
AS Security Information IE, [FFS pending SA3/RAN2 discussions]
-
Subscriber Profile ID for RAT/Frequency priority IE,
-
Handover Restriction List IE,
-
Location Reporting Information IE,
-
Management Based MDT Allowed IE
-
Management Based MDT PLMN List IE
-
UE History Information IE, [inclusion and usage is FFS]

-
Trace Activation IE,
-
SRVCC Operation Possible IE,
-
Masked IMEISV IE

-
UE History Information from the UE IE[inclusion and usage is FFS],
-
Expected UE Behaviour IE,
-
ProSe Authorized IE,
within the RETRIEVE UE CONTEXT RESPONSE message as specified for the target eNB upon reception of the HANDOVER REQUEST message  for the Handover Preparation procedure.
The new eNB may include the ShortMAC-I IE the Resume Cell ECGI IE in the RETRIEVE UE CONTEXT REQUEST message, e.g., in order to aid the old eNB to resolve a potential PCI confusion situation or to aid the old eNB to identify the UE.

9.1.2.x1
RETRIEVE UE CONTEXT REQUEST
This message is sent by the new eNB to request the old eNB to transfer the UE Context to the new eNB.

Direction: new eNB ( old eNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	ignore

	New eNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the new eNB
	YES
	reject

	New eNB UE X2AP ID Extension
	O
	
	Extended eNB UE X2AP ID

9.2.86
	Allocated at the new eNB
	YES
	reject

	Resume ID
	M
	
	BIT STRING [FFS]
	Resume ID contained in the RRCConnection ResumeRequest message (TS 36.331 [9])
	YES
	reject

	Resume cell ECGI
	M
	
	ECGI 
9.2.14
	
	YES
	ignore

	ShortMAC-I
	O
	
	BIT STRING (SIZE (16))
	ShortMAC-I contained in the RRC Re-establishment Request message (TS 36.331 [9])
	YES
	ignore


Editor’s Note:
The definition of the Resume ID will be specified in RAN2 Also the RRC message name needs to be confirmed.
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