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Discussion and decision
1
Introduction
In this contribution we address the remaining LWA related control plane issues.
2
Discussion
2.1 
WT counter

Following SA3 approval of the LWA security CR in [1], it is proposed to remove the FFS “use and definition of the WLAN Security Information IE are FFS”. SA3 have agreed that “The UE and WT shall use the key S-KWT to derive the Pair wise Master Key PMK defined in IEEE 802.11 specification to establish the WiFi security. The PMK will be used to start the 4way handshake on the WiFi link between the UE and the AP”. The S-KWT is derived based on the WT Counter and KeNB. Therefore, RAN3 need to update specifications to transfer the S-KWT from the eNB to the WT. According to SA3 agreements, the S-KWT size is 256 bits. The WT needs to have this information at LWA activation and modification, therefore it needs to be added to the WT Addition and WT Modification Xw-AP messages.
Proposal 1: to define the WLAN Security Information IE as 256 bits integer S-KWT in WT Addition and WT Modification Xw-AP messages and to remove the corresponding FFS.

2.2
Mobility set

Following the SA3 reply LS in [2], which clarifies that “SA3 do not see an issue in sharing the S-KWT and UE WLAN MAC address within the AP mobility set by the WT” it is evident that SA3 recommend that the WLAN security key shall only be distributed to the APs belonging to the UE mobility set. Therefore, it is proposed to add WLAN mobility set IE to WT Addition and WT Modification messages.
Proposal 2: to add WLAN mobility set IE to WT Addition and WT Modification messages.
The maximum number of WLANs in the WLAN mobility set should be aligned with the corresponding limit in the RANRRC specification, when it is available.
2.3
AP channel and bandwidth

Using “WLAN Information” IE in Xw Setup Response and WT Configuration Update messages, the WT provides to the eNB the information about WLAN APs under its control. Currently the information is limited to WLAN identifiers and channel information. 

We would like to point out that WLAN devices can operate at different bandwidths, ranging from 20MHz (for 802.11g), to 40MHz (for 802.11n), to 80MHz and even 160MHz (for 802.11ac). The knowledge by the eNB whether the AP and the UE can support only 20MHz or up to 160MHz can be quite important as it may affect LWA activation decisions. For example, in certain cases it may be worthwhile to activate LWA for 80MHz WLAN channel, but not so for 20MHz WLAN channel. Additionally, the eNB may take the bandwidth information into account when configuring the WLAN mobility set to the UE.
Observation 1: WLAN bandwidth range is quite big, ranging from 20MHz to 160MHz. 

Therefore, we believe it would be very beneficial to make the eNB aware of WLAN bandwidth that UE and AP can use.

Proposal 3: to make the eNB aware of WLAN bandwidth that UE and AP can use, by adding WLAN bandwidth information to the WLAN Information IE.

Additionally, there is currently a certain discrepancy between the way RAN2 and RAN3 specifications are defined. While RAN2 opted for using channel number in the specifications, RAN3 currently use frequencies in WLAN Band Information IE. While these are equivalent, it is better to make specifications defined in different working groups aligned. Moreover, the TS draft already has an editor’s note “The encoding of the WLAN Band Information should be aligned with RAN2”. Therefore it is proposed to use channel number rather than frequency in RAN3 specifications.
Proposal 4: to use channel number rather than frequency in RAN3 specifications.
3
Proposals
Proposal 1: to define the WLAN Security Information IE as 256 bits integer S-KWT in WT Addition and WT Modification Xw-AP messages and to remove the corresponding FFS.

Proposal 2: to add WLAN mobility set IE to WT Addition and WT Modification messages.

Proposal 3: to make the eNB aware of WLAN bandwidth that UE and AP can use, by adding WLAN bandwidth information to the WLAN Information IE.

Proposal 4: to use channel number rather than frequency in RAN3 specifications.
Corresponding pCR for TS 36.463 is provided in [3].
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