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1 Introduction

The issue of how to identify a UE between the WT and the eNB has been discussed at the last two RAN3 meetings. Three possible identifiers for UEs over the Xw interface have been discussed: the UE WLAN MAC address, the UE IMSI, and a PTID. There is one FFS on potential security implications for the WLAN MAC address [1]. This contribution aims to further analyze this aspect and resolve the FFS.
2 Discussion
2.1 WLAN MAC Addresses

WLAN MAC addresses are 48 bits long. For all practical purposes a WLAN interface looks like an Ethernet network card; in fact, WLAN MAC addresses are allocated from the same address pool so that IEEE 802.11 cards would have unique addresses even when deployed in a network with wired Ethernet stations. To outside network devices, these MAC addresses appear to be fixed, just as in other IEEE 802 networks; 802.11 MAC addresses go into ARP tables alongside Ethernet addresses, use the same set of vendor prefixes, and are otherwise indistinguishable from Ethernet addresses. [3]
Observation 1: Within the scope of WLAN, the MAC address of the UE is capable of uniquely identifying it with respect to outside network devices.

2.2 Security in WLANs and MAC Addresses
It seems appropriate to see if there are any aspects of the WLAN MAC address relevant to security in WLANs.
First of all, it worth noting that the WLAN MAC address is already widely exposed. For this reason UE vendors, sensitive to this aspect, have started using randomized MAC addresses in certain situations to avoid tracking the UE. 

In terms of authentication, it was not prevented to generate per-MAC-address WEP authentication keys, so knowing the MAC address of a WLAN station might in principle give an attacker a clue to its key (depending on the algorithm chosen for key generation).[2] This, however, seems irrelevant to our discussion, because:

1. Using per-MAC-address authentication in an operator-deployed network would seem inconvenient: the operator would need to ask the user for the MAC address(es) of his/her equipment, and then issue the key(s) accordingly. New key would need to be issued any time the user changes equipment (e.g. new PC, different tablet, new mobile phone). Considering the number of possible user equipment to authenticate, makes this scenario even more unattractive;

2. WEP has almost completely disappeared due to its inherently inferior security with respect to other authentication methods (irrespective of the issue above), so it is highly unlikely that an operator would use it instead of e.g. the more secure WPA2.
Observation 2: Per-MAC-address WEP authentication keys were possible in WLAN, but this issue is irrelevant in an operator-deployed WLAN.

Terminal MAC address may also be used for WLAN access control. The AP can have an Access Control List (ACL) of MAC addresses that are allowed to access the network (MAC address filtering).[2] In theory, therefore, knowing the WLAN MAC address of a UE might provide an attacker with a means of accessing a restricted WLAN. This issue also seems to be irrelevant for an operator-deployed WLAN, for at least the following reasons:

1. MAC address filtering might be considered as a “better than nothing” access control, but a MAC address is generally software- or firmware-programmable and it is relatively easy to forge[2]
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[3], so this functionality does not provide any real security, especially to an operator;

2. It is possible for a UE to report different MAC addresses toward different AP, effectively making this feature quite useless;
3. MAC address filtering cannot scale: maintaining large ACLs (millions of devices) across large networks (hundreds of thousands of APs) is simply not feasible for an operator, also considering the overhead associated with user equipment change etc.
Observation 3: In principle, WLAN MAC address can be used for WLAN access control, but this functionality is extremely unlikely to be used in an operator-deployed WLAN.

In fact, the above shows us that no real security consideration can be based on the WLAN MAC address: UE authentication on WLAN would seem to be a pre-requisite before communication can occur over Xw (but this is out of scope for RAN3). It is worth noting that nowadays WLAN security is provided involving higher layers (e.g. VPNs, personal firewalls, etc.) and relying on secure protocols like SSL/TLS, IPsec, etc., and none of these have any dependency on the WLAN MAC address of the terminal. [2]
Observation 4 The WLAN MAC address of the terminal is not used for any “modern” security feature of WLAN.

Given the above observations, we can conclude that for our scope the use of the UE WLAN MAC address poses no new security issues.

Proposal 1: For the scope of 3GPP-WLAN interworking, the use of the UE WLAN MAC address to identify the UE across the Xw interface poses no security issues; the corresponding FFS can be lifted with the text proposal below.
3 Conclusions and Proposal
We have briefly reviewed any possible authentication, security and access control features of WLAN which might be related to the UE WLAN MAC address. We can conclude that for our scope signaling the UE WLAN MAC address over the Xw interface poses no security issues. Our proposal is below.
Proposal 1: For the scope of 3GPP-WLAN interworking, the use of the UE WLAN MAC address to identify the UE across the Xw interface poses no security issues; the corresponding FFS can be lifted with the text proposal below.
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5 Text Proposal

5.1.1.1 Correlating UE Identity between eNB and WT
In case the WT reports UE-associated information to the eNB, a suitable UE identifier (an “Xw UE ID”) needs to be signaled. This is needed in order for the eNB to correlate the UE-associated information with the UE identity it already knows. We can envisage three possible candidates for such a UE identifier: (1) the UE IMSI, (2) the UE WLAN MAC address and (3) a new UE identifier.

Adopting the UE IMSI would require the UE to signal its IMSI to the WLAN node over the air interface so that it could be signaled over Xw (WLAN has currently no knowledge of the IMSI). This has a number of serious implications: it requires changes in the WLAN air interface (out of 3GPP scope), and furthermore it is not considered good security practice to signal IMSI over a network interface (in particular involving a non-3GPP node). Adopting the WLAN MAC address, on the other hand, has the added benefit of reusing already available information from the WLAN, and of not requiring any changes in the WLAN air interface node (it is already signaled by the UE when it attaches to the WLAN). This may also help to limit WT complexity.  In principle the WLAN MAC address might be used for WLAN authentication and access control, but such usage does not seem relevant for operator-deployed WLAN. In any case, a security analysis should be performed by more appropriate WGs in the normative phase.
The only issue with adopting the UE WLAN MAC address is that currently a UE cannot signal its WLAN MAC address to the eNB. Without this information it is not possible for the eNB to correlate this identifier with the UE identity it already knows. Signaling the WLAN MAC address over Uu, however, will involve new UE-eNB signaling, which is under RAN2 responsibility and therefore out of scope for the current SI. 
Finally, adopting a new UE identifier (such as the Pseudo Terminal ID – PTID) would require changes in the 3GPP air interface as well and, similarly to the UE WLAN MAC address based method, it will involve UE-eNB/RNC signalling (which is out of the scope of the current SI). Notice that the PTID would be sent from the UE to the WLAN by re-using the existing EAP-Identity Response message.

NOTE: impacts on IEEE standards (e.g., identity field length) are FFS.

However some node behaviour changes are required, since the AP would need to be able to read such field. The PTID based method would

· not affect the current security level of 3GPP RAN and WLAN, neither TMSI nor UE MAC address would be shared out of their original system, and 

· similarly to the other methods, allow RAN to block unauthorized WLAN access (user manually selecting WLAN).
This analysis is summarized in the table below.

Table 5.1.2.4-1 Comparison table for potential Xw UE ID candidates.
	
	UE WLAN MAC Address as Xw UE ID
	UE IMSI as Xw UE ID
	PTID as Xw UE ID

	Impacts Uu (out of RAN3 scope but in 3GPP scope)
	Y
	N
	Y

	Impacts WLAN air interface (out of 3GPP scope)
	N
	Y
	N

	Impacts on AP behavior
	N
	Y
	Y

	Potential security implications
	 N
	Y
	N


