3GPP TSG-RAN WG3 Meeting #88
R3-151233
Fukuoka, Japan, 25th – 29th May 2015
Agenda item:
17.1
Source:
Nokia Networks
Title:
PTID and impacts on IEEE and IETF standards
Document for:
Discussion
1   Introduction

In the last RAN3#87bis the Pseudo Terminal Identifier (PTID) solution [1] for correlating UE identities in 3GPP and WLAN has been captured in the TR [2].

During the discussion, potential issues related to impacts on IEEE standards (in particular related to the limitation of the PTID size) were raised. In this contribution analyze such limitations and we conclude that they do not have any relevant impact on the PTID solution.
2   Discussion
PTID message flow
Following [1], the typical message flow we need to consider for the exchange of the PTID from UE to WLAN, Authentication, Authorization, Accounting (AAA) server and 3GPP RAN is reported in Figure 1:
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Figure 1: Authentication message flow based on the PTID method [1]
Such message flow is based on the IEEE 802.1X Port-Based Network Access Control [3], IETF RFC 3748 (EAP) [4] and IETF RFC 2865 (RADIUS) [5] protocols. 
More in detail, the message exchange works as follows:

· In order to follow the current 3GPP naming scheme, the PTID has to contain a realm that can be understood by the AP and which can be used for routing towards the home AAA server for authentication, e.g., <xyz>@ptid.wlan.mnc007.mcc244.3gppnetwork.org. The <xyz> part can contain some PTID components, such as a UE identifier combined with a 3GPP RAN identifier.
Step 2: The actual PTID is provided by UE in the initial EAPoL-Identity-Response. 

Step 3: The WLAN AP recognizes the PTID format (realm) and the associated AAA server. The AP also decodes the <xyz> part of the PTID and identifies the proper 3GPP RAN node.
Step 4: The WLAN AP provides the 3GPP RAN with the PTID of UE which is about to be offloaded so that the RAN node can identify it.
Steps 5-9: The AP starts the authentication with the home AAA server by composing the RADIUS Access Request message with the PTID included as User-Name IE and as Identity element of the inner EAP-Message container. The AAA server then requests the Authentication and Key Agreement (AKA) identity from UE in RADIUS Challenge message using the EAP-Message container.
Subsequently, the AP receives the RADIUS Challenge and copies the EAP-Message into EAPOL frame to the UE. The UE provides the proper AKA identity within the EAP-Message container and the AP sends this to the AAA server.
Restrictions due to IEEE 802.1X and IETF RFC 3748

Within the scope of IEEE 802.1X, the Extensible Authentication Protocol (EAP) over LAN (EAPoL) is a network port authentication mechanism used as a generic sign-in protocol. The EAPoL frame structure according to Section 11.3 of [3] is reported in Table 1:
Table 1: Common EAPoL PDU structure.
	Version
	Packet Type
	Packet Body Length
	Packet Body

	1 octet
	1 octet
	2 octets
	variable


According to IETF RFC 3748 [4], the Extensible Authentication Protocol (EAP) is an authentication framework which supports multiple authentication method and the EAP Packet Format is reported in Table 2.
Table 2: EAP frame structure.

	Code
	Identifier
	Length
	Data

	1 octet
	1 octet
	2 octets
	variable


The EAPoL frame can encapsulate, in the Packet Body field, an EAP-Packet, e.g., an EAP-Request/Identity or an EAP-Response/Identity frame. As shown in Figure 1, the actual Pseudo Terminal Identifier (PTID) needs to be carried in the Data field of the EAP-Response/Identity frame. 
As indicated in Section 5.1 (Initial EAP Request/Response Types – Identity) of IETF RFC 3748 [4]:

"Some EAP implementations piggy-back various options into the Identity Request after a NUL-character. By default, an EAP implementation SHOULD NOT assume that an Identity Request or Response can be larger than 1020 octets"
Consideration #1: EAPoL/EAP allows the encapsulation of a PTID of up to about 1000 octets.

Restrictions due to IETF RFC 2865
As shown in Figure 1, the RADIUS protocol [5] is used to exchange messages from the WLAN AP and the Authentication, Authorization, Accounting (AAA) server
. The PTID needs to be encapsulated in the User-Name field of the RADIUS Access Request message. 

In Section 5.1 of [5], the User-Name field is defined as a string with length greater than or equal to 3 octets. In addition:
"The String field is one or more octets. The NAS may limit the maximum length of the User-Name but the ability to handle at least 63 octets is recommended."

In terms of maximum size however, since the length field for User-Name is encoded as one octet, the User-Name size is limited to a maximum of 255 octets.
Consideration #2: RADIUS allows the encapsulation of a PTID of up to 255 octets.
3   Conclusions and proposal

In this paper we analyzed the size constraints of the Pseudo Terminal Identifier (PTID) due to IEEE 802.1X [3], IETF RFC 3748 [4] and IETF RFC 2865 [5]. As shown in Section 2, the main limitation is due to [5] with a User-Name field (hence a PTID) of maximum 255 octets. This allows to have a PTID variable part <xyz> of up to about 200 octets. Such size allows enough room to encode both a UE identifier and a 3GPP RAN node identifier.
Conclusion: taking the IEEE and IETF restrictions into account, the maximum size of the Pseudo Terminal Identifier (PTID) is large enough to encode both a UE identifier and a 3GPP RAN node identifier.
Consequently, we propose to agree on the Text Proposal indicated in Section 5.
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5   Text Proposal

BEGINNING OF CHANGES
5.1.2.4
Correlating UE Identity between eNB and WT

SKIP UNCHANGED TEXT
Finally, adopting a new UE identifier (such as the Pseudo Terminal ID – PTID) would require changes in the 3GPP air interface as well and, similarly to the UE WLAN MAC address based method, it will involve UE-eNB/RNC signalling (which is out of the scope of the current SI). Notice that the PTID would be sent from the UE to the WLAN by re-using the existing EAP-Identity Response message.


Besides UE behaviour changes, some AP behaviour changes are also required, since the AP would need to be able to read such field (currently the EAP message is transparently forwarded to the AAA). The PTID based method would

· not affect the current security level of 3GPP RAN and WLAN, neither TMSI nor UE MAC address would be shared out of their original system, and 

· similarly to the other methods, allow RAN to block unauthorized WLAN access (user manually selecting WLAN).

END OF CHANGES
� Another protocol used for WLAN-AAA server communication is Diameter [6]. It evolved from RADIUS, which has more limiting size constraints. Because of that we considered RADIUS in this analysis.
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