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1   Introduction
In RAN3#87 a contribution [1] describing two potential methods to correlate UE identities between 3GPP RAN and the Wireless Termination function (WT) was discussed. As a result of that discussion, the new subclause 5.1.2.4 was introduced in the TR [2].

In this contribution we present another method based on Pseudo Terminal Identifiers (PTID).
2   Description
The new proposal for correlating UE identities between 3GPP RAN and WT works as follows:
1. During connection establishment, the UE is provided by the RAN node with a Pseudo Terminal Identifier (PTID). Such PTID would be associated (within the RAN nodes) to another UE identifier (e.g., TMSI).
2. Later, when the UE associates and authenticates to the WLAN, the UE provides the WLAN with the assigned PTID. The PTID can be included in the EAP-Identity Response message without the need of standard updates.
3. Then, the WLAN sends a message to eNB/RNC including the PTID (e.g., via the eNB/RNC-WT interface). In this way the 3GPP RAN is aware of the offloading UE.
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Figure 1: message flow for the PTID based method.
3   Analysis
The main advantages of the above mentioned proposal are:
1. Better control of identifiers. The assignment of identifiers is under direct control of the eNB/RNC. This allows a better control from a RAN perspective.

2. High security and flexibility. PTID validity can be limited by RAN. PTID provides mechanism to apply correct charging model in WLAN. Similarly to the other methods, RAN can easily block unauthorized WLAN access via PTID usage (user manually selecting WLAN). 
3. Identification of proper eNB/RNC when multiple eNBs/RNCs overlap with WLAN. In case of multiple RAN nodes overlapping a single WLAN, it might be difficult for the WLAN to identify which eNB/RNC is involved during a specific UE offload. By constructing the PTID in a smart manner, the PTID could include both RAN node identifier part as well as a UE identifier part. In this way the WLAN could unambiguously identify the correct RAN node.

The main drawback of the PTID based approach consists in:
1. Impact on both 3GPP radio interface. In order for this method to work, the Uu radio interface needs to be updated.
4   Conclusions and proposals

In this contribution we described a new method to correlate UE identities between 3GPP RAN and WLAN. Such method is based on a Pseudo Terminal Identifier (PTID) and, while on one hand requires changes to both 3GPP and WLAN air interface, on the other it would guarantee a higher security level and the possibility to identify the proper eNB/RNC in case of multiple RAN nodes overlapping with a WLAN.
We therefore propose the following:
Proposal: capture in the TR the PTID based method as described in the Text Proposal of Section 5.
5   Text Proposal
BEGINNING OF CHANGES
5.1.2.4
Correlating UE Identity between eNB and WT
In case the WT reports UE-associated information to the eNB, a suitable UE identifier (an “Xw UE ID”) needs to be signaled. This is needed in order for the eNB to correlate the UE-associated information with the UE identity it already knows. We can envisage three possible candidates for such a UE identifier: (1) the UE IMSI, (2) the UE WLAN MAC address and (3) a new UE identifier.

Adopting the UE IMSI would require the UE to signal its IMSI to the WLAN node over the air interface so that it could be signaled over Xw (WLAN has currently no knowledge of the IMSI). This has a number of serious implications: it requires changes in the WLAN air interface (out of 3GPP scope), and furthermore it is not considered good security practice to signal IMSI over a network interface (in particular involving a non-3GPP node). 
Adopting the WLAN MAC address, on the other hand, has the added benefit of reusing already available information from the WLAN, and of not requiring any changes in the WLAN air interface node (it is already signaled by the UE when it attaches to the WLAN). This may also help to limit WT complexity. It is FFS whether this use of WLAN MAC address may have any security issues. 
The only issue with adopting the UE WLAN MAC address is that currently a UE cannot signal its WLAN MAC address to the eNB. Without this information it is not possible for the eNB to correlate this identifier with the UE identity it already knows. Signaling the WLAN MAC address over Uu, however, will involve new UE-eNB signaling, which is under RAN2 responsibility and therefore out of scope for the current SI. 
Finally, adopting a new UE identifier (such as the Pseudo Terminal ID – PTID) would require changes in the 3GPP air interface as well and, similarly to the UE WLAN MAC address based method, it will involve UE-eNB/RNC signalling (which is out of the scope of the current SI). Notice that the PTID would be sent from the UE to the WLAN by re-using the existing EAP-Identity Response message. 
NOTE: 
impacts on IEEE standards (e.g., identity field length) are FFS.
However some node behaviour changes are required, since the AP would need to be able to read such field. The PTID based method would

· not affect the current security level of 3GPP RAN and WLAN, neither TMSI nor UE MAC address would be shared out of their original system, and 

· similarly to the other methods, allow RAN to block unauthorized WLAN access (user manually selecting WLAN).
This analysis is summarized in the table below.

Table 5.1.2.4-1 Comparison table for potential Xw UE ID candidates.
	
	UE WLAN MAC Address as Xw UE ID
	UE IMSI as Xw UE ID
	PTID as Xw UE ID

	Impacts Uu (out of RAN3 scope but in 3GPP scope)
	Y
	N
	Y

	Impacts WLAN air interface (out of 3GPP scope)
	N
	Y
	N

	Impacts on AP behavior
	N
	Y
	Y

	Potential security implications
	FFS
	Y
	N


END OF CHANGES
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