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1
Introduction

This contribution provides an overview of RAN2 agreements and tries to solve the open issues captured last meeting within the SeNB Modification Procedure and proposed a respective update of the “Running” stage 2 CR for TS 36.300 [1] and “Running” stage 3 for TS 36.423 [2].

The following open topics have been identified last meeting:

1)
Alternatives for SCG change including security key update.
2)
Open issues in Key change triggered by SeNB (for S-KeNB) 

2
Discussion

2.1
How to implement the (SeNB initiated) SCG Change procedure with the SeNB initiated SeNB Modification procedure.

2.1.1
Necessity of S-KeNB Change during SCG Change

The SCG Change procedure in RRC signalling means to release and add an SCG with a single RRC procedure. The released and added SCG doesn’t need to be disjoint, i.e. the SCG Change procedure could be used to change the PSCell within an SCG. It should be also noted, that the UE shouldn’t have any visibility of whether the SCG Change is performed intra- or inter-eNB wise.

The respective agreements on the principle outlined above can be followed in RAN2 meeting minutes and in Annex L of the Running stage 2 CR [1]:
Section §7.X in [1] states:

-
PSCell can only be changed with SCG change (i.e. with security key change and RACH procedure);
Note: SCG change refers to the release and addition of SCG in one RRC message.

This follows RAN2#87 agreements minuted as follows: 

The change of the PSCell can only be performed by an “SCG Change”.
On the other hand, it is agreed that PSCell change is triggered by SeNB, as in Stage-2 it is captured that (§7.X):
-
The SeNB decides which cell is the PSCell within the SCG.
Further, we received an LS from RAN2 in R3-141547 [3] stating:

The SCG addition always implies provisioning of a new S-KeNB.
In order to support SCG Change with the currently agreed SeNB initiated SeNB Modification procedure, we would have to foresee means to indicate that the need for S-KeNB change is different from “PDCP wrap around”. Note, that “PDCP wrap around” is the only possibility implemented up to now in the Running X2AP CR [2].

Observation 1 SCG Change contains release and addition of the SCG and therefore implies the provision of a new S-KeNB. 
Proposal 1 Define an enumeration within the SeNB Key Change Indication IE to distinguish the “SCG Change” case from the “PDCP wrap around” case.
2.1.2
X2 signalling for SCG Change

In this subsection we discuss provision of the new S-KeNB to the SeNB during the SCG Change procedure and discuss possible alternatives.
Alternative 1

In this alternative, the MeNB ensures that the S-KeNB is available at the SeNB before the MeNB triggers the RRCConnectionReconfiguration procedure:
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Figure: SCG Change – Alternative 1
However, this would require applying two “signalling loops” in a row:

Loop 1: The SeNB prepares the SCG Change (e.g. for PSCell Change) by requesting the MeNB to provide a new S-KeNB and receives it in the Confirm message.

Loop 2: The SeNB initiates the SCG Change (including the respective RRC container). This loop includes the actual RRC signalling towards the UE. The main issue with this approach is that this procedure includes an additional loop over X2. If the PSCell need to be changed urgently due to bad radio conditions there wouldn’t be sufficient time that allows this additional loop and the additional delay can lead to service interruption.

Alternative 2
In this alternative, the MeNB provides the S-KeNB to the SeNB at successful completion of the RRCConnectionReconfiguration procedure. The MeNB would generate a new S-KeNB upon explicit request from the SeNB in step 1.
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Figure: SCG Change – Alternative 2
The one issue is that step 6 (new data from/to the UE) may occur before step 4. Thus, after detecting Random Access from the UE, for UL the SeNB needs to store ciphered PDCP PDUs until it has received the new key from the MeNB. For DL, the SeNB cannot schedule the UE until it has received the new S-KeNB. 

But, weighting this disadvantage against the possibility to experience service interruption (when alternative 1 is applied), speaks in favour of alternative 2. We also assume that the time period within which the new S-KeNB is not available is very short.

Proposal 2 Select Alternative 2 for SCG Change. Alternative 2 would map the SCG Change procedure directly to the SeNB initiated SeNB Modification procedure.

2.2
Continuation of discussion from RAN3#85 on existence of a scenario where the key change is triggered by SeNB (for S-KeNB) 
During RAN3#85, It was agreed that:
SENB MODICATION procedures (both direction) can be used for the key update
These Scenarios are agreed regarding Key update:

0: Initiation/add (KeNB and S-KeNB) ( Addition Request Procedure

1. Key change/update triggered by MeNB/MME (KeNB+ S-KeNB) ( SeNB Modification initiated by MeNB

2. Key Change/update triggered by SeNB (for S-KeNB) ( SeNB Modification initiated by SeNB :FFS
3. Key Change /update triggered by MeNB (for S-KeNB) ( SeNB Modification initiated by MeNB.

For scenario 2, we have provided a scenario description for “SCG Change” in chapter 2.1. So, it should have become clear, that there exist SeNB triggered scenarios that require S-KeNB changes.
Proposal 3 Remove the FFS and agree (i.e. confirm) the existence of scenarios where the SeNB triggers the change of S-KeNB (by means of the SeNB initiated SeNB Modification procedure).

2.3
MeNB behaviour upon receiving the SeNB Key Change Indication set to a different value than “PDCP Wrap around”

TS 36.423 related discussion

Stage 3 text was agreed for TS 36.423 at the last meeting for the MeNB behaviour at the reception of the SeNB Key Change Indication (see “Running” CR for TS 36.423 [2]):

If the MeNB receives a SENB MODIFICATION REQUIRED message containing the SeNB Key Change Indication IE, the MeNB may decide to update the S-KeNB or change the DRB ID as specified in TS 33.401 [18].

This text was drafted under the assumption that the SeNB Key Change Indication includes a single enumeration “PDCP Count Wrap around” only. As proposed in section 2.1, the new SeNB Key Change Indication IE containing only an indication for “PDCP Count Wrap around” would need to be modified.
TS 33.401 related discussion

Recent SA3 work was approved in a TS 33.401 CR package at SA#65, see [4]. In CR0532r1, one can see the related text that might have been the reason to include in the text quoted from [2] the following statement:

... the MeNB may decide to update the S-KeNB or change the DRB ID as specified in TS 33.401 [18].

Actually, this text from [2] is a direct quote from the Running stage 2 CR [1], at the end of section 14.1:

SCG bearers in DC share a common pool of radio bearer identities (DRB IDs) together with the MCG bearers and when no new DRB ID can be allocated for an SCG bearer without guaranteeing COUNT reusing avoidance, the MeNB shall derive a new S-KeNB. SeNB indicates to MeNB when uplink or downlink PDCP COUNTs are about to wrap around and MeNB may decide either to update the S-KeNB or change DRB ID. To update the S-KeNB, the MeNB increases the SCG Counter and uses it to derive a new S-KeNB from the currently active KeNB in the MeNB. The MeNB sends the newly derived S-KeNB to the SeNB. The newly derived S-KeNB is then used by the SeNB in computing a new encryption key KUPenc which is used with all DRBs in the SeNB for this UE. Furthermore, when the SCG Counter approaches its maximum value, the MeNB refreshes the currently active KeNB, before any further S-KeNB are derived.
Changing a bearer identity is a possibility available since Rel-8. This stem from the requirement in TS 33.401 §7.2.9.1
Key refresh shall be possible for KeNB, KRRC-enc, KRRC-int, KUP-int, and KUP-enc and shall be initiated by the eNB when a PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KeNB. The procedure is described in clause 7.2.9.3.

And is described in TS 36.300 as a possible implementation variant in 14.1

COUNT reusing avoidance for the same radio bearer identity in RRC_CONNECTED mode without KeNB change is left to eNB implementation e.g. by using intra-cell handover, smart management of radio bearer identities or triggering a transition to RRC_IDLE. 
This is also reflected for DC in CR0532r1 for TS 33.401[4] and goes like this (relevant part highlighted):

If the MeNB receives a request for S-KeNB  update from the SeNB or decides on its own to perform S-KeNB  update (see clause E.2.5.1), the MeNB shall increment the SCG Counter and compute a fresh S-KeNB, as defined in clause E.2.4.  Then the MeNB shall perform a SCG modification procedure to deliver the fresh S-KeNB to the SeNB. If the MeNB doesn’t perform the previous procedure, the MeNB may instead  release all radio bearers in the SeNB, and then perform an SCG addition procedure, adding all radio bearers just released. 
One can see, that the effect of the different methods are the same, regardless whether DRB-IDs have been changed or an intra-SeNB HO was initiated (i.e a SCG Change).

From a signalling effort point of view, changing the DRB-ID by request from the MeNB seems to require one more loop, as the SeNB initiated SeNB Modification procedure would only provide the respective trigger, while the MeNB would need to initiate an SeNB Modification procedure on its own.

We are questioning whether we should keep this possibility for dual connectivity and even we reduce one option (to simplify procedures), we would not break security principles. 

Observation 2 While for “single connectivity” the eNB would have the possibility to change the DRB-IDs instead of refreshing the KeNB, resulting in the same signalling effort, this is not the case for dual connectivity, as changing the DRB-IDs would require 2 signalling loops.
Proposal 4 It is proposed to remove the possibility to change DRB-IDs as an alternative to directly refresh the S-KeNB for dual connectivity and to liaise respectively to RAN2 and SA3.
2.4
Text proposal for TS 36.423

A proposal on how to change the quoted and related text in [2] above would be as follows: 

<<<<<<<<<<<<<<<<<<<< First change >>>>>>>>>>>>>>>>>>>>
8.x.4.2
Successful Operation

<<<<<<<<<<<<<<<<<<<< Unmodified text >>>>>>>>>>>>>>>>>>>>
If the MeNB receives a SENB MODIFICATION REQUIRED message containing the SeNB Key Change Indication IE, the MeNB shall update the S-KeNB as specified in TS 33.401 [18].
<<<<<<<<<<<<<<<<<<<< last change  >>>>>>>>>>>>>>>>>>>>
9.2.x3
SeNB Key Change Indication
The SeNB Key Change Indication IE is used to indicate the reason why the MeNB shall provide a new S-KeNB.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	SeNB Key Change Indication
	M
	
	ENUMERATED
(PDCPCountWrapAround, SCG-Change, …)
	If this IE is set to "PDCPCountWrapAround", theSeNB indicates the MeNB that the uplink or downlink PDCP COUNTs in the SeNB are about to wrap around.
If this IE is set to "SCG-Change", the SeNB indicates that it intends to change the SCG configuration.


<<<<<<<<<<<<<<<<<<<< end of changes  >>>>>>>>>>>>>>>>>>>>
Proposal 5 It is proposed to change [2] as outlined in section 2.4.
3
Proposal
Observation 1
SCG Change contains release and addition of the SCG and therefore implies the provision of a new S-KeNB.
Observation 2
While for “single connectivity” the eNB would have the possibility to change the DRB-IDs instead of refreshing the KeNB, resulting in the same signalling effort, this is not the case for dual connectivity, as changing the DRB-IDs would require 2 signalling loops.


Proposal 1
Define an enumeration within the SeNB Key Change Indication IE to distinguish the “SCG Change” case from the “PDCP wrap around” case.
Proposal 2
Select Alternative 2 for SCG Change. Alternative 2 would map the SCG Change procedure directly to the SeNB initiated SeNB Modification procedure.
Proposal 3
Remove the FFS and agree (i.e. confirm) the existence of scenarios where the SeNB triggers the change of S-KeNB (by means of the SeNB initiated SeNB Modification procedure).
Proposal 4
It is proposed to remove the possibility to change DRB-IDs as an alternative to directly refresh the S-KeNB for dual connectivity and to liaise respectively to RAN2 and SA3.
Proposal 5
It is proposed to change [2] as outlined in section 2.4.
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