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1
Introduction

RAN3 #85 has discussed about the SeNB Counter Check procedure, achieved the agreement “MeNB does not need to initiate a Counter Check procedure at SeNB” and agreed for the two BL CR(Stage 2/ Stage 3). 
In our opinions, there is still a problem in the accuracy of the SeNB Counter Check procedure and we discuss about this issue in the contribution.
2
Discussion
The RRC Counter Check procedure is introduced in LTE R8 due to the request from SA3, and RAN2 decided to use the UMTS Counter Check procedure as a baseline. Similar to UMTS, the eNB sends 25bits out of 32 MSB bit of the COUNT of each DRB in the Uu CounterCheck message, because the longest HFN length is 25bits, i.e. when the length of sequence number mapped on RLC-UM mode is 7bits for the shortest[1].
For the legacy UE, the Time1 from the eNB deciding to generate the CounterCheck message to the UE comparing the value indicated in the message to its own is composed of three parts: t1 for the eNB processing, t2 for the Uu transmission and t3 for the UE processing, as Fig1 shows.
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Fig.1 C.C Time for the Legacy UE
Therefore, the 25bits out of 32 MSB bit of the COUNT in the legacy procedure could meet the requirement in accuracy from SA3:
“…SA3 can add that the accuracy of the CC-procedure is determined by how much higher order bits of the COUNTs are taking into account in the analysis i.e. some lsb may not be evaluated to provide some tolerance.”
While for the Dual Connectivity UE, the Time2 from the SeNB deciding to generate the SENB COUNTER CHECK REUQEST message to the UE comparing the value indicated in the CounterCheck message to its own is composed of six parts, i.e. t4 for the SeNB processing + t5 for the X2 transmission + t6 for the MeNB processing, plus the three parts same in the legacy UE mentioned above, as Fig2 shows.
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Fig.2 C.C Time for the DC UE
Apparently, Time2 is much longer than Time1, especially considering the longest latency for the non-ideal backhaul between MeNB and SeNB(t5) is 60ms, which means when the UE receiving the CounterCheck message from the MeNB and comparing the value actually indicated by the SeNB and its own, the matching result will always be different, because the data packets may have been transmitted a lot between the SeNB and the UE during Time2, i.e. the check is meaningless.
Proposal 1: The longer time in DC leads to the accuracy problem for the Counter Check Procedure.
If RAN3 agree with proposal 1, we should figure out a solution for this problem. Maybe changing the number of COUNT bit is the first thought came to the head, but we did not think this would make a good solution due to SA3’s opinion:
“..taking into account more COUNT bits may increase the possibility to have more false positives (UE reporting less bits sent then received by the eNB), and if less COUNT bits are taken into account for the evaluation then attacks with small number of injected packets may potentially remain undetected...”. 
Proposal 2: RAN3 is kindly asked to figure out a solution for the problem.
3
Conclusions
In this contribution, we discussed our considerations about the accuracy issue for the SeNB Counter Check procedure, and would like to have the following proposals:

Proposal 1: The longer time in DC leads to the accuracy problem for the Counter Check Procedure.

Proposal 2: RAN3 is kindly asked to figure out a solution for the problem.
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