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1 Introduction

In the Last meeting, RAN3 listed the scenarios for S-KeNB change. The scenario of key update triggered by SeNB is FFS. This document discusses the procedure used by the SeNB to trigger the S-KeNB change.

2. Key Change/update triggered by SeNB (for S-KeNB) ( SeNB Modification initiated by SeNB :FFS
2 Discussion

In case of one DRB in SeNB count wrap around is upcoming, there are two basic options to consider

1) Two-Step approach: SeNB merely indicates that count wrap around is upcoming, leaving it up to MeNB to take further action i.e. whether to change DRB identity or to trigger SCG change to refresh the S-KeNB. 
2) One-Step approach: SeNB initiates SCG change (release & addition of SCG) in the UE directly, i.e. when trigger the SeNB Modification Required, the SeNB generates the new SCGConfiguration and include it in the message. 
In Two-Step approach SeNB include the indicator in the SeNB Modification Required message. MeNB Initiated SeNB Modification is following it. But it is not efficient to use a class 1 procedure to carry this indicator only. MeNB receives the indicator can perform the DRB Identity change or trigger MeNB initiated SeNB change to modify the S-KeNB. For the first action, changing the DRB identity is not very useful. In case of DRB Id change, the E-UTRAN releases existing DRB (PDCP, RLC, logical channel) and establishes a new one. i.e. in this case, there is no continuation of PDCP like upon normal handover. It is not lossless and can only be done during idle period. MeNB however can not know when idle period is since the data is from SGW to SeNB directly.
Proposal 1: Not support DRB Identity Change when MeNB receives S-KeNB change indicator since it is not a lossless method.
Some considerations regarding One-Step approach
· RAN2 agreed that PSCell change is performed by means of SCG change. In case SeNB wants to change PSCell, it initiates the SCG change. 
· In case of One-Step approach, MeNB has to take some specific actions upon receiving the Count wrap around/ SCG change request indication e.g. in the Uu message it needs to insert an SCC and a field indicating the UE to release the entire SCG configuration, it should also provide the SeNB with a new S-KeNB. The indication in the X2AP (S-KeNB change indicator) can tell the MeNB to do so.
· Another issue need to be considered in One-Step approach is which X2 AP message would be used to provide the S-KeNB to SeNB. SeNB may receive RA related message before it receives the SeNB Modification Confirm (as the order between message 5 and 7 in Figure 1 is not specified). Assuming SeNB allocates a dedicated pre-amble, it should however be clear that any data exchange with the RA procedure is based on the new security configuration. We see the following options for transferring the S-KeNB to the SeNB:

· Prior to RA e.g. by the SeNB Modification Request, which MeNB may trigger only for this particular purpose, but the SeNB need to distinguish this case from the case of MeNB triggered S-KeNB change. New information element need to be defined, which we don’t preferred.
· Possibly after RA i.e. by the SeNB Modification Confirm. In case the SeNB did not yet receive the response, it temporarily stores the data received and processes it upon receiving the S-KeNB. Since UE should perform PDCP/RLC reset in case of SCG-change. The UE can send UL data with new key and send RRC Reconfiguration Response message until reset is complete. The data need buffering is very limit, so we think it is acceptable.
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Figure 1: SeNB Trigger SCG Change
Proposal 2: RAN3 is requested to evaluate and decide the mechanism for SeNB initiated security refresh taking into account the considerations included in this contribution. In order to use a unified method, we prefer the One-Step approach.
Proposal 3: When selecting One-Step approach, RAN3 is furthermore requested to discuss and conclude the MeNB transfer S-KeNB in message 6.
3 Conclusion & recommendation
In this document, the S-KeNB change was discussed and following proposal is proposed.
Proposal 1: Not support DRB Identity Change when the MeNB receives S-KeNB change indicator since it is not a lossless method.
Proposal 2: RAN3 is requested to evaluate and decide the mechanism for SeNB initiated security refresh taking into account the considerations included in this contribution. In order to use a unified method, we prefer the One-Step approach.

Proposal 3: When selecting One-Step approach, RAN3 is furthermore requested to discuss and conclude the MeNB transfer S-KeNB in message 6.
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