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1
Introduction

This contribution discusses the impact of security algorithm negotiation on stage 2 and stage 3, based on agreements achieved in SA3 (see [1]) and proposes specification text for TS 36.300[2].

Note, that security algorithm negotiation is only applicable for the SCG bearer option.
2
Discussion
The following agreement was achieved for algorithm negotiation at SA3#75 in [1] (SA3-140957):
When establishing one or more DRBs for a UE at the SeNB, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the MeNB selected for the UE for the SRBs to the SeNB in the X2-C SeNB Addition/Modification Request message. 

Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities. 

If the so identified AS encryption algorithm is different from the one indicated in the received X2 SeNB Addition/Modification Request message, the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 SeNB Addition/Modification Command message.

The MeNB shall forward the indication to the UE during the RRC-RECONFIGURATION procedure that establishes the SeNB DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this RRC-RECONFIGURATION procedure, the UE shall use the same AS encryption algorithm for the SeNB DRBs as it uses for the SRBs.
This agreement nicely aligns with principles specified for handover:

-
Before the DRBs are established with the SeNB, the UE is already in RRC-CONNECTED state and share an AS security context with the MeNB. In particular, the MeNB has the UE EPS security capabilities and the UE and the MeNB has agreed on encryption and integrity algorithms for the RBs they use.

-
the MeNB provides the UE Security Capabilities to the SeNB

(
It is proposed to align with X2HO signaling and provide this information on X2AP level

-
the MeNB provides to the SeNB the encryption security algorithm that is currently used by the UE .
(
It is proposed to align with X2HO signaling and provide this information on RRC level (HandoverPreparationInformation)

-
the SeNB selects an appropriate encryption algorithm and provides this information to the MeNB

(
It is proposed to align with X2HO signaling and provide this information on RRC level (HandoverCommand)

-
Finally the MeNB commands the UE to configure SeNB related radio resources applying the selected security algorithm.

3
Proposal
It is proposed that RAN3 follows SA3 agreements and provide the security related information in the TS 36.300[2] as suggested below (highlighted in cyan):
First Change

10.1.2.X.2
Overall Procedure description
10.1.2.X.2.1
SeNB Addition

The SeNB Addition procedure is initiated by the MeNB and is used to establish a UE context at the SeNB in order to provide radio resources from the SeNB to the UE. Figure 10.1.2.X.2.1-1 shows the SeNB Addition procedure.
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Figure 10.1.2.X.2.1-1: SeNB Addition procedure.

1.
The MeNB decides to request the SeNB to allocate radio resources for a specific E-RAB, indicating E-RAB characteristics (E-RAB parameters, TNL address information corresponding to the UP option, and information related to MeNB radio resources and UE radio capabilities as described in 10.1.2.X.1.2) and UE context related information (in case of SCG bearers: S-KeNB, , security algorithms supported by the UE, currently used  security algorithms in MCG). 

Note:
In contrast to SCG bearer,  for the split bearer option the MeNB may either decide to request resources from the SeNB of such an amount, that the QoS for the respective E-RAB is guaranteed by the exact sum of resources provided by the MeNB and the SeNB together, or even more.
The MeNBs decision may be reflected in step 2 by the E-RAB parameters signalled to the SeNB, which may differ from E-RAB parameters received over S1. 

2.
If the RRM entity in the SeNB is able to admit the resource request, it allocates respective radio resources and, dependent on the bearer option, respective transport network resources.
The SeNB may trigger Random Access so that synchronisation of the SeNB radio resource configuration can be performed. The SeNB provides the new radio resource configuration to the MeNB. For SCG bearers, together with S1 DL TNL address information for the respective E-RAB, for split bearers X2 DL TNL address information. The SeNB may also provide UE context related information (for SCG bearers the selected security algorithm may be included, if the SeNB has chosen a different algorithm than the one sent in step 1).
3.
If the MeNB endorses the new configuration, it triggers the UE to apply it. The UE starts to apply the new configuration.

4.
The UE completes the reconfiguration procedure.

5.
The MeNB informs the SeNB that the UE has completed the reconfiguration procedure successfully.

6.
The UE performs synchronisation towards the cell of the SeNB.

Editor’s Note 1:It is still FFS whether there is a need for the SeNB to finally confirm that the UE has taken the SeNB configuration into use. 

7./8.
In case SCG bearers, and dependent on the bearer characteristics of the respective E-RAB, the MeNB may take actions to minimise service interruption due to activation of dual connectivity (Data forwarding, SN Status Transfer). 

Note:
The order of the RRC Connection Reconfiguration procedure and the synchronisation procedure is described in 10.1.2.X.1.1.

Note:
In case of split bearers, transmission of user plane data may take place after step 6.

Note:
In case of SCG bearers, data forwarding and the SN Status transfer may take place after step 2.

9.-12. For SCG bearers, the update of the UP path towards the EPC is performed. 

Editor’s Note 2:The trigger for the path update procedure and how to capture it in stage 2 is still FFS. 
10.1.2.X.2.2
SeNB Modification

The SeNB Modification procedure may be either initiated by the MeNB or by the SeNB. 

It may be used to modify, establish or release bearer contexts, to transfer bearer contexts to and from the SeNB or to modify other properties of the UE context at the SeNB.

It does not necessarily need to involve signaling towards the UE.
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Figure 10.1.2.X.2.2-1: SeNB Modification procedure - MeNB initiated.

Figure 10.1.2.X.2.2-1 shows an example signaling flow for a MeNB initiated SeNB Modification procedure that includes

1.
The MeNB sends the SeNB Modification Request message, which may contain bearer context related or other UE context related information (in case of SCG bearers: S-KeNB,, Currently used security algorithms in MCG), and, if applicable data forwarding address information. 

2.
The SeNB responds with the SeNB Modification Request Acknowledge message, which may contain UE context related information (for SCG bearers the selected security algorithm may be included, if the SeNB has chosen a different algorithm than the one sent in step 1), radio configuration information, and, if applicable, data forwarding address information 

3./4.
The MeNB initiates the RRC connection reconfiguration procedure.

5.
Success of the RRC connection reconfiguration procedure is indicated in the SeNB Reconfiguration Complete message.

6.
The UE performs synchronisation towards the cell of the SeNB.
If the bearer context at the SeNB is configured with the SCG bearer option and, if applicable

7./8. Data forwarding between MeNB and the SeNB takes place. (Figure 10.1.2.X.2.2-1 depicts the case where a bearer context is transferred from the MeNB to the SeNB.)

9.
If applicable, a path update is performed.

Editor’s Note:
Dependent on the scenario the Editor’s Notes from section 10.1.2.X.2.1 may be applicable as well. 
Skip to Next Change

14.3.4
SeNB Removal

For SCG bearers in DC, at SeNB removal, the SeNB shall delete the keys it stores. It is also assumed that SeNB does no longer store state information about the corresponding UE and deletes the current keys from its memory. In particular, at SeNB removal:

-
The SeNB and UE delete S-KeNB and KUPenc.

-
The MeNB and UE keep KeNB.
14.3.X
Negotiation of Security Algorithms
When establishing one or more DRBs for a UE at the SeNB, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the MeNB selected for the UE for the SRBs to the SeNB in the X2-C messages SeNB Addition Request or SeNB Modification Request. Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities. 

If the so identified AS encryption algorithm is different from the one indicated in the received X2-C messages SeNB Addition Request or SeNB Modification Request, the SeNB shall include an indicator for the locally identified AS encryption algorithm in the respective X2-C response messages.

The MeNB shall forward the indication to the UE during the RRCConnectionReconfigration procedure that establishes the SeNB DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this the RRC Reconfiguration procedure, the UE shall use the same AS encryption algorithm for the SeNB DRBs as it uses for the SRBs.
14.4
AS Key Change in RRC_CONNECTED

If AS Keys (KUPenc , KRRCint and KRRCenc) need to be changed in RRC_CONNECTED, an intra-cell handover shall be used.
For SCG bearers in DC, if AS Key (KUPenc) needs to be changed, the MeNB shall remove the complete SCG and set it up again.

The MeNB can use the X2AP modification procedure to update the S-KeNB in the SeNB.
End of Changes
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