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1
Introduction

RAN3 agreed to support SeNB Key Refresh by SeNB Modification procedure and Counter Check procedure by a new X2AP at the RAN3#84 meeting.

This contribution provides TP to stage 2 and X2AP running CRs [1][2] for Counter Check procedure for approval.
2
Text Proposal to stage 2
Beginning of Text Proposal
20.2.2.x
SeNB Counter Check procedure
SeNB Counter Check procedure is initiated by SeNB to request the MeNB to execute a counter check procedure as specified in [22] to verify the value of the PDCP COUNT(s) associated with bearer(s) offloaded to the SeNB.
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Figure 20.2.2.x-1: SeNB Counter Check procedure
End of Text Proposal
3
Text Proposal to stage 3 (X2AP)
Beginning of Text Proposal
8.x.y
SeNB Counter Check
8.x.y.1
General

This procedure is initiated by the SeNB to request the MeNB to execute a counter check procedure as specified in [18] to verify the value of the PDCP COUNT(s) associated with bearer(s) offloaded to the SeNB.
The procedure uses UE-associated signalling.

8.x.y.2
Successful Operation
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Figure 8.x.y.2-1: SeNB Counter Check procedure, successful operation.
The SeNB initiates the procedure by sending the SENB COUNTER CHECK COMMAND message including the expected values of PDCP COUNT(s) and associated E-RAB ID(s) to the MeNB. 
Upon reception of the SENB COUNTER CHECK COMMAND message, the MeNB executes a counter check procedure as specified in [18] to verify the value of the PDCP COUNT(s) associated with bearer(s) offloaded to the SeNB. If the MeNB receives a RRC counter check response from the UE that contains one or several PDCP COUNT values (possibly associated with both MeNB and SeNB), the MeNB may release the connection or report the difference of the PDCP COUNT values to the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker as specified in [18].
8.x.y.3
Unsuccessful Operation

Not applicable.
8.x.y.4
Abnormal Conditions

Void.
Next Text Proposal
9.1.x.y
SENB CONTER CHECK COMMAND
This message is sent by the SeNB to the MeNB to request the counter check between the SeNB and the UE for a specific UE.

Direction: SeNB ( MeNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	reject

	MeNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the MeNB
	YES
	reject

	SeNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the SeNB
	YES
	reject

	E-RABs To Be Checked Counter List
	
	1
	
	
	YES
	ignore

	>E-RABs To Be Checked Counter Item
	
	1 .. <maxnoof Bearers>
	
	
	EACH
	ignore

	>>ERAB ID
	M
	
	9.2.23
	
	-
	-

	>>COUNT MSB Uplink
	M
	INTEGER(0..33554431)
	
	Indicates the value of 25 MSBs from uplink COUNT associated to this E-RAB.
	-
	-

	>>COUNT MSB Downlink
	M
	INTEGER(0..33554431)
	
	Indicates the value of 25 MSBs from downlink COUNT associated to this E-RAB.
	-
	-


End of Text Proposal
4
Conclusions
Proposal: It is proposed to agree on TP to stage 2 and stage 3 (X2AP) running CRs, provided in section 2 and section 3, respectively.
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