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1   Introduction
In the RAN3#84, RAN3 agreed to use a single procedure by SeNB Modification procedure for SeNB Key Refresh and define a new X2 AP procedure for counter check and the corresponding LS was sent to RAN2 and SA3 [1]. A response LS from RAN2 has been received in LS [2]. In this paper, we will further discuss the security functions for dual connectivity based on the RAN2 and SA3 latest agreements.

2   Discussion
From the perspective of RAN3, the S-KeNB related functions contain:

· Initial S-KeNB Derivation
· S-KeNB refresh;
2.1   Initial S-KeNB Derivation
The initial S-KeNB derivation only occurs in the SeNB Addition procedure. Also SeNB addition always implies provisioning of a new S-KeNB. According to SA3’s agreements [3], SeNB selects the encryption algorithm. Therefore, MeNB needs to send the UE security capability, i.e. supported encryption algorithms to SeNB. 
The basic principle and signalling flow of initial S-KeNB derivation is depicted in the Fig.1.
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Fig.1 Initial S-KeNB obtaining procedure
·  The MeNB generates the S-KeNB for the SeNB based on the KeNB and Small Cell Counter (SCC), where the value of SCC is maintained in MeNB.

· The MeNB sends the S-KeNB together with UE encryption algorithms to the SeNB. 
Note: RAN2 agreed that the MeNB itself includes SCC in the reconfiguration message towards the UE.
· The SeNB selects the encryption algorithm e.g. selects the encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that are also present in the received UE EPS security capabilities.
· The SeNB derives the KUPenc based on both S-KeNB and the selected encryption algorithm, where KUPenc is the key which shall be used of protection of UP traffic in the SeNB. 
· The UE derives the S-KeNB and KUPenc based on the SCC and the selected UE encryption algorithm.

· The S-KeNB is unique per SeNB-UE pair, i.e. all DRBs in the SeNB are using the same S-KeNB/KUPenc. 
Proposal 1: Including the S-KeNB and encryption algorithms supported by UE in the SENB ADDITION REQUEST message.
Since the selected UE encryption algorithm shall be transferred to UE by RRC message, it makes sense that the SeNB sends it to MeNB by inter-node RRC message.
Proposal 2: Including the selected UE encryption algorithm by inter-node RRC message in the SENB ADDITION REQUEST ACKNOWLEDGE message.

2.2   S-KeNB Refresh
The S-KeNB needs to be refreshed in the following cases:
· KeNB refresh, i.e. initiated by the MeNB
· rekeying initiated by MME, or refresh initiated MeNB locally;

· S-KeNB refresh initiated by the SeNB
· when uplink or downlink PDCP COUNTs are about to wrap around.

According to RAN2’s responding LS [2], there are the following conclusions:

· In the Uu interface, one RRC message for SCG release/addition can be used in case of S-KeNB refresh or in case of KeNB and S-KeNB refresh.

· In the S1 interface, the SCG related signalling towards the CN could be suppressed when using one RRC message to release and add SCG within the same SCG. And there is no necessarily the path switch procedure towards CN when the source and target SCG are the same.
Since the S1 signalling can be suppressed, it seems that one RRC message for SCG release/addition is not really SCG release and addition for MeNB, but SCG modification. In the X2 interface, it is feasible that the SeNB modification procedure is used for S-KeNB refresh.
In case the S-KeNB refresh initiated by the MeNB (due to the KeNB refresh), the SeNB Modification procedure (MeNB initiated) can be used as shown in the Fig 2:
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Fig.2 S-KeNB refresh initiated by the MeNB

Proposal 3: The MeNB may include the S-KeNB in the SENB MODICATION REQUEST message.

In case the S-KeNB refresh initiated by the SeNB, the SeNB Modification procedure (SeNB initiated) is used as shown in the Fig 3:
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Fig.3 S-KeNB refresh initiated by the SeNB
Proposal 4: The SeNB may include S-KeNB refresh indication in the SeNB MODIFICAION REQUIRED message to request the update of the S-KeNB.
2.3   Counter check
Counter check procedure is needed for SeNB in connectivity. SA3 has captured their agreements in E.2.7 of TS 33.401 [3]. The basic procedure agreed in SA3:

·  SeNB may request the MeNB to execute a counter check procedure specified in clause 7.5 of this specification to verify the value of the PDCP COUNT(s) associated with DRB(s) offloaded to the SeNB. To accomplish this, the SeNB shall communicate this request, including the expected values of PDCP COUNT(s) and associated radio bearer identities (which are identified by E-RAB Id(s) in X2AP), to the MeNB over the X2-C.
·  If the MeNB receives a RRC counter check response from the UE that contains one or several PDCP COUNT values (possibly associated with both MeNB and SeNB), the MeNB may release the connection or report the difference of the PDCP COUNT values to the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.
According to SA3’s agreement, MeNB decides the action (e.g. triggers Release procedure) after receiving the RRC counter check response, even when the response includes the PDCP COUNT values associated with SeNB. Then a class 2 Counter Check procedure is sufficient. 
Proposal 5: A new class 2 Counter Check procedure triggered by the SeNB is needed. 
Another case is MeNB triggered Counter Check. However, in the case MeNB has no information about the PDCP COUNT of the DRBs associated with SeNB. There are two alternatives:
· Alt 1:
MeNB firstly obtains the information from SeNB, and then initiates the RRC Counter Check procedure.

· Alt 2: 
MeNB initiates the RRC Counter Check procedure not containing the information of DRBs associated with SeNB.
Since SeNB will trigger the Counter Check procedure to check the DRBs associated with SeNB if needed, Alt 1 is unnecessary.
For Alt 2, the RRC Counter Check message only carries the DRB information associated with MeNB. There may be two approaches for UE behaviours:
· Approach 1: 
An indicator is introduced in the RRC Counter Check message to indicate that this is a MeNB triggered Counter Check procedure, and UE only checks the DRBs associated with MeNB.

· Approach 2:
UE always checks all the DRBs. MeNB ignores the DRBs associated with the SeNB after receiving the RRC Counter Check Response message.

However, it is the RAN2’s responsibility to determine which approach is desirable. Anyway, Alt 2 is feasible.

Proposal 6: The X2AP MeNB triggered Counter Check procedure is not needed. 
3   Conclusion
In this contribution, we analyses the security functions to support dual connectivity.
Proposal 1: Including the S-KeNB and encryption algorithms supported by UE in the SENB ADDITION REQUEST message.

Proposal 2: Including the selected UE encryption algorithm by RRC Container in the SENB ADDITION REQUEST ACKNOWLEDGE message.

Proposal 3: The MeNB may include the S-KeNB in the SENB MODICATION REQUEST message.

Proposal 4: The SeNB may include S-KeNB refresh indication in the SeNB MODIFICAION REQUIRED message to request the update of the S-KeNB.

Proposal 5: A new class 2 Counter Check procedure triggered by the SeNB is needed. 
Proposal 6: The X2AP MeNB triggered Counter Check procedure is not needed. 
For the proposal 5, the corresponding CR to support the new procedure is given in [4].
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