Nokia Internal Use Only
Nokia Internal Use Only

3GPP TSG-RAN WG3 Meeting #85
R3-141669
Dresden, Germany, August 18th – 22nd, 2014
Agenda item:

20.1.4
Source:
Nokia Networks, Nokia Corporation 
Title:
Open issue resolution of security key change
Document for:
  
Discussion and approval
1
Introduction

RAN3 agreed to use SeNB modification procedure for SeNB Key refresh and sent the LS [1] to RAN2 at the RAN3#84 meeting. RAN3 has received a reply LS from RAN2 in [2], which requests RAN3 for further consideration on X2AP as well as triggering the ERAB Modification Indication.
This paper discusses open issues of security key change and proposes TP to stage 2 and X2AP running CRs [3][4].

2
Discussion
According to the following agreements described in RAN2 LS [2], RAN3 should further consider how to capture them in the specification.
For SA3 and RAN3: RAN2 further discussed RRC procedures for change of KeNB and S-KeNB. The following was agreed:

1.
The procedure design should address the key update due to the change of KeNB (either rekeying initiated by MME or refresh initiated MeNB locally) and S-KeNB update initiated by the SeNB.

2.
Towards the UE, there is one RRC message for SCG release/add that can be used to:

a.
Update S-KeNB (as part of RRCConnectionReconfiguration). 

b.
Update KeNB and S-KeNB (as part of intra-MeNB handover, i.e., RRCConnectionReconfiguration with mobilityControlInfo)

3.
The SCG addition always implies provisioning of a new S-KeNB. Changing the K-eNB without changing the S-KeNB is not supported.
As indicated above, KeNB change requires S-KeNB change as well. Therefore, KeNB change should be done by MeNB initiated SeNB Modification procedure. On the other hand, S-KeNB change is triggered by the SeNB. In this case, SeNB should send an SeNB Modification Required message with S-KeNB change indication so that MeNB can perform MeNB initiated SeNB Modification procedure to change S-KeNB.

Proposal 1: It is proposed to introduce a new IE for S-KeNB change indication in SeNB Modification Required message so that MeNB can perform MeNB initiated SeNB Modification procedure.
Next, RAN2 also mentioned about the optimization of signalling message towards CN.

It is expected that RAN3 will discuss of actual X2 procedures for key changes. RAN2 would like to inform RAN3 about the agreement that the SCG related signalling towards the CN could be suppressed when using one RRC message to release and add SCG within the same SCG.

The above agreements mean that the procedure where the SCG is released and added again with separate X2AP as well as RRC procedures (as indicated in LS R2-141844) is not required for the security key change.  
In case of security key change, path update procedure could be suppressed as long as one RRC message is used to release and add SCG within the same SCG. From RAN3 point of view, we should add a note in MeNB initiated SeNB Modification procedure of stage 2 as optional behaviour.
Proposal 2: It is proposed to describe the specific behaviour in path update procedure section when one RRC message is used to release and add SCG within the same SCG in case of security key change.

Proposal 3: It is proposed to agree on stage 2 and stage 3 (X2AP) running CRs.
3
Text Proposal to stage 2

Beginning of Text Proposal
10.1.2.2.2
Path Update upon dual connectivity specific activities

Upon dual connectivity specific activities which involve the transfer of bearer contexts from one eNB to another, if one of the eNBs involved in dual connectivity provides radio resources to the UE for one or several E-RABs configured with the SCG bearer option, the update of the downlink path towards the EPC for the relevant E-RABs needs to be communicated by the MeNB to the MME. The functions specified for the path switch for handover as specified in section 10.1.2.2.1 are applicable for the path update for dual connectivity with SCG bearer option as well except that 

-
the role of involved eNBs are different: in dual connectivity, the “source eNB” as specified for handover, is the eNB from which the bearer context is transferred and the “target eNB” is the eNB to which the bearer context is transferred.

-
the EPC does not change the uplink end-point of the tunnels with the Path Update procedure in a way that this would change the Serving GW.
When security key change is performed, path update procedure may not be performed as long as one RRC message is used to release and add SCG within the same SCG. 
End of Text Proposal
4
Text Proposal to stage 3 (X2AP)
Beginning of Text Proposal
8.x.4
SeNB initiated SeNB Modification 

8.x.4.1
General

This procedure is used by the SeNB to modify the UE context in the MeNB. 
The procedure uses UE-associated signalling.

8.x.4.2
Successful Operation
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Figure 8.x.4.2-1: SeNB initiated SeNB Modificiation Preparation, successful operation.
The SeNB initiates the procedure by sending the SENB MODIFICATION REQUIRED message to the MeNB. When the SeNB sends the SENB MODIFICATION REQUIRED message, it shall start the timer TDCoverall. 

The SENB MODIFICATION REQUIRED message may contain

-
the SeNB to MeNB Container IE.
If the MeNB receives a SENB MODIFICATION REQUIRED message containing the RRC Context IE as specified in TS 36.331 [9], the MeNB shall report to the SeNB, in the SENB MODIFICATION CONFIRM message, the successful configuration with the UE, and, the result for configuration in the following way:

-
the MeNB to SeNB Container IE.
Note:
The actual RRC container to be included in the MeNB to SeNB Container IE is still FFS in RAN2.
If the SeNB needs to change the security key for the specific UE, it shall send an SENB MODIFICATION REQUIRED message containing the SeNB Key Refresh IE.
If the MeNB receives an SeNB MODIFICATION REQUIRED message containing the SeNB Key Refresh IE and if applicable, it shall respond with SeNB MODIFICATION CONFIRM followed by MeNB initiated SeNB Modification Preparation as described in section 8.x.3 to change the security key associated with the SeNB for the specific UE.
Next Text Proposal
9.1.x.8
SENB MODIFICATION REQUIRED
This message is sent by the SeNB to the MeNB to request the modification of SeNB resources for a specific UE.

Direction: SeNB ( MeNB.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	reject

	MeNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the MeNB
	YES
	reject

	SeNB UE X2AP ID
	M
	
	eNB UE X2AP ID

9.2.24
	Allocated at the SeNB
	YES
	reject

	Cause
	M
	
	9.2.6
	
	YES
	ignore

	SeNB Key Refresh
	O
	
	9.2.xx
	
	YES
	ignore

	SeNB to MeNB Container
	O
	
	OCTET STRING
	Includes the necessary RRC Information as specified for DC operation in TS 36.331 [9]
	–
	–


	Range bound
	Explanation

	maxnoofBearers
	Maximum no. of E-RABs. Value is 256


Next Text Proposal
9.2.xx
SeNB Key Refresh
The SeNB Key Refresh IE is used to request the security key change associated with SeNB for the specific UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	SeNB Key Refresh
	M
	
	ENUMERATED
(KeyToBeRefreshed, …)
	


End of Text Proposal
5
Conclusions
Proposal 1: It is proposed to introduce a new IE for S-KeNB change indication in SeNB Modification Required message so that MeNB can perform MeNB initiated SeNB Modification procedure.

Proposal 2: It is proposed to describe the specific behaviour in path update procedure section when one RRC message is used to release and add SCG within the same SCG in case of security key change.

Proposal 3: It is proposed to agree on stage 2 and stage 3 (X2AP) running CRs.
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