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5.10
Security function

5.10.1
Data confidentiality

5.10.1.1
Radio interface ciphering function

The radio interface shall be ciphered upon request of the EPC. Both, signalling and user data, may be subject to ciphering. The ciphering shall be done within the E-UTRAN.

5.10.1.2
Ciphering key management function

The security context which is used for the derivation of the ciphering key shall be supplied by the EPC as defined in the TS 36.300 [11].

5.10.2
Data integrity

5.10.2.1
Integrity checking

The purpose of the integrity check is to make sure that the signalling continues between the same elements as by authentication. The integrity check shall be done within the E-UTRAN.

5.10.2.2
Integrity key management

The security context which is used for the derivation of the integrity key shall be supplied by the EPC as defined in the TS 36.300 [11]. 

