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1
Introduction

SA3 identified the applicability of the periodic local authentication function, as described in §7.5 in TS 33.401 and implemented in TS 36.331 by means of the Counter check procedure, for dual connectivity when the split bearer option is configured for a E-RAB. See also [1]. 
According to SA3 agreement, captured in [1]:
SeNB may request the MeNB to execute a counter check procedure specified in clause 7.5 of this specification to verify the value of the PDCP COUNTs associated with DRBs offloaded to the SeNB. To accomplish this, the SeNB shall communicate this request, including the expected values of PDCP COUNTs and associated DRB IDs, to the MeNB over the X2-C.
If the MeNB receives a RRC counter check response from the UE that contains one or several PDCP COUNT Values (possibly associated with both MeNB and SeNB), the MeNB may release the connection or report the difference of the PDCP COUNT values to the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker
This contribution provides details on how to implement the counter check procedure for dual connectivity in E-UTRAN discusses stage 2 aspects and finally proposes to define a new X2AP procedure.
2
Discussion
2.1
Signalling procedure for Counter Check in eNB

Stage 2 for the counter check procedure is specified in TS 33.401 [2], clause 7.5 

The RRC Signalling procedure for Counter Check in eNB includes the following aspects:
1. The procedure is used optionally by the eNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the eNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message.

2. The eNB is monitoring the PDCP COUNT values associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.
2.2
Counter Check Procedure for Dual Connectivity
In dual connectivity, the SeNB would need to be enabled to trigger the Counter Check procedure for SCG bearers as the serving eNB would for “normal” bearers since Rel-8. Means to trigger the procedure at the MeNB would need to be provided by X2AP as shown in figures 1& 2.SeNB initiates a Counter Check to monitor the PDCP COUNT values. The procedure is triggered whenever any of these values reaches a critical checking value. For initiating of this procedure, SeNB requests the MeNB to execute a counter check procedure.
The RRC Counter check procedure is then performed as specified since Rel-8: When the UE receives the CounterCheck message, it shall respond with CounterCheckResponse message. For performing the Counter Check procedure, SeNB needs to send the request to MeNB via X2 including PDCP COUNTs values for the indicated DRBs.
Observation 1: New X2-C Signalling needs to be provided to enable the SeNB to trigger the RRC Counter check procedure at the MeNB for SCG bearers served by the SeNB.
Figures 1 and 2 depict the successful and unsuccessful case for the X2: Counter Check procedure, which differ only in local actions at the MeNB. Consequently the final outcome of the overall counter check function would be transparent to the SeNB.
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Figure 1: SeNB Counter Check procedure (Successful)
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Figure 2: SeNB Counter Procedure (Failed)
The following items provide a more detailed description of the overall signalling flows provided in Figures 1 and 2:
1. The SeNB monitors the PDCP COUNT value(s). Whenever any of these values reaches a threshold value (e.g. the value in some fixed bit position in the hyperframe number is changed), SeNB sends a request with X2AP Counter Check message to the MeNB. The Counter Check message contains the PDCP COUNT values (which reflect amount of data sent and received) from each active SCG radio bearer.
2. When the MeNB received the X2 Counter Check message from the SeNB, it may relay this request by sending the RRC CounterCheck message to the UE. The MeNB would need to remove the LSBs of the PDCP COUNT as received on X2-C, according to TS 36.331.
3. The UE compares the PDCP COUNT values received in the Counter Check message with the values of its radio bearers as specified in 36.331.
If the MeNB receives a RRC CounterCheckResponse message that does not contain any PDCP COUNT value(s), the RRC Counter check procedure ends.
4. If the MeNB receives within the RRC CounterCheckResponse message one or several PDCP COUNT value(s), the eNB may release the connection or report the difference of the PDCP COUNT value(s) as specified in TS 33.401.
3
Summary and Proposal
This paper briefly discussed the Counter Check procedure for the SCG bearer option for dual connectivity.

The following observation was made:

Observation 1: New X2-C Signalling needs to be provided to enable the SeNB to trigger the RRC Counter check procedure at the MeNB for SCG bearers served by the SeNB.

Therefore the following is proposed:

Proposal 1: Define a new SeNB initiated X2AP procedure for Counter Check.
Proposal 2: Agree on the respective Text Proposals provide in the Annex of this Paper.
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Annex:
Text proposals
Annex.1: Text proposals for TS 36.300
<<<<<<<<<<<<<<<<<<<< First Change  >>>>>>>>>>>>>>>>>>>>

14.3
Security functions for Dual Connectivity
<<<<<<<<<<<<<<<<<<<< Next Change  >>>>>>>>>>>>>>>>>>>>

14.3.x
Counter Check Procedure 

SeNB may need to request the MeNB to execute a counter check procedure to verify the value of the PDCP COUNTs associated with an SCG bearer, as specified in TS 33.401 [22], clause 7.5.

To accomplish this, the SeNB requests the MeNB to perform the counter check, indicating the expected values of PDCP COUNTs and associated DRB Ids.
<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

20.2.2
X2-CP Procedures

<<<<<<<<<<<<<<<<<<<< Skip unmodified Part  >>>>>>>>>>>>>>>>>>>>

20.2.2.x
SeNB Counter Check Procedure

The purpose of the Counter Check procedure is to enable SeNB to trigger the periodic local authentication function at the MeNB.
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Figure 20.2.2.x: SeNB Counter Check procedure.
<<<<<<<<<<<<<<<<<<<< End of Changes >>>>>>>>>>>>>>>>>>>>

Annex.2: Text proposals for TS 36.423
<<<<<<<<<<<<<<<<<<<< First Change  >>>>>>>>>>>>>>>>>>>>

7
Functions of X2AP

The X2AP protocol provides the following functions:

-
Mobility Management. This function allows the eNB to move the responsibility of a certain UE to another eNB. Forwarding of user plane data, Status Transfer and UE Context Release function are parts of the mobility management.

-
Load Management. This function is used by eNBs to indicate resource status, overload and traffic load to each other.

-
Reporting of General Error Situations. This function allows reporting of general error situations, for which function specific error messages have not been defined.

-
Resetting the X2. This function is used to reset the X2 interface. 

-
Setting up the X2. This function is used to exchange necessary data for the eNB for setup the X2 interface and implicitly perform an X2 Reset.

-
eNB Configuration Update. This function allows updating of application level data needed for two eNBs to interoperate correctly over the X2 interface. 

-
Mobility Parameters Management. This function allows the eNB to coordinate adaptation of mobility parameter settings with a peer eNB. 

-
Mobility Robustness Optimisation.  This function allows reporting of information related to mobility failure events. 

-
Energy Saving. This function allows decreasing energy consumption by enabling indication of cell activation/deactivation over the X2 interface.
The mapping between the above functions and X2 EPs is shown in the table below.

Table 7-1: Mapping between X2AP functions and X2AP EPs

	Function
	Elementary Procedure(s)

	Mobility Management
	a) Handover Preparation
b) SN Status Transfer
c) UE Context Release

d) Handover Cancel
x) SeNB Counter Check

	Load Management
	a) Load Indication

b) Resource Status Reporting Initiation

c) Resource Status Reporting

	Reporting of General Error Situations
	Error Indication

	Resetting the X2
	Reset

	Setting up the X2
	X2 Setup

	eNB Configuration Update
	a) eNB Configuration Update

b) Cell Activation

	Mobility Parameters Management
	Mobility Settings Change

	Mobility Robustness Optimisation
	a) Radio Link Failure Indication

b) Handover Report

	Energy Saving
	a) eNB Configuration Update

b) Cell Activation


8
X2AP procedures

8.1
Elementary procedures

In the following tables, all EPs are divided into Class 1 and Class 2 EPs.

Table 8.1-1: Class 1 Elementary Procedures

	Elementary Procedure
	Initiating Message
	Successful Outcome
	Unsuccessful Outcome

	
	
	Response message
	Response message

	Handover Preparation
	HANDOVER REQUEST
	HANDOVER REQUEST ACKNOWLEDGE
	HANDOVER PREPARATION FAILURE

	Reset
	RESET REQUEST
	RESET RESPONSE
	

	X2 Setup 
	X2 SETUP REQUEST
	X2 SETUP RESPONSE
	X2 SETUP FAILURE

	eNB Configuration Update
	ENB CONFIGURATION UPDATE
	ENB CONFIGURATION UPDATE ACKNOWLEDGE
	ENB CONFIGURATION UPDATE FAILURE

	Resource Status Reporting Initiation
	RESOURCE STATUS REQUEST
	RESOURCE STATUS RESPONSE
	RESOURCE STATUS FAILURE

	Mobility Settings Change
	MOBILITY CHANGE REQUEST
	MOBILITY CHANGE ACKNOWLEDGE
	MOBILITY CHANGE FAILURE

	Cell Activation
	CELL ACTIVATION REQUEST
	CELL ACTIVATION RESPONSE
	CELL ACTIVATION FAILURE


Table 8.1-2: Class 2 Elementary Procedures

	Elementary Procedure
	Initiating Message

	Load Indication
	LOAD INFORMATION

	Handover Cancel
	HANDOVER CANCEL

	SN Status Transfer
	SN STATUS TRANSFER

	UE Context Release
	UE CONTEXT RELEASE

	Resource Status Reporting
	RESOURCE STATUS UPDATE

	Error Indication
	ERROR INDICATION

	Radio Link Failure Indication
	RLF INDICATION

	Handover Report
	HANDOVER REPORT

	SeNB Counter Check
	SENB COUNTER CHECK REQUEST


<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

8.2.x

SeNB Counter Check
8.2.x.1
General

The purpose of the SeNB Counter Check procedure is to enable the SeNB to trigger the periodic local authentication function, as described in TS 33.401[18], in the MeNB.
The procedure uses UE-associated signalling.

8.2.x.2
Successful Operation
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Figure 8.2.x.2-1: SeNB Counter Check procedure, successful operation.
The MeNB initiates the procedure by sending the SENB COUNTER CHECK REQUEST message to the SeNB.
8.2.x1.3
Abnormal Conditions

Void.
<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

8.1.1.X
SENB COUNTER CHECK REQUEST
This message is sent by the SeNB to request the MeNB to execute a counter check to verify the value of the PDCP COUNTs associated with DRBs offloaded to the SeNB. 
Direction: SeNB ( MeNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	
	
	YES
	ignore

	DRB-CounterMSB-Info List
	
	1 .. <maxnoofDRBs
	
	
	EACH
	ignore

	>DRB-Identity
	M
	
	9.2.x
	
	-
	-

	>UL COUNT
	M
	
	INTEGER
(0..232-1)
	Indicates the value of uplink COUNT associated to this DRB.
	-
	-

	>DL COUNT
	M
	
	INTEGER
(0..232-1)
	Indicates the value of the downlink  COUNT associated to this DRBs.
	-
	-


-
	Range bound
	Explanation

	maxnoofDRBs
	Maximum no. of DRBs. Value is 32.


<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

9.2.x
DRB-Identity
This IE uniquely identifies a DRB for a UE, as specified in TS 36.331[9].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	DRB-Identity
	M
	
	INTEGER (0..32)
	


<<<<<<<<<<<<<<<<<<<< End of Changes >>>>>>>>>>>>>>>>>>>
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