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1
Introduction

This contribution introduces latest agreements in SA3 about Security issues for Dual connectivity and gives a proposal for algorithm negotiation and their implications to signaling on X2. Security discussions are still only applicable for the SCG bearer option.
Note that the Counter Check Procedure is discussed in R3-141328.
2
Discussion

2.1
SA3 Agreements during the SA3#74 and SA3#74bis
SA3 identified a topic on Security Issues during the small cell enhancement discussion at SA3#74 and the following agreements provided in the attached file ( S3-140211) [1] in  the LS ( R3-140025) [2] at RAN3#83 and S3-140613, Skeleton for clause on dual connectivitty [3]  is agreed at SA3#74bis.

The agreements below were made during the small cell enhancement for architecture 1A discussions in SA3#74. Included are also some notes from the discussions to capture rationale for agreements where seen necessary.

· It is beneficial to reuse LTE security solution defined for Uu and X2 interface as much as possible

· Agreed that MeNB derives a base-key (S-KeNB) and sends it to SeNB over X2. The SeNB derives its user plane encryption key from the received S-KeNB.
· Agreed to give the name S-KeNB to the base-key, which the MeNB derives from the currently active KeNB and sends to the SeNB when establishing RBs in the SeNB.

· Agreed a freshness value shall be used in S-KeNB derivation, and that this freshness value shall be new for every time a DRB establishment procedure is run with a SeNB. The MeNB shall use a counter that is kept per KeNB as freshness value.
· Agreed that the frequency parameter EARFCN‑DL and PCI shall be not be used as input to S‑KeNB derivation. The reason is that they do not provide any security enhancement and any potential efficiency gain is perceived as being too small.
· Agreed that the UE can assume the freshness value is fresh (RRC integrity and replay protection guarantees this under the assumption that the eNB is behaves correctly

· If applicable, i.e. if the SCG bearer option is (to be) configured for a bearer that is setup at the SeNB, the MeNB provides the base key S-KeNB to the SeNB which is derived from the currently active KeNB.
2.2
Proposal for Algorithm Negotiation for the SCG bearer option
The following agreement provided for algorithm negotiation at SA3#74bis in (SA3-140613) [3]:
When establishing one or more DRBs for a UE at the SeNB, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the MeNB selected for the UE for the SRBs to the SeNB in the X2-C SeNB Addition/Modification Request message. 

Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities. 

If the so identified AS encryption algorithm is different from the one indicated in the received X2 SeNB Addition/Modification Request message, the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 SeNB Addition/Modification Command message.

The MeNB shall forward the indication to the UE during the RRC-RECONFIGURATION procedure that establishes the SeNB DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this RRC-RECONFIGURATION procedure, the UE shall use the same AS encryption algorithm for the SeNB DRBs as it uses for the SRBs.

According to the above agreement at SA3#74bis, the algorithm negotiation for architecture 1A is analyzed below and shows at Figure 1.
Before the DRBs are established with the SeNB, the UE is already in RRC-CONNECTED state and share an AS security context with the MeNB. In particular, the MeNB has the UE EPS security capabilities and the UE and the MeNB has agreed on encryption and integrity algorithms for the RBs they use.
The existing components of the EPS algorithm negotiation can be integrated in the already existing signaling as follows:
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Figure 1: Overview of algorithm negotiation in dual connectivity

1. The UE and the MeNB share an AS security context.
2. The X2 SeNB Addition/Modification Request message request includes:

· UE EPS security capabilities that the MeNB received from the MME or from another eNB ( If the UE ends up in the MeNB via an X2 handover)
· Encryption algorithm for the SRBs which the MeNB and the UE are currently using.
When establishing one or more DRBs for a UE at the SeNB, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the SeNB selected for the UE for the SRBs to the SeNB in the X2 SeNB Addition/Modification Request message.
3.  Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities.
If the so identified AS encryption algorithm is different from the one indicated in the received X2 SeNB Addition/Modification Request message, the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 SeNB Addition/Modification Request Acknowledge message.
If the two algorithms are the same, the SeNB does not include any algorithm indicator in the response.
4. If the MeNB receives an AS encryption algorithm indication in the X2 SeNB Addition/Modification Request Acknowledge message, the MeNB shall forward the indication to the UE within the RRCConnectionReconfiguration procedure which establishes the SeNB DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in the RRCConnectionReconfiguration procedure, the UE shall use the same AS encryption algorithm for the SeNB DRBs as it uses for the SRBs.
The MeNB does not need to be configured with the algorithms supported by the SeNB, nor need the MeNB know the local algorithm priority list of the SeNB. This is because the MeNB can over-ride the algorithm included in SeNB Addition/Modification Request Acknowledge message.
3
Proposal
It is proposed that RAN3 follows SA3 agreements and provide the security related information in the TS 36.300 as suggested text in this contribution.
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Annex:
Proposed Changes
Note:
Additional changes are highlighted in cyan-blue.

First Change

10.1.2.X.2
Overall Procedure description
10.1.2.X.2.1
SeNB Addition

The SeNB Addition procedure is initiated by the MeNB and is used to establish a UE context at the SeNB in order to provide radio resources from the SeNB to the UE. Figure 10.1.2.X.2.1-1 shows the SeNB Addition procedure.
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Figure 10.1.2.X.2.1-1: SeNB Addition procedure.

1.
The MeNB decides to request the SeNB to allocate radio resources for a specific E-RAB, indicating UE context related information (in case of SCG bearers: S-KeNB, small cell counter, supported security algorithms E-RAB characteristics (E-RAB parameters, TNL address information corresponding to the UP option, and information related to MeNB radio resources and UE radio capabilities as described in 10.1.2.X.1.2). 

Note:
In contrast to SCG bearer,  for the split bearer option the MeNB may either decide to request resources from the SeNB of such an amount, that the QoS for the respective E-RAB is guaranteed by the exact sum of resources provided by the MeNB and the SeNB together, or even more.
The MeNBs decision may be reflected in step 2 by the E-RAB parameters signalled to the SeNB, which may differ from E-RAB parameters received over S1. 

2.
If the RRM entity in the SeNB is able to admit the resource request, it allocates respective radio resources and, dependent on the bearer option, respective transport network resources.
The SeNB may trigger Random Access so that synchronisation of the SeNB radio resource configuration can be performed. The SeNB provides the new radio resource configuration to the MeNB. For SCG bearers, together with S1 DL TNL address information for the respective E-RAB, for split bearers X2 DL TNL address information. The SeNB may also provide UE context related information (in case of SCG bearers: selected security algorithms),
3.
If the MeNB endorses the new configuration, it triggers the UE to apply it. The UE starts to apply the new configuration.

4.
The UE completes the reconfiguration procedure.

5.
The MeNB informs the SeNB that the UE has completed the reconfiguration procedure successfully.

6.
The UE performs synchronisation towards the cell of the SeNB.

Editor’s Note 1:
It is still FFS whether there is a need for the SeNB to finally confirm that the UE has taken the SeNB configuration into use. 

7./8.
In case SCG bearers, and dependent on the bearer characteristics of the respective E-RAB, the MeNB may take actions to minimise service interruption due to activation of dual connectivity (Data forwarding, SN Status Transfer). 

Note:
The order of the RRC Connection Reconfiguration procedure and the synchronisation procedure is described in 10.1.2.X.1.1.

Note:
In case of split bearers, transmission of user plane data may take place after step 6.

Note:
In case of SCG bearers, data forwarding and the SN Status transfer may take place after step 2.

9.-12. For SCG bearers, the update of the UP path towards the EPC is performed. 

Editor’s Note 2:
The trigger for the path update procedure and how to capture it in stage 2 is still FFS. 
Editor’s Note 3:
It is FFS whether the path update procedure shall be allowed to change an UL TEID at S-GW, in which case the MeNB needs to signal this change to the SeNB. Whether this shall be reflected in stage 2 is FFS as well. 
Editor’s Note 4:
It is FFS whether Setup of an E-RAB by the MME and configuration of the respective SeNB resources is possible with a single RRC procedure. It is also FFS whether this possibility shall be described in stage 2. 
10.1.2.X.2.2
SeNB Modification

The SeNB Modification procedure may be either initiated by the MeNB or by the SeNB. 

It may be used to modify, establish or release bearer contexts, to transfer bearer contexts to and from the SeNB or to modify other properties of the UE context at the SeNB.

It does not necessarily need to involve signaling towards the UE.
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Figure 10.1.2.X.2.2-1: SeNB Modification procedure - MeNB initiated.

Figure 10.1.2.X.2.2-1 shows an example signaling flow for a MeNB initiated SeNB Modification procedure that includes

1.
The MeNB sends the SeNB Modification Request message, which may contain bearer context related or other UE context related information (in case of SCG bearers: S-KeNB, small cell counter, supported security algorithms),and, if applicable data forwarding address information. 

2.
The SeNB responds with the SeNB Modification Request Acknowledge message, which may contain UE context related information (in case of SCG bearers: selected security algorithms), radio configuration information, and, if applicable, data forwarding address information 

3./4.
The MeNB initiates the RRC connection reconfiguration procedure.

5.
Success of the RRC connection reconfiguration procedure is indicated in the SeNB Reconfiguration Complete message.

6.
The UE performs synchronisation towards the cell of the SeNB.

If the bearer context at the SeNB is configured with the SCG bearer option and, if applicable

7./8. Data forwarding between MeNB and the SeNB takes place. (Figure 10.1.2.X.2.2-1 depicts the case where a bearer context is transferred from the MeNB to the SeNB.)

9.
If applicable, a path update is performed.

Editor’s Note:
Dependent on the scenario the Editor’s Notes from section 10.1.2.X.2.1 may be applicable as well. 
Skip to Next Change

14.2
Security termination points

The table below describes the security termination points.

Table 14.2-1 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	Required and terminated in MME
	Required and terminated in MME

	U-Plane Data
	Required and terminated in eNB 
	Not Required 
(NOTE 1)

	RRC Signalling (AS)
	Required and terminated in eNB

	Required and terminated in eNB


	MAC Signalling (AS)
	Not required
	Not required

	NOTE 1: Integrity protection for U-Plane is not required and thus it is not supported between UE and Serving Gateway or for the transport of user plane data between eNB and Serving Gateway on S1 interface.




14.3
Security functions for Dual Connectivity
14.3.1
General
This clause describes the security functions necessary to support a UE in Dual Connectivity for both, the SCG bearer and the split bearer option.

For the split bearer option the security functions described for the single connectivity mode in the TS 33.401 [22] are sufficient as the end-point for the encryption remains in the MeNB. That is, from a security point of view, all PDCP packets are still processed within a single E-UTRAN node they have only been provided via different paths towards the UE.

For the SCG bearer option, as specified in TS 33.401[22], when the MeNB establishes security between a SeNB and the UE for the first time for a given AS Small Cell (AS SC) security context shared between the MeNB and the UE, the MeNB generates the S-KeNB for the SeNB and sends it to the SeNB over the X2-C interface.

To generate the S-KeNB, the MeNB associates a counter, called a Small Cell Counter (SCC), with the current AS SC security context. The SCC is used as freshness input into S-KeNB derivations as described in TS 33.401 [22]. 

The communication established between the SeNB and the UE is protected at the PDCP layer using the AS SC security context. The AS SC security context includes the same parameters as the AS security context described in TS 33.401, clause 7, except that the S-KeNB replaces the KeNB.

The UE and the SeNB derives the KUPenc from the S-KeNB as described in TS 33.401, clause A.7.
14.3.2
Negotiation of Security Algorithms
When establishing one or more DRBs for a UE at the SeNB, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the MeNB selected for the UE for the SRBs to the SeNB in the X2-C messages SeNB Addition Request or SeNB Modification Request. Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities. 

If the so identified AS encryption algorithm is different from the one indicated in the received X2-C messages SeNB Addition Request or SeNB Modification Request, the SeNB shall include an indicator for the locally identified AS encryption algorithm in the respective X2-C response messages.

The MeNB shall forward the indication to the UE during the RRCConnectionReconfigration message that establishes the SeNB DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this the RRCConnectionReconfigration message, the UE shall use the same AS encryption algorithm for the SeNB DRBs as it uses for the SRBs.

14.3.3

S-KeNB updates

Editor's Note: The triggers for the S-KeNB update procedures are FFS in SA3. It is further FFS whether these should be documented only in the SA3 specifications or also in the RAN3 specifications. How to incorporate the SA3 security design for S-KeNB updates in X2AP procedures is FFS in RAN3 and RAN2.
Skip to Next Change
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