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1 Introduction

The counter check procedure is used by E-UTRAN to request the UE to verify the amount of data sent/ received on each DRB. More specifically, the UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by E-UTRAN.
In case of DC, the counter check procedure involves both Uu and X2. This document discussed the support of counter checking in X2. It is also discussed the S-KeNB refresh initiated by the SeNB.
2 Discussion
2.1
COUNT CHECK in DC
COUNT value is maintained for ciphering and integrity in the eNB and the UE. The COUNT value is composed of a HFN and the PDCP SN. The COUNT length is 32 bits.
E-UTRAN initiates the procedure by sending a CounterCheck message. E-UTRAN may initiate the procedure when any of the COUNT values reaches a specific value. The DRB Id and associated 25 MSBs of COUNT value with are included in the message sending to the UE.
Upon receiving the CounterCheck message, the UE shall report the DRB Id and associated COUNT value with 32 bits in below cases:

1) DRB established while not requested by the E-UTRAN
2) DRB established but the CountMSB indicating by E-RUTAN is not same as the most significant bits of the COUNT stored in the UE.
3) DRB is not established but requested by the E-UTRAN.
In the Rel-10 CA, the PCell of the UE initiates the RRC COUNTER CHECK procedure including all the DRBs established on the PCell(s) and SCell(s). This principle can be also extended for dual connectivity, i.e. the MeNB include all the DRBs in the RRC COUNTER CHECK to the UE. This approach is the approach used for 3C. The MeNB request the SeNB to report the DRB counter MSBs before triggering the RRC COUNTER CHECK. The MeNB can decide when the initiate COUNTER CHECK, e.g. trigger the RRC COUNTER CHECK periodicially. The MeNB send the Request to the SeNB and get the response from the SeNB jsut before initiating the RRC message. 

The figure 1 shows the message sequence for approach 1. The left figure shows the MeNB initiates RRC COUNTER CHECK, the right figure shows the SeNB initiates the RRC COUNTER CHECK procedure. 

If the MeNB initiate the RRC COUNTER CHECK procedure e.g. peirodically, and keeping existing RRC procedure unchange, seems there is no need for the SeNB initiate the RRC COUNTER CHECK procedure. It is only needed if it is important to have the triggering, can not wait for the MeNB initiates. e.g. based on the amount of data transfer. But it seems not essential to have SeNB initiates. The periodic mechanism is sufficient to cover the mentioned cases.
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Figure 1: Including All DRBs from MeNB to UE
In the second approach, we separate the MeNB initiates and SeNB initiates. The figure 2 shows the message sequence for using approach 2. When the MeNB initiates RRC COUNTER CHECK, only include information of DRBs established in the MeNB. Upon receving the request, the UE assume the DRBs established in the SeNB are “DRB established while not requested by the E-UTRAN”, then the UE always include the count value for DRBs in SeNB in the response message.The reporting for SeNB DRBs is useless for the MeNB. The MeNB needs to ignore it. For the SeNB initiates procedure, the MeNB can include all DRBs.
We should keep the existing RRC procedure, avoid UE reporting useless information and use unified method for SCG bearer and split bearer. So we prefer MeNB initiates COUNTER CHECK in the approach 1.

Proposal-1: Counter Request/Response is proposed in the X2 interface to transmit the 25 MSBs of COUNT value.
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 Figure 2: Including either MeNB DRBs or SeNB DRBs from MeNB to UE
As above, the MeNB should be able to do this triggering and thus be able to request the COUNT values from the SeNB, and the MeNB will take action if the results are nok (e.g. release SCG, release RRC connection). It may alternately the MeNB forward the RRC reporting to the SeNB and SeNB make the verification. However since the following action, e.g. RRC release in case of mis-match, is taken by the MeNB. We think the MeNB is better to control all the security related functions.

It is still open whether the MeNB should send a response to the SeNB for the counter checking. For the mis-match case, the MeNB will release the SCG configuration in the SeNB. So in this case no need to send a Failure response to the SeNB. For the match case, UE reports nothing except for RRC Transaction IE, from this point class 2 is fine Or Class 1 with succeed response only would also be fine, the response message just to notify no error happen.
Proposal-2: The MeNB should control the verification and following action in case of mis-match. No need to send a response message to the SeNB in mis-match case.
2.2
S-KeNB refresh
Currnelty SA3 agreement releated to S-KeNB transmission are:

· The MeNB derives a new S-KeNB and sends it to the SeNB when setting up the first DRB in the SeNB (in the X2AP SCG Addition Indication message). The S-KeNB is unique per SeNB-UE pair.

· S-KeNB is derived by the MeNB and forwarded to the SeNB only for the SCG addition procedure (first DRB offloading, X2-AP: SCG Addition Indication).  For the successive DRB addition to the same SeNB (X2-AP: SCG Modification Indication), no new key is provided to the SeNB, unless If the DRB-IDs in the SeNB are about to be re-used. 
Alike KeNB, S-KeNB can be refreshed too. S-KeNB refreshed can be triggerred by the MME/MeNB or the SeNB. This document only discusses the SeNB triggerred S-KeNB refresh. When the PDCP SN is about to wrap around, the SeNB shall trigger the S-KeNB refresh.
There are several ways to act the S-KeNB refresh triggerred by the SeNB.

1. SeNB indicate the "PDCP wrap around upcoming' to the MeNB, MeNB release the SCG and add the SCG again with a new S-KeNB.

2. SeNB indicate the "PDCP wrap around upcoming' to the MeNB, MeNB modify this DRB by reusing the DRB Id with a new S-KeNB.

3. SeNB trigger SCG release, indicating the release is becaure of the “PDCP warp around upcoming”. The SeNB release the SCG and the MeNB add the SCG again with a new S-KeNB.
We think the general principle is the MeNB is responsible for security handling with this UE (e.g. determines the key-change-on-fly). Since how the MeNB enforce the S-KeNB initiated by the SeNB still need some security consideration in SA3, we think the actaul method could be selected after the security issue is solved. 
Proposal-3: In case of PDCP wrap around upcoming, the SeNB initiate S-KeNB refresh procedure. How to act the S-KeNB refresh is FFS.
3 Conclusion & recommendation
This document discuss some security related reporting between MeNB and SeNB, we have following proposals:

Proposal-1: Select one from two approaches, based on if full list of DRBs is needed in the RRC COUNTER CEHCK between the MeNB and the UE.

Proposal-2: The MeNB should control the verification and following action in case of mis-match. No need to send a response message to the SeNB in mis-match case.

Proposal-3: In case of PDCP wrap around upcoming, the SeNB initiate S-KeNB refresh procedure. How to act the S-KeNB refresh is FFS.
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