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1 Introduction
This paper describes a problem that can occur with emergency call handling as a result of a network failure. 
2 Discussion
The issue is basically that for SRNS Relocation procedure a target may not be passed a user plane ciphering key from the source to allow a subsequent setup call on the target to be setup with ciphering.

Here is an example scenario:

· A CS and PS Call are setup (in that order) on the source RNC both with ciphering started

· The CS Call is released

· For the PS Call, an SRNS Relocation procedure is performed, the target is informed of the PS ciphering key from the source (see partial TS 25.413 [2] Source to Target RNC Transparent Container IE shown below, but note that the IEs highlighted in blue are not in current definition but are proposed additions to resolve the issue):

· The specification of the container is that the Ciphering Key must be the one used for signalling and is not used for user plane (although if the user plane is the last configured domain it could in theory be used for ciphering of user plane for that domain also).  The PS cipher key will also be provided in the Encryption Information IE for the user plane  in the RANAP Message outside the container, so the container ciphering key for ciphering of signalling data is really to consider the scenario where signalling is ciphered for the last configured CN Domain and that domain is not involved in handover.  In this case, as the PS was the last Configured Domain, the container will include the PS ciphering key, the RANAP body will contain the PS ciphering key, but there is no CS cipher key sent to the target RNC.

· After the handover everything is fine for the PS call

· Then a CS Emergency call is made, and at this time there is a network failure which prevents the VLR from obtaining the CS ciphering key, so a CS security procedure for that Emergency call is not performed by the MSC, and the target RNC is still not aware of the CS ciphering key.

Now there is an issue:

The CS user plane is ciphered on the UE (because ciphering status is only reset to “not started” when the RRC connection is released), but as the target knows from the source CS ciphering is started (from the source, this information is in the RRC container TS25.331[1] SRNS Relocation Info, Ciphering status for each CN domain IE), but it still does not have the CS ciphering key as there was no CS cipher key sent by the source during Relocation, and the MSC will not perform a RANAP Security procedure to activate ciphering if there is a network failure and it cannot obtain the cipher key.  Effectively a CS emergency call is completely blocked (it could be attempted many times with the same issue) until the network issue is resolved and the core network can start ciphering for that CS call.

The only way to recover is for the RNC is to actively release the RRC connection in this scenario, which resets the cipher status to “not started” for both domains, but that requires the emergency call to be re-setup, which is undesirable for an emergency call.

A way to correct this is to add optional user plane cipher keys for CS user plane (even when the CS call has been released on the source RNC, it must remember the CS cipher key, not only for relocation, but also for itself for a similar scenario where there had been no Relocation, but Emergency call had been setup on the RNC without a RANAP security procedure) and PS user plane into the container.   In this way the cipher key that is currently being used by the UE for both user planes will be passed transparently throughout the network until it is eventually needed if a call is setup without a security procedure.  The change is relatively minor and doesn’t create any compatibility issues, if it’s not sent by a source, then it will be handled as existing functionality, if it is present, then it avoids the need to release an RRC connection,  so an emergency call can be made immediately (with ciphering of user plane).

Highlighted in blue below are the 2 new IEs which need to be added to the existing key for signaling, highlighted in yellow, but of course these will be laid out in tabular and ASN.1 consistent with the protocol rules.

The example is with CS, but the same issue would hold for a PS “emergency” call.

From 25.413 9.2.1.28 
	Chosen Encryption Algorithm
	O
	
	9.2.1.14
	Indicates the algorithm for ciphering of signalling data.
	-
	

	Ciphering Key
	O
	
	Bit String (128)
	Indicates the Ciphering Key for ciphering of signalling data.
	-
	

	Chosen Encryption Algorithm 
	O
	
	9.2.1.14
	Indicates the algorithm for ciphering of CS user data.
	-
	

	Ciphering Key
	O
	
	Bit String (128)
	Indicates the Ciphering Key for ciphering of CS user data.
	
	

	Chosen Encryption Algorithm
	O
	
	9.2.1.14
	ndicates the algorithm for ciphering of PS user data.
	
	

	Ciphering Key
	O
	
	Bit String (128)
	Indicates the Ciphering Key for ciphering of PS user data.
	
	


The CR contents for a proposed change is shown in Section 5. 
3
Conclusion

It is proposed that RAN3 discuss this issue, and if a change is needed then Alcatel-Lucent will draft a CR similar to that shown in Section 5.
4
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Example CR changes
9.2.1.28
Source RNC to Target RNC Transparent Container

The Source RNC to Target RNC Transparent Container IE is an information element that is produced by the source RNC and is transmitted to the target RNC. In inter-system handovers to UTRAN, the IE is transmitted from the external relocation source to the target RNC.

This IE is transparent to the CN.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	RRC Container
	M
	
	OCTET STRING
	
	-
	

	Number of Iu Instances
	M
	
	INTEGER (1..2)
	
	-
	

	Relocation Type
	M
	
	9.2.1.23
	
	-
	

	Chosen Integrity Protection Algorithm
	O
	
	9.2.1.13
	Indicates the integrity protection algorithm.
	-
	

	Integrity Protection Key
	O
	
	Bit String (128)
	
	-
	

	Chosen Encryption Algorithm
	O
	
	9.2.1.14
	Indicates the algorithm for ciphering of signalling data.
	-
	

	Ciphering Key
	O
	
	Bit String (128)
	
	-
	

	Chosen Encryption Algorithm 
	O
	
	9.2.1.14
	Indicates the algorithm for ciphering of CS user data.
	-
	

	Chosen Encryption Algorithm
	O
	
	9.2.1.14
	Indicates the algorithm for ciphering of PS user data.
	-
	

	d-RNTI
	C - ifUEnotinvolved
	
	INTEGER (0..1048575)
	
	-
	

	Target Cell ID
	C - ifUEinvolved
	
	INTEGER (0..268435455)
	This information element identifies a cell uniquely within UTRAN and consists of RNC-ID and C-ID as defined in TS 25.401 [3] or Cell Identity IE as defined in TS 25.331[10] if the target is a HNB TS 25.467 [55].
	-
	

	RAB TrCH Mapping
	O
	1 to <maxnoofRABs>
	
	
	-
	

	>RAB ID
	M
	
	9.2.1.2
	
	-
	

	>RAB Subflow
	M
	1 to <maxRAB-Subflows>
	
	The RAB Subflows shall be presented in an order that corresponds to the order in which the RBs are presented per RAB in the RRC container included in this IE.
	-
	

	>>Transport Channel IDs
	
	
	
	
	-
	

	>>>DCH ID
	O
	
	INTEGER (0..255)
	The DCH ID is the identifier of an active dedicated transport channel. It is unique for each active DCH among the active DCHs simultaneously allocated for the same UE.
	-
	

	>>>DSCH ID
	O
	
	INTEGER (0..255)
	The DSCH ID is the identifier of an active downlink shared transport channel. It is unique for each DSCH among the active DSCHs simultaneously allocated for the same UE.
	-
	

	>>>USCH ID
	O
	
	INTEGER (0..255)
	The USCH ID is the identifier of an active uplink shared transport channel. It is unique for each USCH among the active USCHs simultaneously allocated for the same UE.
	-
	

	>>>HS-DSCH MAC-d Flow ID
	O
	
	INTEGER (0..7)
	The HS-DSCH MAC-d Flow ID is the identifier of an HS-DSCH MAC-d flow over Iur.
	YES
	ignore

	>>>E-DCH MAC-d Flow ID
	O
	
	INTEGER (0..7)
	The E-DCH MAC-d Flow ID is the identifier of an E-DCH MAC-d flow over Iur.
	YES
	ignore

	>CN Domain Indicator
	M
	
	9.2.1.5
	
	YES
	ignore

	SRB TrCH Mapping
	O
	1 to <maxnoofSRBs>
	
	
	GLOBAL
	reject

	>SRB ID
	M
	
	INTEGER (1..32)
	The SRB ID is the absolute value of the SRB.
	-
	

	>DCH ID
	O
	
	INTEGER (0..255)
	The DCH ID is the identifier of an active dedicated transport channel over Iur. It is unique for each active DCH among the active DCHs simultaneously allocated for the same UE.
	-
	

	>DSCH ID
	O
	
	INTEGER (0..255)
	The DSCH ID is the identifier of an active downlink shared transport channel over Iur. It is unique for each DSCH among the active DSCHs simultaneously allocated for the same UE.
	-
	

	>USCH ID
	O
	
	INTEGER (0..255)
	The USCH ID is the identifier of an active uplink shared transport channel over Iur. It is unique for each USCH among the active USCHs simultaneously allocated for the same UE.
	-
	

	>HS-DSCH MAC-d Flow ID
	O
	
	INTEGER (0..7)
	The HS-DSCH MAC-d Flow ID is the identifier of an HS-DSCH MAC-d flow over Iur.
	YES
	ignore

	>E-DCH MAC-d Flow ID
	O
	
	INTEGER (0..7)
	The E-DCH MAC-d Flow ID is the identifier of an E-DCH MAC-d flow over Iur.
	YES
	ignore

	Cell Load Information Group
	O
	
	9.2.1.60
	For "Cell Load-Based Inter-System Handover".
	YES
	ignore

	Trace Recording Session Information
	O
	
	9.2.1.66
	
	YES
	ignore

	MBMS Linking Information
	O
	
	ENUMERATED (UE-has-joined-Multicast-Services, ...)
	
	YES
	ignore

	d-RNTI for No IuCS UP
	O
	
	INTEGER (0..1048575)
	
	YES
	reject

	UE History Information
	O
	
	OCTET STRING
	Defined in TS 36.413 [49].
	YES
	ignore

	Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.1.86
	
	YES
	ignore

	SRVCC Information
	O
	
	9.2.1.89
	Included only in case of intra-UMTS SRVCC.
	YES
	reject

	PS RAB To Be Replaced 
	O
	
	RAB ID

9.2.1.2
	Included only in case of intra-UMTS SRVCC.
	YES
	reject

	CSFB Information 
	O
	
	ENUMERATED (CSFB, CSFB High Priority, ...)
	
	YES
	ignore

	IRAT Measurement Configuration
	O
	
	9.2.1.96
	
	YES
	ignore

	Management Based MDT Allowed
	O
	
	9.2.1.110
	
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	MDT PLMN List

9.2.1.116
	
	YES
	ignore

	Last E-UTRAN PLMN Identity
	O
	
	9.2.3.35

PLMN Identity
	Indicates the E-UTRAN PLMN ID where the UE formerly requested CS Fallback to UTRAN.
	YES
	ignore

	Additional Cypher Keys
	
	
	
	
	
	

	>CS Ciphering Key
	O
	
	Bit String (128)
	
	
	

	>PS Ciphering Key
	O
	
	Bit String (128)
	
	
	


	Condition
	Explanation

	IfUEnotinvolved
	This IE shall be present if the Relocation type IE is set to "UE not involved in relocation of SRNS".

	IfUEinvolved
	This IE shall be present if the Relocation type IE is set to "UE involved in relocation of SRNS".


	Range bound
	Explanation

	maxnoofRABs
	Maximum no. of RABs for one UE. Value is 256.

	maxRABSubflows
	Maximum no. of subflows per RAB. Value is 7.

	maxnoofSRBs
	Maximum no. of SRBs per RAB. Value is 8.


SourceRNC-ToTargetRNC-TransparentContainer ::= SEQUENCE {


rRC-Container


RRC-Container,


numberOfIuInstances

NumberOfIuInstances,


relocationType 


RelocationType,


chosenIntegrityProtectionAlgorithm ChosenIntegrityProtectionAlgorithm
OPTIONAL,


integrityProtectionKey

IntegrityProtectionKey


OPTIONAL,


chosenEncryptionAlgorithForSignalling ChosenEncryptionAlgorithm

OPTIONAL,


cipheringKey


EncryptionKey



OPTIONAL,


chosenEncryptionAlgorithForCS
ChosenEncryptionAlgorithm

OPTIONAL,


chosenEncryptionAlgorithForPS
ChosenEncryptionAlgorithm

OPTIONAL,


d-RNTI



D-RNTI 




OPTIONAL


-- This IE shall be present if the Relocation type IE is set to "UE not involved in relocation of SRNS" --,


targetCellId


TargetCellId



OPTIONAL


-- This IE shall be present if the Relocation type IE is set to "UE involved in relocation of SRNS" --,


rAB-TrCH-Mapping


RAB-TrCH-Mapping



OPTIONAL,


iE-Extensions


ProtocolExtensionContainer { {SourceRNC-ToTargetRNC-TransparentContainer-ExtIEs} } OPTIONAL,


...

}

SourceRNC-ToTargetRNC-TransparentContainer-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {

-- Extension for Release 99 to enable transfer of SRB mapping onto Iur transport channel Ids --

{ID id-SRB-TrCH-Mapping





CRITICALITY reject
EXTENSION SRB-TrCH-Mapping






PRESENCE optional}|

-- Extension for Release 5 to enable Inter RAN Load Information Exchange over Iu --

{ID id-CellLoadInformationGroup



CRITICALITY ignore
EXTENSION CellLoadInformationGroup



PRESENCE optional}|

-- Extension for Release 6 to provide Trace Recording Session Information to the Target RNC --

{ID id-TraceRecordingSessionInformation

CRITICALITY ignore
EXTENSION TraceRecordingSessionInformation
PRESENCE optional}|

-- Extension for Release 6 to indicate to the Target RNC that the UE has activated Multicast Service --

{ID id-MBMSLinkingInformation



CRITICALITY ignore
EXTENSION MBMSLinkingInformation




PRESENCE optional}|


{ID id-d-RNTI-for-NoIuCSUP




CRITICALITY reject
EXTENSION D-RNTI








PRESENCE optional}|


{ID id-UE-History-Information



CRITICALITY ignore
EXTENSION UE-History-Information




PRESENCE optional}|


{ID id-SubscriberProfileIDforRFP


CRITICALITY ignore
EXTENSION SubscriberProfileIDforRFP



PRESENCE optional}|

-- Extension for Release 8 to transfer to the Target RNC parameters required for SRVCC operation --

{ID id-SRVCC-Information 




CRITICALITY reject
EXTENSION SRVCC-Information






PRESENCE optional}|


{ID id-PSRABtobeReplaced 




CRITICALITY reject
EXTENSION RAB-ID








PRESENCE optional}|

-- Extension for Release 9 to transfer to the Target RNC parameters required for CSFB operation --


{ID id-CSFB-Information 




CRITICALITY ignore
EXTENSION CSFB-Information 






PRESENCE optional}|

-- Extension for Release 10 to indicate to the Target RNC the need of continued IRAT measurement --


{ID id-IRAT-Measurement-Configuration

CRITICALITY ignore
EXTENSION IRAT-Measurement-Configuration

PRESENCE optional}|

-- Extension for Release 10 to indicate Management Based MDT Allowed --


{ID id-Management-Based-MDT-Allowed


CRITICALITY ignore
EXTENSION Management-Based-MDT-Allowed


PRESENCE optional}|

-- Extension for Release 11 to indicate Management Based MDT PLMN List --


{ID id-Management-Based-MDT-PLMN-List

CRITICALITY ignore
EXTENSION MDT-PLMN-List







PRESENCE optional}|

-- Extension for Release 11 to inidcate the last E-UTRAN PLMN Identity --


{ID id-LastE-UTRANPLMNIdentity



CRITICALITY ignore
EXTENSION PLMNidentity







PRESENCE optional} |
-- Extension for Releease 12 to provide encryption keys for CS and PS emergency call support  --

{ID id-cypheringkeyforCS
CRTICALITY ignore
EXTENSION EncryptionKey
PRESENCE optional} |


{ID id-cypheringkeyforPS
CRTICALITY ignore
EXTENSION EncryptionKey
PRESENCE optional},

...

}


















































































































































































































































































