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1
Introduction

RAN3 discussed whether any new X2 procedure is needed for SeNB Key Refresh and Counter Check at the RAN3#83bis meeting. However, it was not concluded.
This contribution proposes to support SeNB Key Refresh by SeNB Modification procedure and Counter Check procedure by new X2AP procedure. It is also proposed to send an LS to RAN2 and SA3 [1].
2
Discussion
2.1.
SeNB Key Refresh
RAN2 sent the reply LS [2] to SA3. In the reply LS, there is the following Q&A.
Question 3: What combination of X2AP and RRC procedures can be used to change the encryption key on all SCG DRBs in a synchronized way during the addition of a new SCG DRB?

Answer 3: Similar to Answer 2, RAN2’s assumption is to remove a complete SCG and setting it up again along with the existing and the new SCG DRBs. In such case there would a X2AP procedure for the SeNB removal following with the corresponding RRC procedure in the Uu interface. These procedures are followed by a X2AP procedure for SeNB addition following with the corresponding RRC procedure. Although all details are not yet agreed, RAN2 will ensure that encryption key on all DRBs is changed in a synchronized way. 

In general, RAN2 assumes that a new SCG DRB can normally be added without changing the encryption key on all existing SCG DRBs by using an unused DRB ID. If unused DRB IDs are not available, key refresh is needed.

According to the above statement, RAN2 assumes to use SeNB Release followed by SeNB Addition procedure, which is same procedure as SeNB Change in case of SeNB Key Refresh. However, since the RAN2 discussion was mainly from RRC and Uu perspective, RAN3 should discuss how to realize SeNB Key Refresh and provide their view. 
If we use SeNB Change procedure for SeNB Key Refresh, data forwarding needs to be done back and force in SCG bearer option. In general SeNB needs a new key and the timing to adapt only because there is no change in the existing DRB configuration other than key refresh. Therefore, we propose to use SeNB Modification procedure for SeNB Key Refresh for efficiency. In this case, only one RRC procedure which contains the removal and addition of the cell with a new key is required towards UE. Additionally, UE and SeNB should perform RA procedure and both parties should adapt the new key once the RA procedure is successfully completed according to the existing specification. In both MeNB initiated SeNB Modification and SeNB initiated SeNB Modification procedures, SeNB Modification Request message should deliver a new key.
Proposal 1: It is proposed to use SeNB Modification procedure for SeNB Key Refresh.

2.2.
Counter Check procedure
SA3 discussed security issue including the SeNB Key Refresh and Counter Check procedures in dual connectivity and agreed in [3]. According to section X.2.7 in [3] below, Counter Check procedure needs to be supported in dual connectivity as well.
X.2.7
Periodic local authentication procedure

SeNB may request the MeNB to execute a counter check procedure specified in clause 7.5 of this specification to verify the value of the PDCP COUNTs associated with DRBs offloaded to the SeNB. To accomplish this, the SeNB shall communicate this request, including the expected values of PDCP COUNTs and associated DRB IDs, to the MeNB over the X2-C.

If the MeNB receives a RRC counter check response from the UE that contains one or several PDCP COUNT values (possibly associated with both MeNB and SeNB), the MeNB may release the connection or report the difference of the PDCP COUNT values to the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.
According to the above procedure, RAN3 should define a X2AP procedure to support Counter Check procedure. There are two options how to inform the Counter Check command from SeNB to MeNB.

1. SeNB initiated SeNB Modification procedure
2. A new X2AP procedure
Since Counter Check procedure does not need to trigger SeNB Modification Request, it seems preferable to define a new X2AP procedure to follow modular approach.

Proposal 2: It is proposed to define a new X2AP procedure to support SeNB initiated Counter Check procedure.

Proposal 3: It is proposed to send an LS [1] to RAN2 and SA3 to inform the RAN3 status of SeNB Key Refresh and Counter Check procedures.

Proposal 4: It is proposed to agree on TP in section 3 to running CR [4].

3
Text Proposal
Beginning of Text Proposal
20.2.2.x
Counter Check procedure
Counter Check procedure is initiated by SeNB to request the MeNB to execute a Counter Check procedure to verify the value of the PDCP COUNTs associated with SCG DRBs offloaded to the SeNB. If the MeNB receives a RRC Counter Check response from the UE that contains one or several PDCP COUNT values, the MeNB may take further actions like releasing the connection.
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Figure 20.2.2.x-1: Counter Check procedure
End of Text Proposal
4
Conclusions
Proposal 1: It is proposed to use SeNB Modification procedure for SeNB Key Refresh.

Proposal 2: It is proposed to define a new X2AP procedure to support SeNB initiated Counter Check procedure.

Proposal 3: It is proposed to send an LS [1] to RAN2 and SA3 to inform the RAN3 status of SeNB Key Refresh and counter check procedures.

Proposal 4: It is proposed to agree on TP in section 3 to running CR [4].
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