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1
Introduction
R3-140767, on “HeNB ID verification in PWS Restart Indication message” tries to explain how the co-signing companies intend to solve the security issue.
The whole discussion however should dive a bit deeper into the way the agreements were made.

The opportunity to turn the currently specified PWS Restart procedure into a more reasonable protocol implementation was missed.

2
Discussion
According to the draft minutes from CT#63

It was agreed accordingly that 3GPP TS 23.007 should be updated to reflect that the MME does not simply transparently proxy the PWS Restart Indication message from the eNB to the CBC.

we believe, that the outcome of this discussion at CT#63 puts the whole design of the solution agreed in CR1881 [1] in question and should be re-discussed, as the requirements on the effort required in the MME look quite different now.
During discussions on the PWS Restart topic, it was always claimed that the MME would carry quite a burden if it would have to analyse the content of the PWS Restart Indication message and that the approach from CT4 would be to require the MME to just “proxy” the information received from the (H)eNB.

However, as we have seen from the security issue with HeNBs, there is a good reason for the MME to check the content of the received message, see LS from CT in [2].

Moreover, it is a general protocol principle of S1AP (and all other Aps RAN3 has specified so far), that ANY information needs to be verified.

In our opinion, the findings of CT#63 changes the whole foundation upon which the PWS Restart indication was designed and should therefore be re-discussed.

The effort to be spent by the MME to verify information received from an (H)eNB can be regarded similar to the effort to read the respective information and copy it into a SBc message. As a general principle, a node should not receive information if the same information is already available from a previous event (in this case: the S1 Setup) and was verified and stored in the node.
We remind RAN3 that the network already checks the HeNB identity when receiving the S1 SETUP REQUEST message, verifying whether the identity of the HeNB is valid and determining whether its access mode is closed or not. In case of closed access, when receiving the S1 PATH SWITCH REQUEST and S1 HANDOVER REQUEST ACKNOWLEDGE messages, it is then verified whether the indicated access mode and CSG ID are valid. These verifications are performed in the HeNB GW if deployed; otherwise they are performed in the MME. [3][4] Such verification functionality was the result of a thorough analysis trying to balance security, good practice in network architecture, and MME workload. Any requirement to verify the HeNB identity when receiving the PWS Restart Indication would force to implement the identity verification functionality in the MME also in case a HeNB GW is deployed, thereby eliminates any advantage of delegating such functionality to the HeNB GW.

Observation 1:
We would have regarded it as a quite obvious consequence of all these facts to remove the eNB Id from the PWS Restart Indication on S1 and to include it in the respective SBc message at the MME. 

The same holds for a HeNB-GW deployment, where the HeNB-GW acts as a MME (in terms of verifying and storing parameters provided by S1 Setup).

Likewise the eNB Id, in case of HeNB deployments, the single cell-identity, and single tracking area identity would be already available in the receiving node and would not need to be sent by the HeNB at PWS Restart, as it is already available and was already checked at the MME/HeNB-GW. We don’t see this fact reflected anywhere in the proposed corrections.
Another topic is the relation between CT4 and RAN3 in terms of responsibilities for stage 2 and stage 3:

It is true that CT4 owns stage 2 for Restoration functions, however, the topic we have been discussing with CT4 over a couple of meetings was a pure stage 3 issue (and only partly a stage 2 issue) on S1 interface properties. In the end we all saw the reason for keeping competence within the respective group that owns the topic according to the relevant ToRs.

Observation 2:
We should respect ToRs of certain WGs and try to discuss topics in a more objective style.
3
Proposal
It is proposed to discuss the correction of the PWS Restart function in the light of this response paper. 
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