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1
Introduction
In the LS [1] RAN3 informs CT4 that “a new S1 procedure to notify the CBC via the MME of the possible need of reloading for some or all of the eNB cells.” has been technically endorsed in CR’s [2] during RAN3#82.

In the LS [3] CT4 informs RAN3 that:
The eNB shall include the identity of the eNB and the identity of the restarted cell(s) in the PWS Restart Indication message: 
· the identity of the eNB is used to distribute subsequent WRWR messages only to the restarted eNB. Including the identity of the eNB in the PWS Restart Indication over the S1AP interface enables the MME to simply proxy the message towards the CBC.
· Providing the identity of the restarted cells in the PWS Restart Indication message simplifies the CBC implementation by avoiding to require the CBC to derive the list of the cells from the eNB identity – which is not supported in existing CBC implementations. This also enables the CBC to only reload the warning message data for the restarted cells. No benefit has been identified in making this list optional in the message. 

· the eNB shall also act according to the requirements specified in the PWS restoration procedure in TS 23.007; a reference to TS 23.007 should be added for the behaviour of the eNB. 
· CT4 has also discussed the possibility for the eNB to include TAIs or Emergency Area IDs in the PWS Restart Indication message as an additional alternative to the list of cells, e.g. when the broadcast of messages is managed in the network per TAI or Emergency Area. This aspect is for further study. 

This is a discussion paper about the changes proposed by CT4 for Stage2 and 3 CRs.
2
Discussion/Analysis 
2.1 Analysis and Discuss the topic in the LS from CT4
The first of the four topics in the LS statement is:
· the identity of the eNB is used to distribute subsequent WRWR messages only to the restarted eNB. Including the identity of the eNB in the PWS Restart Indication over the S1AP interface enables the MME to simply proxy the message towards the CBC.
There is no need to include the eNB ID in the “PWS-RESTART INDICATION” message from the eNB to the MME since this information were already provided to the MME in the S1 Setup Request message and there should not be a duplicate information from eNB to MME.
Another argument to not have the information mandatory is in the case when the TAI is changed in the network as described in section 2.3 below.

However there is an advantage to add the eNB ID on the SBc interface because of security reasons and if the eNB ID is available on the SBc interface, then the CBC may use this information to ensure that the MME forward the PWS message only towards the identified eNB.
The second topic is:

· Providing the identity of the restarted cells in the PWS Restart Indication message simplifies the CBC implementation by avoiding requiring the CBC to derive the list of the cells from the eNB identity – which is not supported in existing CBC implementations. This also enables the CBC to only reload the warning message data for the restarted cells. No benefit has been identified in making this list optional in the message. 

What needs to be added to the standard is a mechanism where the CBC becomes aware that one or several eNBs may have lost the PWS information and the standard shall not mandate an implementation to implement functionality with does not provide any benefit.

If the eNB is restarted and all PWS information for the eNB needs to be refreshed then there is no benefit to list all cells in the eNB and there is no benefit to make the IE mandatory either. Some benefits with making the list optional is that it allows eNB implementations where a partial failure cannot happen to avoid complexity and reduction of testing which increases the robustness and reduces the costs for vendors and operators to deploy the functionality in a network. 

However there is advantage to add the TAI(s) the eNB belongs to on the SBc interface in order for the CBC to start PWS services in cells that have changed tracking area as explained below.
Observation 1: The “PWS-RESTART INDICATION “message from eNB to MME should not include any mandatory Parameters. If anything is to be included it shall be optional 
Observation 2: There is no need for the eNB to include the eNB ID or TAI since it is already available from the S1 Setup Request message. However there is an advantage to add the eNB ID on the SBc interface in for security reasons and for optimizing the signaling.
Proposal 1: Send the LS to CT4; informing about the changes in [1] should not be mandatory and they can define as an optional parameter. 
2.2 Security Issue Reloaded E-CGI List
As shown in the technically endorsed stage 3 CR in [2] the optional Reloaded E-CGI list may be is included in the message if the node wants to indicate that PWS information for a subset of cells may need to be reloaded. There have been discussions about forwarding this information transparently to the CBC. Doing this introduces a risk because a rouge (H)eNB would be able to provide the CBC with inaccurate cell information. One attack that could be made with the technically endorsed solution is that the HeNB indicates a false ECGI causing a Write Replace Warning request to be triggered to another eNB.
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                                 Figure 1: Possible attack to increase the signaling load in the network.
There are three possible solutions to solve this problem.

Solution 1:
The MME checks that the leftmost bits of the Cell Identity for all cells in the Reloaded E-CGI List are identical to the Global eNB ID and the CBC checks that all cells in the Reloaded E-CGI list belong to the same eNB. Both nodes probably have to check since a good CBC implementation takes responsibility for its own security and shall not rely on the MME.

Solution 2: 

The Global eNB ID is added in addition to the Reloaded E-CGI list on the SBc interface. This removes the need for the MME to check consistency hence the security issue is handled in the CBC only.
Solution 3:

Introduce protocol means to enforce that the Global eNB ID information in the Reloaded E-CGI list provided to the CBC is the Global eNB ID for all cells. 
Our preferred solution is solution 3 where the protocol is designed as follows.

1. The Global eNB ID received in the S1 Setup message has passed security checks and can be trusted to a higher degree than what the (H)eNB provides within a message.
2. The eNB provides the list of cells that need to be reloaded without Global eNB ID.
3. In the message sent to the CBC the Global eNB ID from the S1 Setup message is always included the list containing the 8 bits identifying each cell.

Note that a HeNB will never send a list of cells since there is no difference reloading one cell compared to reloading the node. This will further harden the network to attacks since this is the easiest node to access and break into (an MME could for instance silently ignore the message if a HeNB provides a list of cells since this is an indication of an attack). A CR based on the technically endorsed stage 3 document [2] is available in [4].
An additional benefit is that the information content of the message is reduced by 44 bits (PLMN 20 bits and Global eNB ID 24 bits) per each cell requested to be reloaded.

Proposal 2: Implement the reloaded cell information over S1AP according to [4] in order to eliminate security issues using protocol mechanisms.
2.3 Tracking Area Updates
When an eNB changes its tracking area the CBC needs to be aware of this in order to select the correct MME for routing and to know which messages need to be sent. Exactly how and how fast a change in the network takes depends on CBC implementation and the system providing the information to the CBC. However, making the updates takes some time and either the CBC will receive the information before or after the eNB which changed TA has become operational. 
If the CBC receives the message before its databases have been updated the CBC will select TAIs for routing according to the incorrect information in the database. If the Tracking Area has changed pool the message will not arrive to its designated target. Some of the new signalling mechanisms provided within the work item provide the means for the CBC and eNBs to keep synchronised and assuming such deployment the CBC will trigger the message later since it knows that the message has not arrived to its target. 
Observation 3: A cell which has changed its Tracking Area will not start any PWS services until the CBC has updated its databases and detected that the cell has changed its TA (Global eNB ID remains the same).
By adding the TAI(s) the eNB belongs to (as available in the MME from the S1 Setup procedure or eNB Configuration Update procedure) in the information from the MME to the CBC the CBC can, without waiting for its databases to be updated, start PWS services in the cell by for instance start all services that are ongoing in the reported TAI(s). The trigger for the message would then be when the MME identifies a change of supported TAIs in the eNB in the eNB Configuration Update message.

Observation 4: By in addition to the Global eNB ID providing the TAI to the CBC PWS messages can be triggered before the databases in the CBC has been updated in the case when a cell has changed tracking area.
Proposal 3: Add the TAI(s) the eNB belongs to on the SBc interface in order for the CBC quickly start PWS services in cells that have changed tracking area.
Proposal 4: Send a LS to CT4 informing them that the Global eNB ID in the E-CGI shall be taken from the information received in the S1 Setup procedure and also that the TAI(s) available in the MME reported in e.g. the S1 Setup procedure shall be included.
3
Conclusion and Proposal

The following four observations have been made
Observation 1: The “PWS-RESTART INDICATION “message from eNB to MME should not include any mandatory Parameters. If anything is to be included it shall be optional 

Observation 2: There is no need for the eNB to include the eNB ID or TAI since it is already available from the S1 Setup Request message. However there is an advantage to add the eNB ID on the SBc interface in for security reasons and for optimizing the signaling.
Observation 3: A cell which has changed its Tracking Area will not start any PWS services until the CBC has updated its databases and detected that the cell has changed its TA (Global eNB ID remains the same).

By adding the TAI(s) the eNB belongs to (as available in the MME from the S1 Setup procedure or eNB Configuration Update procedure) in the information from the MME to the CBC the CBC can, without waiting for its databases to be updated, start PWS services in the cell by for instance start all services that are ongoing in the reported TAI(s). The trigger for the message would then be when the MME identifies a change of supported TAIs in the eNB in the eNB Configuration Update message.

Observation 4: By in addition to the Global eNB ID providing the TAI to the CBC PWS messages can be triggered before the databases in the CBC has been updated in the case when a cell has changed tracking area.
Proposal 1: Send the LS to CT4; informing about the changes in [1] should not be mandatory and they can define as an optional parameter. 

Proposal 2: Implement the reloaded cell information over S1 AP as proposed in [4]

Proposal 3: Add the TAI(s) the eNB belongs to on the SBc interface in order for the CBC quickly start PWS services in cells that have changed tracking area.

Proposal 4: Send a LS to CT4 informing them that the Global eNB ID in the E-CGI shall be taken from the information received in the S1 Setup procedure and also that the TAI(s) available in the MME reported in e.g. the S1 Setup procedure shall be included.
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