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1. Background
According to the LS [1] from RAN2, RAN3 is required to investigate Security Gateway deployment scenario and give views on the possible impacts of UP architecture options 2 and 3 to Security Gateway.

In this contribution, we discuss two possible topology options for Security Gateway deployment and analysis the impacts to Security Gateway.
2. Discussion
In TR 36.842[2], there are 3 options for User plane architecture for dual connectivity. 
-
Option 1: S1-U also terminates in SeNB;

-
Option 2: S1-U terminates in MeNB, no bearer split in RAN;

-
Option 3: S1-U terminates in MeNB, bearer split in RAN.
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Fig.1
Bearer Split Options.
As specified in [3], in order to protect the S1/X2 user plane, it is required to implement IPsec ESP, with confidentiality, integrity and replay protection. It is also specified in [3] that in case S1 and X2 user plane interfaces are trusted (e.g. physically protected), the use of such protection is not needed.

 According to the LS [4] from SA3, for X2 IPsec tunnel setup, there are at least two topology options:

a) Star topology: Neighbour eNB re-use existing tunnels which have been established for S1 communications via central Security Gateways also for their X2 communication

b) Mesh topology: Neighbour eNB establish direct tunnels for X2 communications in addition to existing tunnels to central Security Gateways

Depending on the transport network, either Star topology or Mesh topology could be preferable. For small cell deployment, these two topology options may also be applied for the Xn interface depending on operator decision.
For mesh topology deployment, the direct tunnels can be established between the MeNB and SeNB for Xn traffic delivery. An example of DL user traffic delivery for three User plane architecture options is depicted in Figure 2. The impact on the SEG is the same for all three UP architecture options.
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Fig.2 
Example of DL user traffic delivery in mesh topology deployment
Observation 1: Xn traffic is routed between the MeNB and SeNB in mesh topology deployment.
For Star topology deployment, this could be consider as centralized SEG deployment, the MeNB/SeNB is configured to use one IPsec tunnel for all S1 and Xn traffic, the traffic to the peer node shall be routed through the SEG. An example of DL user traffic delivery for three User plane architecture options is depicted in Figure 3.
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Fig.3 
Example of DL user traffic delivery Star topology deployment
For the UP architecture option 1, the S-GW sends the offloaded DL traffic to the SeNB through the IPsec tunnel terminated between SeNB and a SEG. 
For the UP architecture option 2 and option 3, the S-GW will send the DL traffic to the MeNB through the SEG firstly considering the S1-U termination at MeNB; the MeNB will then send offloaded DL traffic to the SeNB over the Xn interface through the SEG. It can be seen that in this case the DL traffic offloaded to the SeNB is routed back and forth between the MeNB and the SEG.
Observation 2: Xn traffic is routed back and forth between the MeNB and the SEG in star topology deployment.
It is seen there will be substantial growth in demand for mobile data traffic due to the various services, especially the video services, and high speed mobile access, the capacity of the network infrastructure and network nodes including the SEG would be deployed to deal with the increased user traffic and meet the requirement of mobile data traffic growth. Therefore, although in star topology case the user traffic over the Xn interface could result in passing through the Security Gateway more than once for the UP architecture option 2 and option3, it will have minor impact on the SEG.
Furthermore, the network operator may have more than one SEG in its network in order to avoid a single point of failure or for performance reasons. The number of SEGs in a security domain will depend on the need to balance the traffic load and to avoid single points of failure.
Observation 3: With sufficient network capacity, the impact on the SEG can be ignored for User plane architecture option2 and option3.
Proposal: The impact on the SEG does not need to be considered when down-selecting the UP architectures.
3. Conclusion

This contribution discusses two possible topology options for Security Gateway deployment and analyses the impacts to Security Gateway. Based on the above analysis, we give following observations and proposal:
Observation 1: Xn traffic is routed between the MeNB and SeNB in mesh topology deployment.
Observation 2: Xn traffic is routed back and forth between the MeNB and the SEG in star topology deployment.
Observation 3: With sufficient network capacity, the impact on the SEG can be ignored for User plane architecture option2 and option3.
Proposal: The impact on the SEG does not need to be considered when down-selecting the UP architectures.
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