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1
Introduction

RAN2 sent an LS asking RAN3 views on issue that delivery of user traffic over the Xn interface could result in passing through the Security Gateway more than once in some deployment scenarios [1]. This contribution discusses deployment scenarios considering Security Gateway in small cell enhancement architecture and proposes to capture our observations in reply LS to RAN2 [2].
2
Security Gateway deployment consideration 
2. 1

RAN2 question
RAN is currently discussing U-plane architecture, and a number of protocol architecture options are under discussion for small cell higher layer enhancements [TR36.842]. They mainly differ in how S1-U terminates: at MeNB always (Option 2 and 3) or at SeNB for offloaded bearers (Option 1) as described in Figure 1. 
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Figure 1: U-plane architecture option
Architecture options 2 and 3 consider S1-U termination at MeNB. For the downlink, the traffic is first sent to the MeNB for this UE; the MeNB will then send (offload) some of this user data to the SeNB over a (new) Xn interface. Similar data path from SeNB to MeNB over Xn and then over S1-U from MeNB to S-GW will also be needed for the uplink for these architectural options. Concerns were expressed in RAN2 that such a delivery of user traffic over the Xn interface could result in passing through the Security Gateway (SeGW) more than once in some deployment scenarios.
RAN2 requested RAN3 views on the issue above, taking into account possible impact on protocol architecture options 2 and 3 under consideration for small cell higher layer enhancements.
2. 2

Protocol aspect
SeGW may be placed in order to ensure the Integrity Protection for any packet over S1/X2/Xn interefaces towards MeNB and SeNB.
Figure 2 depicts the case for U-plane architecture option 1, and 2-3.
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Figure 2.  SeGW deployment scenario
In option 1, user data is transferred beteen SeNB and S-GW passing through SeGW once while more than once in option 2-3 with additional processing for encapsulation and decapsulation at SeGW. Passing through SeGW more than once may not occur if no SeGW is needed for MeNB or direct IPSec tunnel between MeNB and SeNB is established. However, since this may already occur during data forwarding over X2 in legacy handover, this is not seen as a showstopper for small cell solutions based on U-plane options 2 and 3. From Xn protocol point of view, there is no difference no matter what type of SeGW deployment or operation in any U-plane option.
Observation 1: Passing through SeGW more than once may occur in U-plane option 2-3 only if SeGW is needed for MeNB. However, since this may already occur during data forwarding over X2 in legacy handover, this is not seen as a showstopper for small cell solutions based on U-plane options 2 and 3.
Observation 2: There is no protocol difference on Xn regardless of user data passing through SeGW or not in any U-plane architecture option. 
3
Proposals
Observation 1: Passing through SeGW more than once may occur in U-plane option 2-3 only if SeGW is needed for MeNB. However, since this may already occur during data forwarding over X2 in legacy handover, this is not seen as a showstopper for small cell solutions based on U-plane options 2 and 3.
Observation 2: There is no protocol difference on Xn regardless of user data passing through SeGW or not in any U-plane architecture option.
Proposal: RAN3 shall agree on all observations and send an LS to RAN2 according to proposed draft LS [2].

References

[1] R3-131631
LS on security aspects of protocol architectures for small cell enhancements – RAN2 (R2-133018)
[2] R3-131698
[Draft] Reply LS on security aspects of protocol architectures for small cell enhancements – NSN (to be RAN3)






Nokia Internal Use Only
Nokia Internal Use Only

_1441203287.vsd
S-GW


MeNB


SeNB


S1-U


UE


SeGW


S1-U


S-GW


MeNB


SeNB


S1-U


UE


SeGW


Xn-U


Option 1


Option 2 and 3



