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1 Introduction
In the incoming LS, RAN3 is requested to provide the view on the impacts to Security Gateway. In this paper, we try to discuss the deployment and capability of Security Gateway (SeGW). Consequently, the impact on MSA UP architectures down selection is provided.
2 Discussion
2.1 Security scenarios:

To overcome the security risks, e.g. mirroring, interception, modification and DoS attacks, on the LTE access network, the protection on transport control plane and/or user plane may be required according to operators’ policy or national regulations, which requires implementing IPsec ESP [1]. In case the interfaces are trusted (e.g. physically protected), there is no need to use protection. There are two IPsec protocol types:
· Transport mode IPsec. The IPsec transport mode is used for end-to-end communications between two nodes. 

· Tunnel mode IPsec. 
For transport mode IPsec, there is no SeGW applied. Whilst for tunnel mode IPsec, the security gateways may be used for X2/Xn according to the topology [2]:
· Star topology: Neighbour eNB re-use existing tunnels which have been established for S1 communications via central Security Gateways also for their X2 communication

· Mesh topology: Neighbour eNB establish direct tunnels for X2 communications in addition to existing tunnels to central Security Gateways

According to above analysis and assuming that the Xn interface is similar to X2, the routing via central security gateways for Xn is only used in the case with the tunnel mode IPsec and star topology.
Observation 1: Whether the communications via security gateway for Xn is up to operator’s deployment and network topology.

2.2 The position of Security GW
The position of SecGW can assume in the network depend on several factors among which:
· Topology chosen by operators for their network infrastructure (L2, L3 or mix of the two)

· Network requirement

· Operation constraints 

· Whole sale offer
Deploying the security gateway at the core network border provides not only the IPSec gateway function, but also the firewall function for interzone isolation. In this way, DDoS attacks can be prevented. Moreover, the security gateway can detect LTE services based on the bearer protocols. For example, based on GTP, the gateway can filter out GTP packets to protect the CPU resources and bandwidths of the EPC network device.
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Figure 1: A security gateway is deployed between the EPC network and eNodeBs
Observation 2: The security gateway is deployed between the EPC and eNodeBs commonly.
The choice between a distributed (SeGW closer to the eNB) or centralized (SeGW closer to the core) architecture is tied to multiple factors, which include the overall network architecture strategy, the services it supports, the backhaul infrastructure, and the distribution of subscribers within the footprint. The centralized deployment applies to the initial network construction phase when there are a few eNodeBs and a small network scale. In this deployment, the IPSec gateway is deployed at the EPC network border, as shown in the following figure:
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Figure 2: The centralized SeGW deployment
The distributed deployment applies to the network development phase when there are an increasing number of eNodeBs and expanding network scale. In this deployment, the SeGW is closer to the eNodeB, as shown in the following figure:
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Figure 3:  The distributed SeGW deployment
For instance, an operator that chooses an approach with MME and SeGW distributed across the footprint, to minimize latency in order to support services such as VoLTE, will have to deploy SeGW closer to the eNB. Alternatively, an operator may have a centralized EPC but choose to have a distributed SeGW architecture throughout the footprint, or in some areas. A distributed SeGW architecture provides more flexibility and lower latency for the eNB–to–eNB X2/Xn interface. 
Observation 3: the distributed deployment should be common deployment when there are an increasing number of eNBs.
Based on above the observation 2 and observation 3, there should no difference for routing between with/without SeGW if assuming the aggregation site and SeGW are collocated. And the additional handling delay should be very little e.g. less than 100us usually for MeNB routing. Then the same assumption can be provided from backhaul aspects, e.g. pack loss rate, out-of sequence delivery and etc. as in the LS [3].
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Figure 4: The routing mechanisms to support MSA with SeGW
Observation 4: The SeGW deployment should not have any additional impacts on the routing.
Based on the above observations, we propose:
Proposal 1: The SeGW should not be taken into account when down selecting the UP architectures.
3 Conclusion
From the above analysis, the following observations are made:
Observation 1: Whether the communications via security gateway for Xn is up to operator’s deployment and network topology.

Observation 2: The security gateway is deployed between the EPC and eNodeBs commonly.

Observation 3: The distributed deployment should be common deployment when there are an increasing number of eNBs.

Observation 4: The SeGW deployment should not have any additional impacts on the routing.

Based on the above observations, we propose:
Proposal 1: The SeGW should not be taken into account when down selecting the UP architectures.
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