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1. Overall Description:

SA3 thanks SA2 for the LS requesting input on security aspects of MTCe solutions and would like to provide feedback based on the discussions held at SA3#72 meetings and the considerations captured in the SA3 TR 33.868 v.0.14.0
1.1 Evaluation of SDDTE solutions:

The following table provides a match between TR23.887 sections and TR33.868 sections. It also summarizes the identified security impacts.
	Solutions under consideration in TR 23.887
	Security solutions under study in TR 33.868
	Security impact

	Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security (5.1.1.3.1)
	· Small data transfer in NAS PDU (5.7.4.1). 
Security termination between UE and MME
	· Needs support for partial encryption
· Impacts to UE and MME

	Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN (5.1.1.3.2)
	· Small data transfer in NAS PDU (5.7.4.1). 
Security termination between UE and MME
	· Needs support for partial encryption
· Impacts to UE and MME

	Standalone Small Data Service with T5/Tsp and generic NAS transport (5.1.1.3.3)
	· Small data transfer in NAS PDU (5.7.4.1). 
Security termination between UE and MME

	· No new data protection functionality needed, when NAS PDU is protected using NAS security context between the UE and the MME.
· Impacts to UE and MME are FFS.
· Security aspect of SDT protocol (application layer protocol) is out of scope of 3GPP.
· SA3 will analyse a specific T5/Tsp security solution (e.g. MTC-IWF based Secure Solution for Small data transmission (5.7.4.4)) if T5/Tsp solution in SA2 is accepted

	
	· MTC-IWF based Secure Solution for Small data transmission (5.7.4.4).  
Security termination between UE and MTC-IWF

	· Needs new security protocol between the UE and the IWF
· Needs new key derivation, security context establishment and handling mechanisms
· Impacts to UE, MME, HSS and MTC-IWF

	Small Data Fast Path (5.1.1.3.6 A)
	· Small Data Fast Path in User Plane (5.7.4.2). Security termination between UE and S-GW
	· Needs new security protocol between the UE and the SGW

· Needs new key derivation, security context establishment and handling mechanisms 

· Impacts to UE, eNB, MME and SGW

	Connectionless (5.1.1.3.6 B)
	· Connectionless Data Transmission solution (5.7.4.3). 
Security termination between UE and eNB
	· Impacts to existing AS security mechanism (like a new UE state needs to be defined to retain the AS security context in Idle mode)
· Impacts to UE, MME and eNB

	Optimized Service Request procedure (5.1.1.3.8)
	
	· No security impacts identified


SA3 would like to point out that overall evaluation of the security solution alternatives are not concluded yet.  Currently SA3 has found no show-stopper security issues or security solution that is not feasible. 
Small data transfer in NAS PDU (5.7.4.1) has less security impact compare to other security solutions. But Small data transfer in NAS PDU (5.7.4.1) impose higher load on existing security functions. Among NAS PDU (5.7.4.1), for SA2 solution 3 (5.1.1.3.3) has been concluded as not require new security functions in UE and MME, when NAS security context is used to protect SDT-PDU between the UE and the MME, While Small data transfer in NAS PDU (5.7.4.1) for SA2 solution 1 (5.1.1.3.1) and solution 2 (5.1.1.3.2) have security impacts on the UE and the MME for supporting the partly ciphering of initial L3 message. Also, the issue of whether or not the partial ciphering may violate the current NAS protocol layer security concepts is still unclarified for Small data transfer in NAS PDU (5.7.4.1) when applied for SA2 solutions 1 (5.1.1.3.1) and 2 (5.1.1.3.2).
“MTC-IWF based Secure Solution for Small data transmission (5.7.4.4)” is a potential security mechanism for “Standalone Small Data Service with T5/Tsp and generic NAS transport (5.1.1.3.3)”, i.e. solution 3 of SA2, when SDT-PDU needs to be protected between the UE and the MTC-IWF. Security terminates at the UE and MTC-IWF; thus providing security within 3GPP network as opposed to over-the-top security. The solution impacts UE, MTC-IWF, HSS and MME. Protocol between UE and MTC-IWF needs to be detailed. Compared to NAS based solution, this solution moves the SDT-PDU security related processing load from MME to MTC-IWF thus decreasing the load on MME. As opposed to other solution, this solution also satisfies a potential requirement on solution 3 to perform security check at the MTC-IWF. 
Solution 6a contains changes to the existing security framework and impacts to involved nodes (UE, SGW, MME, eNB). It adds a new security protocol which requires handling of new security context functions in the UE and the SGW. Compared to a system without small data fast path (i.e., a pre-rel-12 system) this is an increase in complexity of security mechanisms. The complexity also includes the new interactions for changing between modes. It may also introduce the new threats leading to small data reaching the wrong destination.
For solution 6b increased complexity of the UE, the eNB and the MME are expected. Caching of Connectionless contexts will consume memory resources at UE and eNB to provide current level of AS and NAS security. Context lifetime allocation sensitive to the application needs conserves any disproportionate consumption of resources. 
Solution 8 has been concluded with no security impact.
1.2 Evaluation of UEPCOP solutions:

SA3 would like to confirm that SA3 has not identified any security impacts for the UEPCOP solutions in clause 7.1.3 of TR 23.887 v0.10.0. SA3’s conclusion can be found in clause 5.6 of TR33.868.
2. Actions:

To SA2 group:
ACTION: 
SA3 kindly asks SA2 to take the above feedback on security aspects of MTCe solutions into consideration for their further work in this area.
3. Date of Next SA3 Meetings:
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