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Discussion and Decision

1
Introduction
During the last RAN2 meeting, the properties of the Xn interface were discussed. In particular, whether Xn can guarantee lossless and in-sequence delivery was questioned. In this contribution, we would like to bring attention to what was already discussed in the early days of LTE for the S1 and X2 interface, and agree on the assumed Xn characteristics as RAN3 input to the joint session with RAN2.
2
S1 and X2 Interfaces
In LTE, possible losses and out-of-sequence delivery over S1 and X2 only become visible to radio protocols of the UE and the eNB during handover when dealing with data forwarding. And so, at the end of 2006, when discussing the handling of forwarded data over S1 and X2 at handover, RAN2 sought RAN3 guidance by asking the following questions [R2-063629]:

During RAN2 #56 the need for a reordering function was discussed and it appeared that companies had different assumptions on the amount of out-of-sequence reception and losses that can happen over the S1 and X2 interfaces. […]

In addition, RAN2 would like to understand if the S1 and X2 characteristics (out-of-sequence frequency and severity, losses) would be different for user plane packets and NAS signalling packets.

RAN WG2 kindly asks RAN WG3 to provide an estimation of the frequency and severity of out-of-sequence reception as well as losses that can be expected over the S1 and X2 interfaces for user plane packets and NAS signalling packets.

In response, RAN3 wrote back to RAN2 the following [R2-070310]:
The LTE (E-UTRAN) will use the UDP/IP as the transport for user plane. In general, UDP/IP does not guarantee in-sequence delivery of UDP datagrams. Therefore, the in-sequence delivery cannot be guaranteed unless a mechanism is introduced such as the use of GTP sequence number on top of UDP. […]

For data losses, it is expected that they may occur during congestion in the transport network. It is assumed that both packet loss and out of sequence arrival of packets should be abnormal events that are expected to be rare if the dimensioning of the transport network of the E-UTRAN is well managed 

For the NAS signalling packets, it is the RAN3 decision that the NAS signalling will be transferred by the SCTP in the S1 interface and because the in sequence and re-transmission scheme are supported by SCTP, the out-of-sequence arrival is not an issue for NAS signalling on S1 interface.

In summary, although a well managed transport network should minimise data losses and out-of-sequence delivery, there is no guarantee that it can never happen. 
Observation 1: S1 and X2 cannot guarantee lossless and in-sequence delivery for the U-Plane.

Similarly, PDCP has been designed to handle such deficiencies without causing any deadlock [36.323]: the window operates in such a way that it provides:

· duplicate discarding,

· duplicate elimination of lower layer SDUs at re-establishment of lower layers for RLC acknowledged mode bearers,

· in-sequence delivery of upper layer PDUs at re-establishment of lower layers,
· and ignores possible gaps in the received sequence except at re-establishment of lower layers.
Also, in case of handover special means are provided to allow for in-sequence delivery, and care has been taken for acknowledged mode bearers to avoid PDCP SDU loss and duplication. These mechanisms are also supported by a special S1/X2 message (SN Status Transfer) from source to target eNB and by an “end marker” packet sent by the S-GW as the last packet to the source eNB. These means are important e.g. to avoid TCP slow start events due to handover.
Observation 2: PDCP includes mechanisms specifically tailored to cope with possible data losses and out-of-sequence delivery and, supported by S1/X2, to avoid PDCP packet loss and PDCP packet duplication due to handover for RLC acknowledged mode bearers.
3
Xn Interface
For the C-Plane information transfer over the Xn interface we propose to use an application layer protocol over SCTP as it was done for the S1 and X2 interfaces.

Similarly as S1 and X2, Xn should not be required to provide lossless and in-sequence delivery for the user plane. However, different from S1/X2 interfaces the Xn interface will have to transfer PDCP or RLC packets respectively, depending on the specific solution that will be selected for the U-Plane transfer. Because this is new compared to existing S1/X2 communication this deserves closer investigation, especially because each of MAC, RLC and PDCP layer have certain requirements with respect to the services provided by higher/lower protocols. It has to be checked whether these requirements are still fulfilled when the layers lose their ‘direct’ intra-node communication and packets are transferred/tunneled using an IP based transport network without a protocol providing for reliable and in-sequence transmission.
If RLC layer and PDCP layer terminate at the MeNB:
Observation 3: The PDCP layer can rely on the services that it requires from the RLC layer like in-sequence delivery, duplicate discarding and acknowledge mode transmission with automatic repeat request mechanism. In case of re-establishment of lower layers where the RLC layer doesn’t provide for in-sequence delivery and duplicate discarding, the PDCP and application protocol layer take over some responsibility (see observation 2).

Conclusion 1: For the case that RLC layer and PDCP layer are terminating at the MeNB, these layers together provide protection against rare out-of-sequence and packet loss events of the Xn’s transport layer. This means, if the RLC and PDCP layer are terminated at the MeNB rare out-of-sequence and packet loss events are not an issue. With respect to Xn the packets can be transferred using GTP-U.
If PDCP layer terminates at the MeNB and RLC layer at the SeNB:

The following figure shows the services provided by the PDCP layer, the services the PDCP layer expects from the RLC layer and the impact of unreliable transmission between PDCP and RLC layer.
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Observation 4: Performing PDCP-PDU transmission/tunneling without a protocol providing for in-sequence and reliable data transport means that the PDCP layer can no longer rely on the services that it expects from the RLC Layer. PDCP-PDUs may be lost or out-of-sequence.
In the following the consequences, their severity and possible solutions are discussed in more detail.

For DRBs: Packet losses and out-of-sequence delivery at Xn will become visible to higher-layer transport protocol, typically TCP, at some performance cost.
To mitigate this one option could be for PDCP to adopt some of RLC’s current responsibilities. On the other hand it must be noted that one feature of the existing PDCP is to ignore possible gaps in the received sequence except except at re-establishment of lower layers (see observation 1), i.e. such events are instantly propagated to the higher layers and detection and reaction of such events is left to these. Also, the benefit for such a new PDCP variant that can cope with such deficiencies over Xn must be paid for over the air interface because PDCP terminates at the UE. More complex PDCP enhancements may avoid that, but another option could be to use other already existing protocols over Xn that are providing for reliable in-sequence delivery, for example SCTP. However, neither SCTP nor the use of GTP sequence numbers for GTP-U were considered necessary for the transfer of U-Plane traffic over S1/X2, i.e. packet loss and out-of-sequence events were expected to be rare enough. LTE networks, deployed today, work well and we see no reason why it is different for the Xn interface. This means that in principle UDP is a suitable option for U-plane transfer, but GTP-U on top of UDP is an established means in the RAN to handle mobility and it is already used for S1/X2 U-Plane interfaces. Therefore we prefer to use GTP-U for the Xn U-Plane interface.
For SRBs: This is not an issue because if RRC information has to be exchanged over Xn, e.g. in order to control the assisting RRC, then it can be sent on the Xn application layer protocol level, i.e. in that case SCTP provides for in-sequence and reliable delivery.
For PDCP inband C-Plane communication (PDCP Control PDU): PDCP has two control PDUs.
 The first is a “PDCP status report”. This PDU may follow after a PDCP reestablishment and is applicable for DRBs mapped on RLC AM. It indicates which PDCP SDUs are missing and which are not missing. If, due to unreliable transmission over the Xn interface, such a packet gets lost then the impact will not harm much. The reason is that PDCP status reporting is mainly thought to optimize the air interface during handover by avoiding unnecessary transmission of packets that have already been successful received by the UE or eNB respectively. In uplink, the reporting is optional; and in downlink, the eNB is free to decide when and for which bearers a report is sent and the UE does not wait for the report to resume uplink transmission. Therefore, losing a PDCP status report may spoil the air interface optimization during handover, but this may be acceptable if it occurs only rarely.
 The second PDCP Control PDU is used for header compression on DRBs, if configured by upper layers, and conveys control information, e.g. interspersed ROHC feedback. If such a packet gets lost, ROHC gets disturbed and may operate less efficiently for a while but will recover from such events thanks to mechanisms of the ROHC algorithm.
Losing a PDCP Control PDU may have impact on air interface optimization during handover or has impact on the header compression efficiency, respectively, but we think this is acceptable since such events are expected to be rare.
Conclusion 2: From the discussion for the specific scenario that PDCP layer is terminating at the MeNB while the RLC layer is terminating at the SeNB it can be concluded that, with respect to Xn, the PDCP-PDU packets can be transferred using GTP-U. 
4
Proposals
Based on our observations for LTE for the S1 and X2 interface (see section 2) and based on our observations and conclusions on the Xn interface (see section 3), we suggest agreeing on the following:
Proposal 1: Xn should not be required to provide lossless and in-sequence delivery for the user plane.
Proposal 2: For the Xn C-Plane we propose to use an application protocol over SCTP.
Proposal 3: For the Xn U-Plane we propose to use GTP-U.
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