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1
Introduction
It has been agreed that one cell can belong to multiple frequency bands [1]. However, at RAN2#81bis, a problem of security key mismatch was discussed, which can occur when handover is performed to a target cell that belongs to multiple frequency bands.  This contribution summarizes the discussion that has occurred thus far, and proposes the detailed solution.
2
Discussion
2.1
Security key mismatch problem
The security keys in the eNB and UE are generated with multiple inputs where the DL frequency number (i.e, DL EARFCN) of the target cell is one of the inputs. The KeNB* (i.e, key derived from KeNB) is calculated by the source eNB for the target cell and is forwarded to the target eNB during X2 handover preparation. For S1 handover, the target eNB computes the KeNB* locally from the fresh {NH, NCC} pair received from the MME (see section 7.2.8.4.3 of [2]), hence, in S1 handover, there is no dependency between the computation of the KeNB* and any knowledge at the source eNB about the frequency bands used in the target eNB. The KeNB*s for other (alternate) cells in the target eNB can be also calculated by the source eNB to prepare reestablishment toward cells other than the target cell under the target eNB.  The KeNB* for each alternate cell is calculated by the source eNB for both X2 and S1 handovers. However, for S1 handover, the target eNB discards the multiple KeNB*s received from the source eNB, and derives the KeNB*s based on the fresh {NH, NCC} pair received from the MME (see section 7.4.3 of [2]). 
According to the current specification, the target eNB can select any of the bands which both the target cell and UE support. This can create a key mismatch problem for X2 handover as the source eNB may not know which band will be selected by the target eNB. Also, for the reestablishment case, the target eNB cannot calculate the KeNB* for the alternate cells as it does not have all the required inputs (e.g. the KeNB currently in use at the source eNB) to calculate the KeNB*.  If the key does not match, reestablishment will be rejected. Therefore some clarification is needed.
2.2
Solution
The above key mismatch problem was discussed at RAN2#81bis, and the following agreements captured in the meeting minutes [3]:

=>
RAN2 agrees on the solution proposed in R2-131148. However, the problem appears only for inter-eNB handover. For intra-eNB HO the network may still use other keys. Therefore, there will be no impact on the UE. 

=>
CRs can be prepared and provided to the next meeting.

The solution proposed in R2-131148 [4] was as follows:

To guarantee that key mismatch does not happen in case of X2 handover to a cell broadcasting MFBI, source eNB and the target eNB shall know which frequency band will be the target. The simplest way could be that target selects and indicates the DL EARFCN in the mobilityContolInfo in the same logic as UE in the target cell when it is IDLE. That is, if UE supports the band which is signalled in the legacy part of SIB1 signalling in the target cell, the source shall assume that target selects the band in the legacy part of the SIB1 signalling. If UE does not support the band which is signalled in the legacy part of SIB1 signalling in the target cell, the source eNB and target eNB shall choose the band in the multi frequency band indication in the SIB1 in the priority order as UE would consider among the bands which UE supports.

Other KeNB*s for reestablishment also can be calculated in the same way (DL EARFCN is assumed in the same way as handover target cell). 

The above solution has the following two impacts, to RAN2 and RAN3 respectively:

1. Clarify in TS 36.331 how KeNB* is calculated for reestablishment candidate cell(s).  The clarification is proposed to be added to the field description of the Key-eNodeB-Start IE that is part of the ReestablishmentInfo IE, as follows:
	Key-eNodeB-Star

Parameter KeNB*: See TS 33.401 [32, 7.2.8.4]. If the cell identified by cellIdentity belongs to multiple frequency bands, the source eNB selects the DL-EARFCN for Key-eNodeB-Star calculation using the same logic as UE uses when selecting the DL-EARFCN in IDLE as defined in section 6.2.2. This parameter is only used for X2 handover, and for S1 handover, it shall be ignored by target eNB.


2. Clarify in TS 36.423 how KeNB* is calculated for the target cell. The clarification is proposed to be added to the semantics description of the Key eNodeB Star IE that is part of the AS Security Information IE, as follows:
	Key eNodeB Star
	M
	
	BIT STRING (256)
	The KeNB* as defined in TS 36.331 [9]. If the target cell belongs to multiple frequency bands (see section 9.2.60), the source eNB selects the DL-EARFCN for KeNB* calculation using the same logic as the UE uses when selecting the DL-EARFCN in IDLE as defined in section 6.2.2 of TS 36.331 [9].


3
Conclusion and Proposal
It is proposed that RAN3 agree to the CR in [5].
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