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1. Overall Description:

RAN3 has implemented the HeNB verification requirement of TS33.320 section 4.4.9 related to checking that the information provided by the HeNB for the access control is valid as per the following option1:

Option 1

The HeNB GW (respectively MME) checks the indicated Access Mode and CSG ID whenever it receives any S1AP message completing the access control (i.e. any Initial UE Message, Path Switch Request, Handover Request Acknowledge message) for all HeNBs.
However RAN3 has considered at RAN3#79 the following option 2 that would be more efficient because limiting the number of messages to be checked in the verifying node: 
Option 2:

The HeNB GW (respectively MME) first verifies the access mode of the HeNB when receiving the S1 Setup Request message, and then subsequently checks the indicated Access Mode and the CSG ID whenever it receives an S1AP message completing the access control (i.e. any Initial UE Message, Path Switch Request, Handover Request Acknowledge message) only for the HeNBs identified as closed at S1 Setup Request.
However RAN3 was not sure whether option 2 would also completely satisfy the requirement of TS33.320 section 4.4.9. For example some companies wondered whether the following scenario which could happen if option 2 is selected needs to be considered or not: 
The HeNB is open or hybrid (which is verified true by HeNB GW (or MME) at S1 Setup Request) but then declares as closed with any CSG ID it likes within the S1AP access control messages. 

Because the option 2 doesn’t check the access control messages of open/hybrid HeNBs this would not be detected. However it is questionable what would be the gain and whether this scenario is a relevant threat that would exclude option 2.
Therefore RAN3 would like the advice of SA3 on this.
2. Actions:

To SA3 group.

ACTION: 
RAN3 kindly ask SA3 whether the option 2 here-above would also satisfy SA3 requirement related to access control checking in the HeNB GW (respectively MME) or whether the scenario here-above described is a relevant threat that would exclude that option 2.
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