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1 Introduction

At the last RAN2 meetings (from RAN2#75 to RAN2#79), the issue of the ciphering error detection due to downlink HFN de-synchronization for UM RLC has been discussed. 
In RAN2#78 a network based downlink de-sync detection mechanism was analyzed.

In RAN2#79 meeting, RAN2 has concluded that “RAN WG2 working assumption is that the HFN de-synchronization between UE and NW can be detected by the NodeB without any UE intervention”. The working assumption is captured in Ref [1].
The purpose of this document is to further analyze possible network based downlink de-sync detection mechanisms, in case of UM RLC carried over HS-DSCH transport channels, without the need of any UE intervention. 
2 Discussion
2.1 What is the problem?
The problem with the ciphering error is related to COUNT-C (32 bits), which is one of the ciphering parameters. 

There is one COUNT-C value per up-link radio bearer and one COUNT-C value per down-link radio bearer using RLC Acknowledged Mode (AM) or RLC UM.
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In RLC UM mode, the COUNT-C short sequence number is the 7-bit RLC sequence number (RLC SN) which is part of the RLC UM PDU header.  The COUNT-C long sequence number is the 25-bit RLC UM Hyper Frame Number (HFN), which is incremented at each RLC SN cycle

In the HFN de-sync problem, in case of UM RLC, the receiving UM RLC entity has missed more than 127 consecutive PDUs, so that an entire SN cycle is completed and the SN wraps around. When SN wraps around at the transmitting side, HFN will be incremented. But at the receiver side, it is not aware of the missed 127 consecutive PDUs, the HFN will be kept the same.

If further UM PDUs are transmitted and received correctly, the COUNT-C on the transmitting and receiving side will be misaligned since a warp around of the RLC Sequence Number has occurred on the transmitting side which the receiving side is unaware of, leading to a ciphering problem. The result is that the data in the RLC UM PDU will be erroneously deciphered since the RLC entities involved in the transmission/reception will not be able to detect the error. RLC will just forward the corrupted PDUs to higher layers. 

As en example, let’s assume HFN=0 and SN=1 for the last successful PDU transmission/reception. Let’s assume that the following 128 PDUs are transmitted, but not received correctly. The transmitting side has now incremented the HFN by one, since a complete SN cycle has occurred. The next transmission will have SN 2, but the HFN on the transmitting side is 1 and not 0.  If the receiving side receives correctly this PDU, it will read SN=2 and it will assume that HFN is still equal to 0, since its HFN hasn’t been incremented. Now the COUNT-C on sender and receiver will not match, causing a ciphering error.
The UM RLC PDUs are not acknowledged, so the RLC entity in the RNC is not aware of whether these PDUs have been correctly received by the UE or not. 
2.2 Examples of early HFN de-sync detection
As described in the previous section, RNC is not aware of the de-sync situation for UM RLC PDUs. However the MAC HARQ entity in the NodeB has got knowledge of failure in the transmission of the MAC PDUs. This information may be used in order to detect the loss of UM RLC PDUs.

When MAC HARQ is configured in the NodeB, the loss of consecutive RLC PDUs will be preceded by several HARQ failures. Even though there is no one-to-one correspondence between RLC PDUs and MAC PDUs, and even though a MAC-ehs PDU may contain RLC PDUs from different logical channels, including AM RLC PDUs, still a sufficient number of consecutive MAC HARQ failures may give an indication that an HFN de-synchronization for UM RLC is going to happen. 
For this purpose a counter or a timer in the MAC HARQ entity may be configured.

A possible NW detection mechanism may be based on a counter in the NodeB’s MAC HARQ entity. The counter could be initialized to an initial value equal to zero and incremented by one every time there is a transmission failure of a MAC PDU. A MAC PDU transmission is considered to be failed when the maximum number of retransmissions has been reached, without receiving a positive acknowledgement. If a MAC PDU is transmitted successfully, the counter is reset. If the counter reaches its maximum value, a failure indication is generated (Figure 1 )  
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Figure 1: error detection based on a counter

An alternative detection mechanism may rely on one counter and one timer in order to take into account the number of failures (not necessarily consecutive) that occur within a certain timeframe.
The counter could be initialized to an initial value equal to zero and incremented by one every time there is a transmission failure of a MAC PDU. The timer is started when there is a transmission failure of a MAC PDU. The timer is reset at its expiry. The timer is not re-started due to subsequent failures. The counter is reset at the expiry of the timer. When the counter is incremented and it reaches its maximum value, a failure indication is generated
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Figure 2: error detection based on one counter and one timer

Other detection mechanisms are possible. The detection mechanisms are in Node B and can be vendor specific. 

Proposal 1: RAN3 specification should not specify the design options. It is proposed that the UM RLC HFN de-sync detection is not specified in the RAN3 NBAP/RNSAP or Iub/Iur FP standards.
2.3 SRNC Configuration
RNC can configure the Node B to indicate which HS-DSCH MAC-Flow that Node B should perform the detection. For the Node Bs supporting this, it would perform the detection and send Notification. RNC could indicate to Node B to only perform the HFN detection on certain MAC-d flows, logical channels, RLC UM mode. 
Proposal 2: It is proposed that SRNC configures which HS-DSCH MAC-flow that Node B should perform the HFN de-sync detection, as well as a Counter and a Timer to provide the threshold values.
2.4 Node B Notification

MAC HARQ failure indications or HFN de-synchronization indication shall be signaled by the NodeB to the RNC when the failure is detected in the NodeB. 
Proposal 3: It is proposed that Node B/DRNS sends the HFN de-synchronization indication per HS-DSCH MAC-d flow in NBAP/RNSAP RADIO LINK PARAMETER UPDATE INDICATION message.
2.5 Resolve the UM RLC HFN de-sync 
Once the failure is detected in the NodeB and is notified by the Node B to RNC, the RNC may in turn decide to re-establish the RAB or just release it. It is in the scope of RAN 2 and not as a part of the network HFN de-sync detection and notification.
3 Proposals
RAN3 is proposed to agree the proposals above, and solve the RLC UM HFN de-sync problem related to error detection and error indication/notification. CRs are prepared as in Ref [2] to [5].
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