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1
Introduction
In RAN3#77, the discussion paper in [1] and the related CR in [2] proposed a solution to exchange security information during rSRVCC for the CS UMTS to PS HSPA case (intra-UMTS rSRVCC).

In particular, Proposal 2 in [1]:

“It is proposed to add description that the Target RNC uses the key in the Integrity Protection Information IE and Encryption Information IE within RELOCATION REQUEST message in case of intra-UTRAN rSRVCC.” 
implies a change of the behavior of the Target RNC, which is not desired as according to SA2. See S2-121914 [3]: 
“In general, SA2 expects that the target eNB/RNC should not be impacted due to rSRVCC.”.
In this discussion paper it is proposed to take into account an alternative solution, based on the mechanism adopted for SRVCC, in order to avoid any impact on the Target RNC.

2
Impacts of the solution proposed in [1]
According to the description in [1, 2] the proposed solution is based on the following: 
1.
The security information for rSRVCC is forwarded to the Target RNC by means of RANAP: RELOCATION REQUEST message.

2.
The Target RNC needs to be able to understand if an rSRVCC is ongoing.

3. 
In case of rSRVCC, the Target RNC needs to use the security information provided in 1.

Step (2) above implies a new behavior of the Target RNC, since it is currently stated in TS 25.413 [4] subclause 8.7.2, that the Target RNC shall not use the security info from RELOCATION REQUEST message for intra-system relocation:
“-
In case of intra-system relocation, when an Ciphering Key IE is provided within the Source RNC to Target RNC Transparent Container IE, the Target RNC may select to use a ciphering alternative where an algorithm is used. It shall in this case make use of this key to cipher its signalling data whatever the selected algorithm. The Encryption Key IE that is contained within the Encryption Information IE of the RELOCATION REQUEST message shall never be considered for ciphering of signalling data”
3
Reuse of the SRVCC mechanism for rSRVCC
The following figure shows how SRVCC mechanism is used for intra-system relocation from HSPA to 3G CS.
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Figure 1. High level flow on how security key is handled for intra-system PS to CS SRVCC.
One alternative solution to [1] consists in applying the mechanism used for SRVCC to rSRVCC. Its main principles are: 

1.
The Source RNC to ask the Source MSC for security information (i.e., the Source MSC generates the PS keys (CK'PS and IK'PS) as according to TS 33.102). 

2.
The Source RNC to forward these keys to the Target RNC via Source RNC to Target RNC Transparent Container.
NOTE: The NONCEMSC IE from the Source MSC can be directly sent to the UE via standalone NAS or as part of the Relocation Command (appended by source MSC). This issue should be decided by SA2 as part of the NAS vs. AS discussion. In any case, it is not related to the proposal on this paper.
The following figure shows, during rSRVCC (CS UMTS to PS HPSA), how the already existing mechanism to retrieve the security information could be reused in order to provide the Source RNC with the necessary encryption keys. 
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Figure 2. High level flow on how security key could be handled for intra-system CS to PS rSRVCC.
By applying this solution, the exchange of security information for rSRVCC would like as a normal intra-HO security information exchange for the Target RNC and no changes would be required with respect to the Target RNC.
4
Changes needed in RAN3

The changes needed in RAN3 in order to user the RANAP SRVCC Preparation [4] procedure during rSRVCC are:

1. 
Extending the already defined SRVCC Preparation procedure in order to be used not only during PS-to-CS SRVCC, but also during CS-to-PS SRVCC.


-
The procedure needs to be extended to the Source RNC-Source MSC case;


- 
The response message needs not to include the SRVCC Information IE.

2.
The Source RNC requires the security information at the Source MSC via the above mentioned procedure.

3.
The Source RNC forwards the security info to the Target RNC via Source RNC to Target RNC Transparent Container.
As an example, subclause 8.46 of TS 25.413 [4] could be updated as follows:
8.46

SRVCC Preparation

8.46.1
General

The purpose of the SRVCC Preparation procedure is the reception of the security parameters from the PS CN domain needed for successful PS to CS SRVCC operation and from the CS CN domain needed for successful CS to PS SRVCC operation as described in TS 23.216 [54].

The procedure uses connection oriented signalling.

8.46.2
Successful Operation
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Figure 61: SRVCC Preparation procedure. Successful operation.

The RNC shall determine if the SRVCC operation as described in TS 23.216 [54] is required. In such case the RNC shall initiate the SRVCC Preparation procedure by sending an SRVCC CS KEYS REQUEST message to the source SGSN (for the PS to CS SRVCC case) or to the source MSC (for the CS to PS SRVCC case).

The SGSNCN shall respond to the RNC with SRVCC CS KEYS RESPONSE message containing the Integrity Protection Key IE, the Encryption Key IE and, in case of PS to CS SRVCC, the SRVCC Information IE.
5
Conclusion and proposal

In RAN3#77 a method to provide security information to the Target RNC during CS to PS intra-UMTS SRVCC has been proposed in [1, 2]. Such method impacts the behavior of the Target RNC, despite the requirement of SA2 that “the target eNB/RNC should not be impacted due to rSRVCC” [3]. 
In this paper an alternative solution, based on the mechanism already used for SRVCC, has been described in Sections 3 and 4 above. Such solution would not impact the Target RNC, as required by SA2. It is proposed to adopt such solution.
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