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1 Introduction
In order to fulfill SA3 privacy requirements, and make operator distinguish between network problem and terminals per type implement problem based on collecting MDT data, the below two anonymization levels are introduced in LTE:
· Using TAC part of IMEI

· Not sending any identity to the TCE

However, using TAC (Type Allocation Code) part of IMEI anonymization level is not supported in UMTS, therefore the contribution lists the possible solutions. 
2 Discussion
2.1 Solution of anonymization in LTE
In LTE, the solution of TAC anonymization level is illustrated as below figure1. When the eNodeB receives the MDT trace record from UE, if the anonymization level is TAC, then CELL TRACE TRACE including privacy indicator is sent to MME; The MME shall look up the subscriber identities (IMSI, IMEI (SV)) of the given call from its database, and send the TAC part of the IMEI together with the TR and TRSR to the TCE. Correspondingly, MDT record including TR and TRSR is sent to TCE by eNB, and MDT measurement result and TAC are combined with TR and TRSR in TCE.
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Figure1: The solution supporting TAC anonymization level in LTE

2.2 Solution of TAC anonymization level in UMTS
Since a RNC does not have visibility of an IMEI/IMEISV, and RNC could not report both MDT data and TAC to TCE, and the possible solutions of supporting TAC anonymization level are given as follows.
2.2.1 Solution1: Addition of IMEI(SV) or TAC in COMMON ID
After having established an Iu signaling connection, CN shall send COMMON ID to RNC including IMEI(SV) or TAC of the user equipment. After MDT data from the UE is received by RNC, the RNC shall send the MDT data/TAC/TR/TRSR to TCE.
The solution is simple, and there is less impact on the specification, but the security problem may exist, then it needs SA3 to evaluate.
2.2.2 Solution2: Addition of IMSI list in UPLINK INFORMATION EXCHANGE REQUEST and IMEI in CN INVOKE TRACE
The solution is illustrated in figure2, and IMSI list is added in UPLINK INFORMATION EXCHANGE REQUEST message, and IMEI(SV) or TAC is added in CN INVOKE TRACE message. When the RNC receives the MDT trace record from the UE, and if the anonymization level is TAC, UPLINK INFORMATION EXCHANGE REQUEST message including IMSI of the UE(s) is sent to CN. The IMSI list is received by CN, then CN shall look up the corresponding IMEI(SV) or TAC of the IMSI in its database, and the corresponding IMEI(SV) or TAC is sent to RNC by CN INVOKE TRACE message. Afterwards the RNC shall send MDT data from UE with TAC from CN to TCE.

[image: image2.emf]RNC

SGSN/

MSC

TCE

Receiving and saving MDT 

measurements into MDT record

Uplink Information Exchange Request(IMSI list)

Combining MDT data and TAC 

CN INVOKE TRACE(IMEI)

Sending MDT data with TAC/TR/TRSR to TCE 

If the anonymization level is TAC:


Figure 2: Addition of IMSI list in UPLINK INFORMATION EXCHANGE REQUEST and IMEI in CN INVOKE TRACE
The solution is similar as current trace procedure, and there is more impact than solution1, and security problem may still exist.

2.2.3 Solution3: Addition of IMSI in UPLINK INFORMATION EXCHANGE REQUEST

The solution is illustrated in below figure3, and IMSI and TRSR are added in UPLINK INFORMATION EXCHANGE REQUEST. When the RNC receives the MDT trace record from UE, and if the anonymization level is TAC, UPLINK INFORMATION EXCHANGE REQUEST message including IMSI of the UE is sent to CN. Then CN shall look for corresponding IMEI(SV) of the IMSI in its database, and the TAC part of the IMEI together with theTRSR and TR is sent to TCE by CN. Corresponding MDT data from UE with TRSR and TR is sent to TCE, and MDT data and TAC are combined withTR and TRSR in TCE.
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Figure3: Addition of IMSI in UPLINK INFORMATION EXCHANGE REQUEST

The solution is similar as LTE anonymization solution, and the impact on the specification is minimized, moreover there is no security problem.

Based on the above analysis, it is seen that solution1 and solution2 may have security problem, and solution2 has more impact, therefore, it is perfered that solution3 is applied.

Proposal: It is proposed that TAC with TR and TRST is sent to TCE by the CN and both MDT measurement and TAC are combined with TR and TRSR in TCE.
3 Conclusion

In this paper, the possible solutions of supporting TAC anonymization level are listed, it is proposed:
Proposal: It is proposed that TAC with TR and TRST is sent to TCE by the CN and both MDT measurement and TAC are combined with TR and TRSR in TCE.




























1/3


_1404654356.vsd
eNB


MME


TCE


Receiving and saving MDT measurements into MDT record


Cell Traffic Trace(Privacy indicator)


Sending TR/TRSR/TAC to TCE


Sending MDT record to TCE


Combining MDT data and TAC with TR and TRSR


If anonymization level is TAC:



_1404657321.vsd
RNC


SGSN/MSC


TCE


Receiving and saving MDT measurements into MDT record


Uplink Information Exchange Request(IMSI/TRSR/TR)


Sending MDT data with TR/TRSR to TCE 


Sending TAC with TR/TRSR to TCE 


Combining MDT data and TAC with TR and TRSR


If the anonymization level is TAC:



_1404654347.vsd
RNC


SGSN/MSC


TCE


Receiving and saving MDT measurements into MDT record


If the anonymization level is TAC:


Uplink Information Exchange Request(IMSI list)


Combining MDT data and TAC 


CN INVOKE TRACE(IMEI)


Sending MDT data with TAC/TR/TRSR to TCE 



