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1 Introduction

SA3 has agreed CR S3-120549, S3-120550, S3-120376 and S3-120378 for the rSRVCC security handling in SA3#67. In this contribution the corresponding RAN impacts are further analyzed.
2 Discussion
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Figure 1: Transfer procedure without impact on the target RAN

During the rSRVCC handover, after the SRNC initiates the procedure, the MSC generates the key derivation parameter NONCEmsc and derives the PS key based on the current CS key. Afterwards MSC sends this PS key to the target CN to be forwarded to the target RNC in case of Intra-UMTS. For UTRAN to E-UTRAN rSRVCC handover, the target MME generates Kasme based on the received PS key from the source MSC, and then derives the subsequent keys as the normal inter-RAT handover. 
After the target RAT finishes the preparation, the MSC shall send the NONCEmsc IE to the SRNC. The SRNC adds it to the Handover Command message and transfers to the UE. Finally UE deriveS the same key as the network does. The procedure is as similar as the transmission of IP/ports and codec. 
3 Impact analysis

The solution requires the MSC to send NONCEmsc to the source RNC, and then the SRNC appends it to Handover Command message for the UE. It has impacts on the RANAP Relocation Command Message.
Proposal 1: It is proposed for RAN3 to add NONCEMSC to the Relocation Command message.
In case of inter-RAT rSRVCC handover from UTRAN to E-UTRAN, after the target CN derives the key for the eNB, it sends to the eNB and the procedure is following normal inter-RAT handover.
In case of intra-system relocation, the Encryption Key IE that is contained within the Encryption Information IE of the RELOCATION REQUEST message shall never be considered for ciphering of signalling data, and the integrity protection key that is contained within the Integrity Protection Information IE of the RELOCATION REQUEST message shall never be considered. It is to say, only the Encryption Key IE and the Integrity Protection Key IE provided within the Source RNC to Target RNC Transparent Container IE can be used for the signalling bearer.
However, the target PS key does not exist in the Source RNC to Target RNC Transparent Container IE during the rSRVCC handover procedure. Therefore the key used for the signalling bearer needs to be changed. It should align with the handling for inter-RAT handover procedure, i.e. the integrity protection and ciphering information shall be the ones received in the Integrity Protection Information IE and Encryption Information IE of the RELOCATION REQUEST message. 
Proposal 2: It is proposed to add description that the target RNC uses the key in the Integrity Protection Information IE and Encryption Information IE within RELOCATION REQUEST message in case of intra-UTRAN rSRVCC.
4 Conclusion and Proposal

In this contribution, the security handling during rSRVCC handover has been discussed and the corresponding impacts are analyzed. The corresponding CR for RAN3 is in [2].
Proposal 1: It is proposed for RAN3 to add NONCEMSC to the Relocation Command message.
Proposal 2: It is proposed to add description that the target RNC uses the key in the Integrity Protection Information IE and Encryption Information IE within RELOCATION REQUEST message in case of intra-UTRAN rSRVCC.
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