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1 Introduction

During RAN3#75bis a proposal was made to include in the RAN3 internal TR37.803 text supporting the case of Soft Hand Over (SHO) between Macro RNCs and HNBs. Such proposal is captured in [1].
In this paper an analysis of the requirements posed by support of SHO between Macro RNC and HNBs is presented.  The intention is to show that support of SHO does not come “for free” and it requires changes to currently standardised node behaviours. The latter shall be interpreted in light of the agreements taken during RAN3#75, where the following was concluded:

Conclusion: in R11 we will not explicitly focus on SHO support from Macro to hybrid/open HNB. If this functionality comes from free from the introduction of the Iur between Macro to open/hybrid HNB, then even better. Otherwise, if any limitation is found supporting companies can bring a focused WI proposal to introduce full SHO support in future releases

As it appears that limitations in supporting currently standardized procedures for SHO are encountered, this paper proposes to separate the work on SHO scenarios from current work carried out in the Further H(e)NB Mobility Enhancements SI and to leave to the proponents the choice of whether a new work item shall be presented to analyse such scenarios.
2  Considerations on Macro RNC <-> HNB SHO
In [1] the architecture envisaged for support of SHO between RNCs and HNBs is the one shown in Figure 1. 
In [1] procedures have also been presented for the Macro RNC <-> HNB SHO signaling. As an example, the procedure presented for SRNS HNB and DRNS Macro RNC is shown in Figure 2.
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Figure 1: Architecture proposal for the support of RNC <-> HNB SHO

Note: the Iurh between HNB and HNB GW is assumed to be present due to the transport of RNSAP between HNB and RNC, which is in principle different from current Iurh between HNBs proxied at HNB GW.
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Figure 2: Procedure proposed in [1] for Radio Link Setup from HNB to Macro RNC

On the bases of the architecture and proposals in [1] a number of limitations appear to emerge if the current specifications need to be used to support RNC-HNB SHOs. A list of such limitations is provided below.

2.1 Termination of RNSAP at HNB GW

The architecture in Figure 1 shows how the RNSAP protocol messages need to travel through the HNB GW in order to be forwarded from HNB to RNC and vice versa. In current specifications it is documented that the HNB GW is transparent to RNSAP signalling, i.e. it simply forwards RNSAP messages from peer to peer node. This is captured in TS25.467 as follows:
In section “4.1 General”:

“This version of specification supports two different Iurh connectivity options:

-
Direct Iurh interface connectivity between the two involved HNBs. 
In this case the HNB-GW is not involved at all in Iurh RNL signalling.

-
Iurh interface connectivity between HNBs with the HNB-GW serving as an Iurh proxy. 
In this case the HNB-GW, acting as an Iurh-proxy, appears to a HNB as the peer HNB. 
For this connectivity option the role of the HNB-GW is transparent with regard to RNSAP signalling. Conveying respective signalling messages via the HNB-GW is performed by routing based on information provided by the RNSAP User Adaptation (RNA) layer, see TS 25.471 [19].”

And in section “5.3.7 Soft Handover Initiation”:

“Figure 5.7.3-1 below depicts Soft Handover Initiation in case HNBs are directly Iurh-connected. In case of Iurh-connectivity via the HNB-GW, RNA signalling terminates at the HNB-GW, whereas RNSAP signalling is still performed on a HNB-to-HNB basis.”

However, during the Radio Link Setup Request/Response procedure between RNC and HNB there are RNSAP parameters that shall be modified by the HNB GW. An example of such IEs, present both in the Radio Link Setup procedures and in the Radio Link Addition procedures, are the Transport Layer Address IE and the Binding ID IE. If these parameters are sent by the HNB they should be modified by the HNB GW before being forwarded to the RNC. Failure to do so may provide the RNC with unreachable Transport Layer Addresses and invalid Binding IDs. In addition to this the HNB GW needs to maintain a mapping association between Transport Layer Addresses and Binding IDs indicated to the RNC and Transport Layer Addresses and invalid Binding IDs corresponding to HNBs. The latter is needed to forward rNSAP messages correctly. Moreover, in the unusual case where the user plane is terminated at the HNB it would have to be ensured that every HNB Transport Layer Address is unique. Lack to do so will create confusion and possible errors at the RNC.   
This is only one example and there might be more cases of RNSAP IEs that need to be modified by the HNB GW.

Observation 1: The HNB GW is required to fully terminate, modify and re-generate RNSAP messages. This goes against the requirements currently existing on HNB GW node behaviour and is a limitation to support of RNC HNB SHO.
2.2
Security related issues
Permanent NAS UE Identity

The RADIO LINK SETUP REQUEST and RADIO LINK ADDITION REQUEST include IEs indicating the Permanent NAS UE Identity.  As previously established during HNB security discussions, the HNB is a non-trusted node, therefore the Permanent NAS UE Identity shall not be forwarded to a HNB. However, in current SHO procedures it is assumed that the DRNC is always a trusted node, hence there are no restrictions on whether and when to forward the Permanent NAS UE Identity. 
As a consequence of this restriction it should not be possible to indicate in the RADIO LINK SETUP REQUEST and RADIO LINK ADDITION REQUEST the Permanent NAS UE Identity. The Permanent NAS UE Identity can be send together with a C-ID in case the C-ID corresponds to a cell reserved for operator use and for the purposes of allowing the DRNS to determine whether it can set up a Radio Link on this cell for the considered UE Context. Due to the risks associated with forwarding Permanent NAS UE Identities to HNBs HNB cells would not be usable for operator use. 
Observation 2: Due to HNBs being non-trusted nodes, the Permanent NAS UE Identity shall not be sent to them as part of Radio Link Setup/Addition procedures in the case of DRNS HNBs. All functions depending on the presence of such IE, such as reserving HNB cells for operator use, shall be prevented.

Access Control and Membership Verification
In case of SHO involving a closed or hybrid HNB DRNS an access control or membership verification procedure is needed in order to validate the access rights or priority levels of the UE. However, this procedure cannot be left to the sole responsibility of the DRNS HNB. The reason for this is that a HNB is a non-trusted node and it may deliberately omit the process of access control or membership verification with the CN for the sake of intercepting UE traffic. 
Even if access control or membership verification was triggered and successfully completed at DRNS HNB, the results of such process would need to be transferred to the SRNS RNC, which would imply a change in the information exchanged during Radio Link Setup and Radio Link Addition procedures. The latter would be needed to set the appropriate QoS requirements at SRNS RNC for the radio link to be established in DRNS. 
Consequently, the only option would be for the SRNS RNC to trigger access control/membership verification before setting up the radio link. However, this would require new procedures and new node behaviour specifications at the SRNS RNC, which is currently not supported.

Observation 3: Due to the need of secure Access Control/Membership Verification, radio link establishment with a closed/hybrid DRNS HNB would lead to changes to current protocols and node behaviours

Resource Control in DRNS
According to the current SHO procedures and in the case where the HNB is a SRNS and the RNC is a SRNS, resource allocation in the DRNS is controlled constantly by the SRNS. The SRNS has at least three different mechanisms to reserve resources in a DRNS: the Radio Link Setup, The Radio Link Addition and the Radio Link Reconfiguration procedures. It is true that a DRNS can always fail the request of new or reconfigured radio links. However, a rogue SRNS HNB may perform Radio Link Setup for a relatively small amount of resources and during periods of low traffic it may increase the resources required. 
Unless in cases of interface reset, the SRNS is the sole responsible for release of Radio Link resources. However, the HNB might never release these resources, which would lead to blocks of resources never being available at the DRNS. 
Note that the latter may not necessarily be a problem due to tampered HNBs. A malfunctioning HNB might also fail to release radio links. 

Given that the HNB is a non-trusted node this problem is of particular relevance. In fact, current CAC procedures at DRNS do not require to treat differently UEs served directly by the DRNS and UEs served via radio links established by a SRNS. Therefore, a UE newly connected and directly served by a DRNS RNC will have to equally compete (in terms of resource allocation) with a UE served via a radio link setup by a SRNS HNB. This may result in CAC failure for UEs directly connecting to the RNC.

Yet another case in which a non-trusted SRNS HNB may be of harm to a DRNS RNC is when there is a radio link established between the two and the DRNS RNC suffers from congestion. In this case current specifications allow the DRNS to request the SRNS a reduction in radio link resources. However, an SRNS HNB, either malfunctioning or tampered, may deny the reduction and aggravate the congestion.

Note that the SHO case is different from the case of HHO RANAP based mobility. In fact, in the RANAP case the resources are requested from source to target once, i.e. at RANAP Relocation Required/Request. The target has full flexibility to either accept in full or partially accept. However, after the HO is completed, target RNS has full control of allocation and management of resources. On the contrary, in the SHO case resources are always controlled by the SRNS and must be released by the SRNS.
Moreover, another procedure that could be controlled by the SRNS to harm UEs in DRNS RNC is the Downlink Power Control procedure, which enables the SRNS to control the downlink power for a UE served in the DRNS. This procedure was specified on the bases of trusted SRNS and for the purpose of balancing transmission power. However, a rogue HNB may misuse this procedure to deliberately create a power imbalance and to induce high intra cell interference to other UEs served in the RNC.  

Observation 4: In SHO procedures the SRNS has control over allocation and de-allocation of resources used in the DRNS. Furthermore SRNS can also control the DL power used in the DRNS for the established radio links. Due to HNBs being non-trusted nodes it is unfeasible to let an HNB cover the role of an SRNS and potentially harm the correct functioning of a DRNS RNC.  
2.3
Consideration on Solution Efficiency
In current SHO procedures the following behaviour is mandated in [3]:

“If there are UMTS neighbouring cell(s) to the cell in which a Radio Link was established then:

-
The DRNC shall include in the RADIO LINK SETUP RESPONSE message the Neighbouring FDD Cell Information IE and/or Neighbouring TDD Cell Information IE in the Neighbouring UMTS Cell Information IE for each neighbouring FDD cell and/or TDD cell respectively.”

Such behaviour was mandated because the SRNS would be able to know neighbour cells configuration and capabilities and to use the Neighbouring UMTS Cell Information IE to configure UE measurements towards other cells possibly usable for soft/softer handovers. However, in a scenario where the DRNS is a HNB, it will most likely be the case that HNB’s neighbour cells will consist of other HNB cells. Such cells might change their scrambling code dynamically, e.g. at power on, or might be powered off in certain time intervals. 
Therefore, by following current SRNS behaviours, an RNC might be led to errors consisting of mis-configuration of UE measurements for cells that either no longer exist or that are powered off, i.e. HNB cells reported by a DRNS HNB in the Neighbouring UMTS Cell Information IE.
Observation 5: Current specifications mandate the SRNS to report neighbour cell information. Such information is used by the DRNS to configure UE measurements for further soft/softer handover establishments. However, if the neighbour cells reported by a DRNS HNB are other HNB cells, SRNS may be led to measurement configuration errors on cells that no longer exist (due to PSC changes) or that are powered off.
Another aspect impacting SHO efficiency is due to the RNSAP traffic travelling over two links, the Iur between RNS and HNB GW and the Iurh between HNB GW and HNB. 
In fact, there is no performance guarantee for the Iurh backhaul. The latter might result in different dalays, jitters and packet drops between UP over Iurh and UP over Iur. This may cause the UP to go out of synch.
In general, the potentially poor performance of the Iurh backhaul might affect procedures that require low delays, such as 

· Dedicated Measurement Initiation procedures, by which a SRNS requests configuration of measurements in the DRNS and expects a response within relatively low delays

· Downlink Power Control procedures, by which the SRNS sends power control commands to the DRNS and expects timely implementation of the power adjustments

Observation 6: due to the unpredictable performance of the Iurh backhaul, some delay sensitive procedures used in SHO may be affected and cause anomalous behaviours.
Furthermore, an important aspect at the basis of SHO robustness is that SRNS and DRNS are coordinated in terms of power control and radio link synchronisation. For example, lack of coordination between the SRNS and DRNS inner loop power control algorithms would lead to unbalanced levels of interference. Similarly, uncoordinated radio link synchronisation may lead to call drops. It is very unlikely that HNBs and RNCs would share such coordination unless power control and radio link sychronisation algorithms are standardised.
Observation 7: Lack of coordination in power control and radio link synchronisation algorithms between SRNS and DRNS may imply high interference levels and drop calls 

3 Conclusion
In this paper an initial analysis of the applicability of SHOs between HNBs and RNCs is outlined. The following observations were captured:

Observation 1: The above implies that tThe HNB GW is required to fully terminate, modify and re-generate RNSAP messages. This goes against the requirements currently existing on HNB GW node behaviour and is a limitation to support of RNC HNB SHO.
Observation 2: Due to HNBs being non-untrusted nodes, the Permanent NAS UE Identity shall not be sent to them as part of Radio Link Setup/Addition procedures in the case of DRNS HNBs. All functions depending on the presence of such IE, such as reserving HNB cells for operator use, shall be prevented.

Observation 3: Due to the need of secure Access Control/Membership Verification, Rradio link establishment with a closed/hybrid DRNS HNB would lead to changes to current protocols and node behaviours

Observation 4: In SHO procedures the SRNS has control over allocation and de-allocation of resources used in the DRNS. Furthermore SRNS can also control the DL power used in the DRNS for the established radio links. Due to HNBs being non-untrusted nodes it is unfeasible to let an HNB cover the role of an SRNS and potentially harm the correct functioning of a DRNS RNC.  
Observation 5: Current specifications mandate the SRNS to report neighbour cell information. Such information is used by the DRNS to configure UE measurements for further soft/softer handover establishments. However, if the neighbour cells reported by a DRNS HNB are other HNB cells, SRNS may be led to measurement configuration errors on cells that no longer exist (due to PSC changes) or that are powered off.

Observation 6: due to the unpredictable performance of the Iurh backhaul, some delay sensitive procedures used in SHO may be affected and cause anomalous behaviours.

Observation 7: Lack of coordination in power control and radio link synchronisation algorithms between SRNS and DRNS may imply high interference levels and drop calls 

The above observations highlight several areas where specifications and node behaviours would be impacted if SHOs between HNBs and RNCs are supported. 

At RAN3#75 the following was agreed:
Conclusion: in R11 we will not explicitly focus on SHO support from Macro to hybrid/open HNB. If this functionality comes from free from the introduction of the Iur between Macro to open/hybrid HNB, then even better. Otherwise, if any limitation is found supporting companies can bring a focused WI proposal to introduce full SHO support in future releases

In light of the agreements above and in light of the observations captured the follwing is proposed:

Proposal: It is proposed to separate the work on SHO scenarios from current work carried out in the Further H(e)NB Mobility Enhancements SI. If needed, such work shall be carried out in a dedicated future WI.
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