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1. Introduction

During the discussion of the RAN#53, the mobile relay WID has been approved [1]. The exisiting security mechanism defined in TS 33.401 [2] is based on relay architecture alternative 2. During RAN3#75 there were some questions about the security mechanisms for relay architecture alternative 1. This paper is to provide a potential solution for relay architecture in alternative 1 to meet the security requirement.
2. Analysis of Security Issues for Alt1
The security mechanism defined by SA3 in TS 33.401 [2] is based on relay architecture alternative 2. However there is no discussion on security issue for alternative 1. Since the DeNB is not acting as an S1/X2 proxy, it cannot reuse at first sight the security mechanism designed for alternative 2. The S1/X2 messages in Un interface between DeNB and mobile relay shall be integrity, confidentially and replay-protected from unauthorized parties [2]. In order to meet the security requirement, new security mechanisms need to be designed for alternative 1.
Proposal 1: New security mechanism needs to be deigned for relay architecture Alt 1.

As analysed in [3], unlike alternative 2 relay scenario, mapping S1/X2 on RN EPS bearer is performed by RN_PGW, not by DeNB. The DeNB may be unaware of which DRB(s) are carrying S1/X2 messages. Therefore, how the DeNB actives the right DRB(s) for integrity protection needs to be discussed. In alternative 1, RN_PGW can indicate the DeNB of the DRB(s) needed integrity protection either in the DS field of IP header or the TEID in the GTP header.
Proposal 2: The method to indicate to the DeNB the DRB(s) carrying S1/X2 messages needs be considered for relay architecture Alt 1.
3. Un AS security for Alt1
As illustated in Figure 1, a packet destined to the UE is classified into UE bearer at the SGW/PGW serving the UE according to the corresponding packet filtering rules and encapsulated into the respective GTP tunnel (spanned between SGW/PGW of the UE and the RN). The SGW/PGW of the RN receives the GTP tunnelled packet addressed to the RN from the UE_SGW/PGW, and encapsulates the packet into a second GTP tunnel, corresponding to the RN bearer [4]. Similarly, S1 signalling messages sent between the RN and UE_MME are mapped on user plane RN bearer. The RN_SGW/PGW encapsulates them into GTP tunnels according to DS field in the IP header. 
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Figure 1: Packet delivery steps – Alt 1, 3 [4]

Since RN_PGW can distinguish the S1/X2 message from other user-plane data packet, it can encapsulate the S1/X2 messages into separate GTP tunnels and send them to the DeNB. This procedure is shown in Figure 2. For example, RN GTP tunnel 1 can encapsulate DRBs carrying S1/X2 messages, and RN GTP tunnel 2 can encapsulate other DRBs. 
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Figure 2: Packet delivery steps with proposed security mechanism – Alternative 1

The DeNB is aware of which GTP tunnel(s) are carrying S1/X2 messages, either by the TEID in the GTP tunnel header from the RN_SGW/PGW or based on the DS field of the IP header. For the DRBs carrying S1/X2 messages, the DeNB will perform Packet Data Convergence Protocol (PDCP) protection with relay node to provide integrity protection. As illustrated in Figure 3, PDCP frames provide integrity function over Un interface for upper layers. This is similar to the DeNB hop by hop (H2H) protection in relay architecture alternative 2 shown in Figure 4 [4], where DeNB has S1/X2 proxy function.
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Figure 3: User plane protocol stack with Un AS security protection – Alt 1
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Figure 4: Packet delivery steps – Alt 2 [4]
By doing this, integrity protection for the S1/X2 message of the UE control plane data is accomplished between the DeNB and relay node. 
This mechanism can work on Alt1 with no impact on the core network. Meanwhile it is consistent with the existing security mechanism designed for Alt2. 

Proposal 3: It is proposed to support integrity protection for PDCP frames on DRB(s) carrying S1/X2 messages over Un AS security in Alt1.

4. Conclusion

Based on above discussion, several proposals are made as follow:
Proposal 1: The mechanism for Un AS security needs to be deigned for relay architecture Alt1.

Proposal 2: The method to indicate to the DeNB the DRB(s) carrying S1/X2 messages needs to be considered for relay architecture Alt1.
Proposal 3: It is proposed to support integrity protection for PDCP frames on DRB(s) carrying S1/X2 messages over Un AS security in Alt1.
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