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	Reason for change:
(

	In SA3#64 meeting, a new security algorithm “ZUC” was agreed in S3-110832 CR0461 for Rel 11. The impact on RAN2 TS36.331, RAN3 TS36.413 and CT1 specs was mentioned in the column “other specs affected” in the coversheet of S3-110832. The changes on new algorithm were finally captured in TS33.401 v11.1.0. 

In CT1#75, C1-115110 was approved to capture ZUC in TS24.301 accordingly. The public version of TS 24.301 contained the changes is v11.1.0. 

RAN3 specifications also need to be updated to support the new algorithm. The impact on RAN3 spec is that in TS36.413 and TS36.423, we need to add new algorithm “EEA3” and “EIA3” in the UE Security Capabilities IE.


	
	

	Summary of change:
(

	Add the new algorithm “EEA3” and “EIA3” in the UE Security Capabilities IE.
Impacted functionality:
The CR impacts which security algorithms can be selected by the eNB. The CR also impacts which security algorithms can be reported from a target eNB to the MME after an X2 handover.

Interoperability:
The algorithm negotiation functionality as defined in TS 33.401, Cl. 7.2.4, ensures that interoperability is maintained and the connection is not lost, irrespective of whether the MME only, the eNB only, or both, support the functionality in this CR.

However, in case the MME implements the functionality but the source eNB and/or the target eNB do not, the MME could, if not correctly configured, believe that the UE security capabilities received from the target eNB in the S1AP PATH SWITCH REQUEST have been modified. The resulting behavior is implementation specific, e.g., the MME could raise an alarm.

Furthermore, in a deployment with both EEA3/EIA3-capable and non-EEA3/EIA3-capable eNBs, it might not be possible to select EEA3/EIA3 once the UE has been connected to a non-EEA3/EIA3-capable eNB until the next S1 handover.
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not approved:
	The security algorithm (ZUC) cannot be supported which is not aligned with SA3 specification. 
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9.2.1.40
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>Encryption Algorithms
	M
	
	BIT STRING (16, …)
	Each position in the bitmap represents an encryption algorithm:

“all bits equal to 0” – UE supports no other algorithm than EEA0

 “first bit” – 128-EEA1,

“second bit” – 128-EEA2, 
“third bit” – 128-EEA3, 
other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [15].

	>Integrity Protection Algorithms
	M
	
	BIT STRING (16, …)
	Each position in the bitmap represents an integrity protection algorithm:

“all bits equal to 0” – UE supports no other algorithm than EIA0 (TS 33.401 [15])

 “first bit” – 128-EIA1,

“second bit” – 128-EIA2,
“third bit” – 128-EIA3, 
other bits reserved for future use.

Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [15].
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