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1
Introduction
This document investigates solutions for all scenarios where Membership Verification (MV) or Access Control (AC) needs to be performed i.e. all potential inter-CSG scenarios.

The paper focuses on the Macro-HeNB scenario but commonalities are sought to find one single solution applicable to all following 6 inter-CSG scenarios:
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	Common Solution for Membership Verification and Access Control. Membership Verification use cases have higher priority but the solution should be common to all scenarios.

Solution 1: common solution for MV and AC

Solution 2: separate solution for MV and AC



As seen above, one of the key questions to be solved is whether we want the same solution for MV and AC or different solutions.
2
Description
The first key question to answer for inter-CSG scenarios is which node to perform MV and AC.
We see as a key requirement that MV and AC take place in the MME. There are several reasons for that:

· for security reasons the MV/AC check cannot be in the eNB/HeNB

· MV/AC cannot be in the HeNB GW because it is an optional node. The solution should not result in mandating the deployment of a HeNB GW. Also the HeNB GW is seen by the MME as an eNB, so transferring the allowed CSG List to the HeNB GW would be seen from the MME as transferring this allowed CSG list to an eNB.
· Inter-CSG mobility can result in implications to charging, of which the MME should be made aware.

Proposal 1: agree that both Membership Verification and Access Control are performed in the MME.

Assuming the MV/AC is performed in the MME there are potentially three ways of triggering this MV/AC depending if they are triggered at the source or the target side, before or during the handover. These solutions have been called solution 1a, 1b and 1c/1d in the TP from the source side or from the target side.
2.1
Solution 1a: source eNB triggers MV/AC before initiating the Handover
The solution 1a triggered from the source side is depicted in the following figure:
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Figure 1 Access Control successful at source side
The source eNB can query the MME for MV/AC before the handover.
The advantage of this solution is that it aligns with the S1 handover when the access control is also triggered from the source eNB within the S1 HO Required message. Another advantage is that it minimizes the number of messages in  the unsuccessful case: if the access is denied, the HO Request will not even been sent to target HeNB as shown below:
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 Figure 2 Access Control unsuccessful at source side

However this solution also has severe drawbacks:  
· the MV/AC query will delay the handover preparation,

· if there is a mismatch of the CSG Id the MME cannot check that the CSG Id used for the access control effectively belongs to the target HeNB; this is because there is no message back like the HO Request Acknowledge in the S1 Handover.
· the T-HeNB would rely on the S-HeNB having performed the MV/AC check correctly, which could be a security risk if the S-HeNB is compromised.

In contrast, if the access query is triggered from the target side these three problems would not occur as shown below:

2.2
Solution 1b: Target HeNB triggers MV/AC before accepting the handover
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Figure 3 Access Control successful at target side

In the above call flow:
· the target HeNB is prepared as soon as possible allowing fast re-establishment in case quick HO is needed,

· the target HeNB would include its real CSG-id in the Access Query message, removing the need of any further check of error of this CSG-Id.

The access control at target side is therefore preferable. 
The drawback of 1b compared to 1c/1d is a bit more delay due to the access query procedure, but we think that this happens only for inter-CSG case which is not the majority of cases. But on the other end, selecting 1b avoids all 3 drawbacks of solution 1c/1d as presented here-after which we believe are much more severe.

2.3
Solution 1c/1d: Target HeNB triggers MV/AC during handover first accepting the UE as non-member
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Figure 4 Access Control unsuccessful at target side

In the above call flow we take the example of a failed access control. In this case if the MME answers with a Path Switch Acknowledge message the UE will be accepted despite it having no right to access this target. The MME can instead answer with a Path Switch Failure message, but then the T-HeNB behaviour is unpredictable. The call could be dropped.

We should also bear in mind that the target HeNB behaviour is supposed to be not trusted. So once the UE has been relocated it is under control of the un-trusted HeNB which can continue.
In conclusion, the solution 1c (same also for solution 1d) has three major drawbacks:

· even if the solution could work for Membership Verification (by temporarily allowing the UE as non-member) the UE could be downgraded during the access procedure if an incorrect indication is provided from the source eNB,

· even worse, if the target HeNB is “full”, a real member UE cannot get access, as it will not be able to pre-empt other non-member UEs. If you as a user, are paying a premium to be a member of a hybrid CSG you might be unhappy that it does not guarantee that you can get seamless service during mobility events, 

· solution 1c cannot be reused for the Access Control.
The same negative consideration is also valid for solution 1d.

Proposal 2: in order to have one common solution for all 6 inter-CSG scenarios (both involving MV and AC) and also to avoid degrading Premium members, RAN3 should therefore select solution 1b: Target HeNB triggers AC/MV before accepting the handover.
3
Conclusion and Proposals
This paper has analysed all 6 inter-CSG scenarios as part of the Release 11 SID on Enhanced Mobility and made two proposals:

Proposal 1: agree that both Membership Verification and Access Control are performed in the MME.

Proposal 2: in order to have one common solution for all 6 inter-CSG scenarios (both involving MV and AC) and also to avoid degrading Premium members, RAN3 should select solution 1b: Target HeNB triggers AC/MV before accepting the handover.
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