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1. Overall Description:

SA3 would like to thank SA5 for their LSs S5-110529, S5-111522, S5-110482, and S5-111525.  SA3 also thanks SA for pointing out discrepancies between SA3 advice and SA5 understanding in LS SP-110230. SA3 also would like to thank RAN2 for their LS R2-111714. SA3 discussed these LSs also taking into account input from regulators regarding the legal situation. 
SA3 would like to clarify the open issues of SA5:
Responding to SA5 questions 1 and 2 from LS S5-110482:

From the data confidentiality point of view, there are no security problems with the proposed MDT mechanisms, for as long as the TCE is controlled by the operator and all connections between EM, MME, eNB, and TCE are protected by NDS.
The principles and solution proposed in LS S5-110529 and S5-111525 is a good starting point in that it takes into consideration MDT data anonymisation and important privacy principles. This concept will help to minimize legal disclosure obligations. Therefore, SA3 recommends that, for management based MDT, identifiers, such as IMSI and IMEI, are never forwarded from MME to TCE.

Regarding user consent handling, the solution proposed in LS S5-111525 and its attachment is not sufficient: From a privacy and data protection point of view, SA3 wants to reconfirm its statement from the previous LS S3-110185, that even if UE or user identity is not present in the collected data, MDT trace information has to be considered as private information and therefore can only be collected with prior user consent and must adhere to the privacy principles of S5-110529 and legal obligations. This was confirmed by legal advice provided to SA3. SA3 therefore believes that there is no reason to have two different types of user consent. 
It is SA3’s understanding that the mechanism indicated by RAN2 in LS R2-111714 would be in line with SA3’s requirements for user consent, but in addition the user privacys need to adhere to the privacy by design legal requirement.
Responding to SA5 question 3 from LS S5-110482:

SA3 agrees to the approach taken by SA5 indicated in S5-111525, as it adheres to the guiding principle of while the exact mechanism of how to give or revoke user consent is out of scope of 3GPP, the users must have the ability to change their consent settings any time. The principles mentioned in the RAN2 LS are sufficient.
As an additional point to consider for SA5 and RAN3, there is support of roaming users:
Because user consent is defined by national regulation and local operator policy, and therefore may differ between home and visited network operator, it is necessary to ensure that MDT traces are only sent to TCEs under control of the operator that the user has given consent to. Therefore, SA3 recommends that roaming users always are excluded from MDT data collection.
SA3 would like to point out that user consent for MDT is bound to the purpose of minimizing drive tests, so the collected MDT data shall not be reused for other purposes. Processing of management based MDT data shall be designed in a manner that doesn’t allow re-identification of an individual user or UE providing that MDT data, and protecting individual user location privacy.
3. Summary of recommendations:

- For management based MDT, identifiers, such as IMSI and IMEI, are never forwarded from MME to TCE.

- No measurement identity is used for management MDT.

- For both, signaling based MDT and management based MDT, user consent is required.

- Mandate deletion of data after usage and processing

- Users must have the ability to change their consent settings any time.

- Roaming users always are excluded from MDT data collection.
2. Actions:

To SA 5:
SA 3 kindly asks SA 5 to update their solution such that the above requirements are taken into account in the management based MDT case. 
To RAN 3:
SA3 kindly asks RAN3 to complete stage-3 work on Rel-10 MDT such that user consent is taken into account also in the management based MDT case. 
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