3GPP TSG-RAN WG3 Meeting #72


Tdoc R3-111445
Barcelona, Spain, 9th – 13th May 2011.

Title:
[Draft] Reply LS on CSG security for H(e)NB
Response to:
LS (R3-111135/S3-110545) on CSG security for H(e)NB
Release:
Rel-11
Work Item:
HNB_HENB_mob_enh
Source:
Nokia Siemens Networks (to be TSG-RAN WG3)
To:
TSG-SA WG3
Cc:
TSG-SA WG2
Contact Person:

Name:
Dario Serafino Tonesi
Tel. Number:
+48 784 959 870
E-mail Address:
dario.tonesi@nsn.com
Attachments:


1. Overall Description:

In LS R3-111135/S3-110545, SA3 share the description of a recently discovered vulnerability with the authentication mechanism in the current security architecture of HNB, HNB-GW and SeGW. Such vulnerability can potentially lead to attacker impersonating another subscriber’s HNB and then eavesdropping or masquerading calls from members of this other subscriber’s ACL.

2. Considerations 
RAN3 would like to thank SA3 for their LS. However, considering that the topic is very complex, a deep investigation of the described scenario is necessary. Moreover, RAN3 think that the Rel-11 time frame allows to investigate the issue in a proper manner and to come up with an appropriate solution.
RAN3 will keep SA3 informed about possibilities to counteract this attack based on RAN3 protocols.

3. Actions:

To SA3 group.

ACTION: 

RAN3 kindly ask SA3 to take the above into account. 
4. Date of Next TSG-RAN WG3 Meetings:

TSG-RAN WG3 Meeting #73
22nd  – 26th August 2011
Athens, Greece.
TSG-RAN WG3 Meeting #73-bis
10th  – 14th October 2011
Zhuhai, China.
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