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1 Introduction 
SA3 have sent a LS [1] to RAN3 as a result of discussions about a newly discovered vulnerability relating to undefined HNB identity binding to the HNB-GW. This paper proposes a solution to the discovered vulnerability. 

2 Discussion

SA3#63 discussed a recently discovered vulnerability which allows an HNB that has been authenticated by a SeGW to subsequently register with the HNB-GW using a different HNB identity to that used during it’s authentication procedure. 

This opens up the possibility for a compromised HNB to use any HNB identity when registering with the HNB-GW. One of the functions of the HNB-GW is to provide the Access Control List (ACL) for non-CSG UEs. Hence a compromised HNB can get access to the ACL held on the HNB-GW for the HNB that it is impersonating. Therefore an attacker using such a procedure can potentially eavesdrop on, or masquerade as, any user belonging to the ACL of the HNB that it is impersonating. 
Since SA3 have determined that this vulnerability is one that needs resolving it seems sensible to explore potential solutions to close this vulnerability.
Proposal#1: RAN3 confirms the issue and the need to standardize a suitable solution

The identity of the HNB is strongly authenticated at the SeGW.  Furthermore, the SeGW is aware of the VPN IP address which is used by the HNB for all subsequent tunnelled traffic, and it verifies that this address is used as the source IP address in all authenticated traffic that it forwards.  An attacker cannot use a forged source IP address, because this will be detected by the SeGW and the packet will hence not be forwarded. Therefore, if the HNB-GW is made aware of the binding between HNB Identity and source IP address, then it will be able to verify that the HNB registration message (and indeed the entire SCTP association used for signalling) is from the claimed source.  This will be sufficient to close the vulnerability. 
Hence one solution to the issue would be to introduce a new interface between the SeGW & HNB-GW, to allow the SeGW to provide the HNB-GW with the information it requires to be able to verify any received HNBAP HNB Registration message. Since SA3 ask RAN3 about solutions, we propose to reply:
Proposal #2: RAN3 proposes to introduce a new interface between the SeGW and HNB-GW.

The SA3 LS [1] specifically refers to “cost-effective” solutions, thereby suggesting that such an interface should be introduced in a manner that limits the implementation and standardisation impacts. It would also be sensible to utilise a widely used and standardised protocol over this interface. In addition using a protocol that is commonly supported by SeGWs would seem reasonable. 
Such a protocol is RADIUS [2].
Proposal #3: RADIUS is used to provided the required information from the SeGW to the HNB-GW
3 Conclusion and proposals
This paper has analysed the issue found by SA3 relating to HNB identity binding at the HNB-GW. It is proposed:

Proposal#1: RAN3 confirms the issue and the need to standardize a suitable solution

Proposal#2: To introduce a new interface between the SeGW and HNB-GW

Proposal#3: RADIUS is used to provided the required information from the SeGW to the HNB-GW
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