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1 Introduction and Abstract

In ‎[1] the RLF INDICATION message has been agreed for the mobility robustness optimization (MRO) in Rel-9. One information element (IE) of the message is the optional shortMAC-I with the purpose to enable resolving a potential PCI confusion. Since usually PCI confusion condition may be verified already at sender, the IE will probably not be included in most cases the RLF INDICATION is sent. 
This paper shows that fraud UEs may spoil the MRO analysis and that presence of the shortMAC-I in the RLF INDICATION can help avoid this risk. The IE allows for verifying the UE’s integrity before initiating any further MRO activities at the eNB receiving the RLF INDICATION message.

2 Discussion
2.1 Description of the problem

The shortMAC-I (short Message Authentication Code for Integrity) delivered by the RRC Reestablishment Request message is used by the receiving eNB to identify and verify the UE sending the RRC connection re-establishment. The receiving eNB needs to know the UE context for shortMAC-I verification, which is available at serving eNB and, in case of an ongoing handover, at target eNB only. If no context is available because the eNB is neither the serving one nor was prepared for a handover, then the UE cannot be identified and verified by the eNB. With respect to RRC connection reestablishment procedure this doesn’t harm because the re-establishment will be rejected. However, added for MRO, the re-establishment attempt may trigger RLF INDICATION also for not identified UEs.

A fraud UE may send a fake RRC Reestablishment Request message to an eNB which may trigger sending an RLF INDICATION message to the eNB that is identified by the PCI of the RRC Reestablishment Request message. The eNB receiving RLF INDICATION message may, by chance, find stored UE context for the C-RNTI contained in the message but the eNB is not able to recognize that the message was triggered by a faked RRC Reestablishment Request message. Therefore the receiving eNB may subsequently trigger further MRO activities leading e.g. to wrong MRO statistics or even to unnecessary adjustment of HO parameters in the worst case.
The faked RRC Reestablishment Request message can for example easily be constructed by combining earlier messages’ content with arbitrary C-RNTIs because the RRC Reestablishment Request message is sent using a SRB0 and neither integrity protection nor ciphering applies for SRB0; or a complete message is simply replied. 
2.2 Possible solutions

The eNB receiving the RLF INDICATION can always use the received shortMAC-I to verify the integrity of the UE that originally triggered this message because UE context should still be available at this eNB during ‘re-establishment time’. Note that C-RNTI is one of the input parameters used for generating the shortMAC‑I, i.e. an UE individual component is involved. 
As the shortMAC-I was generated when security was active, the shortMAC-I can be used to sufficiently verify the integrity of the UE.
This does not protect against a plain replay attack because an intercepted and then replayed message will contain a valid shortMAC-I for a UE, but a properly implemented eNB may ignore repeated RLF INDICATION messages arriving for the same UE context.
Conclusion: The shortMAC-I is well suited to sufficiently verify the UE’s integrity and thus to solve the problem identified above.

3 Proposal
In this contribution we showed that the presence of the shortMAC-I IE in the RLF INDICATION message is crucial with respect to its applicability to counteract unwanted MRO activities which may be caused by fraud UEs as described above.
Therefore the shortMAC-I IE always shall be included in the RLF INDICATION message.

Proposal 1: It is proposed to provide the shortMAC-I IE in the RLF INDICATION message whenever it is available at the sending eNB, in order to allow for verifying the integrity of the UE that originally triggered sending this message.
Proposal 2: It is proposed to agree to corresponding CRs ‎[2], ‎[3].
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