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1 Introduction
This contribution discusses a scenario of network triggered service request for LIPA PDN connection which may result in out of sequence downlink IP packet delivery to the UE. We analyze the scenarios which may lead to out of sequence delivery and propose a simple solution based on GTP and PDCP sequence numbers.
2 Discussion

According to TS23.401 in case of network triggered service request for LIPA PDN connection, the first packet is forwarded from L-GW to S-GW to initiate paging, while all other packets are buffered and later forwarded directly to L-GW. As a result the first packet will be delivered out of order most of the time. The diagram below illustrates the problem by showing first packet and other packet paths (some network entities are omitted for simplicity):
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Specifically, TS23.401 states that “If a LIPA PDN connection exists, when the L-GW receives the downlink data for a UE that is in ECM-IDLE state, the L-GW sends the first downlink user packet to Serving GW and buffers all other downlink user packets. The Serving GW will trigger the MME to page the UE” and also that “For a LIPA PDN connection, after the UE enters connected mode, the packet buffered in Serving GW is forwarded to the HeNB if it is the same HeNB where the L-GW is colocated and the packets buffered in the L-GW are forwarded to the HeNB on the direct path”.
The following diagram illustrates the packet exchange which can be summarized as follows (some steps are omitted for simplicity):
1. L-GW receives downlink traffic, forwards the first packet to S-GW and buffers the rest 

2. MME initiates paging

3. UE performs service request

4. HeNB notifies L-GW that it can now forward downlink traffic using an internal mechanism 

5. L-GW starts forwarding downlink packets to HeNB 
6. MME sends “Modify Bearer Request” to S-GW

7. First packet is sent from S-GW to HeNB
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Note that there is no synchronization between bearer establishment to the S-GW and internal notification from the HeNB to the L-GW. As a result, because the L-GW is normally “closer” to the HeNB than the S-GW the first packet which is routed via the S-GW will often arrive to the UE after the second one which is routed directly.
The above scenario is not a problem for TCP and other protocols that require acknowledgement. However, there are many UDP multicast protocols (for instance DLNA which is a valid use case for LIPA) that can be less tolerant for out-of-order issues. It is a common practice for L2 network, which is what LIPA simulates, to deliver packets in order. Even though in theory out of order delivery of UDP packets is allowed, many DLNA applications which are usually tested in LAN may have never been tested for out of order scenarios.

Additional problem can be the fact that longer roundtrip via S-GW can result in increased probability of packet loss of the first packet, which can affect latency. 

3 Solution
SA2 initially discussed two approaches for paging initiation – “dummy packet” and “first packet”. “Dummy packet” solution would eliminate the need for synchronization, but it was not adapted by SA2 because of increased eNB complexity. 
When “first packet” approach is used, current protocols can be used to ensure in sequence packet delivery to the UE with very little standardization and implementation effort. PDCP and GTP-U sequence numbers can be used to achieve this in the following way:
1. L-GW would assign sequence number “n” to GTP-U PDU carrying the first packet sent to S-GW

2. H-eNB would assign sequence numbers starting from “n+1” to DPCP PDUs carrying the rest of the downlink packets.

3. HeNB can either

a. Reorder packets

b. Use GTP-U sequence numbers in PDCP to allow UE to reorder the packets

According to TS29.281 S-GW that relays packets from S5 to S1-U interfaces and HeNB that relays packets from S1-U to Uu interfaces should keep the sequence number. Specifically TS29.281 states that “For PGW, SGW and eNodeB the usage of sequence numbers in G-PDUs is optional, but if GTP-U protocol entities in these nodes are relaying G-PDUs to other nodes, then they shall relay the sequence numbers as well” and also that “When the sequence number is included in the GTP-U header, a user plane entity acting as a relay of T-PDUs between GTP-U protocol entities, or between PDCP (or SNDCP) protocol entities and GTP-U protocol entities, shall relay the sequence numbers between those entities as well”.
When in future releases standalone L-GW is used, this approach can be easily extended using GTP-U sequence numbers over an interface between L-GW and HeNB.
4 Proposal

L-GW shall use the same GTP sequence number pattern for packets sent to S-GW and HeNB to allow reordering. 
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