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1. Introduction
HeNB handover terminating Path Switch procedure at HeNB-GW has been discussed in the recent meetings[1, 2]. In this paper, we analyse its impact and propose its way forward.
2. Discussion
Following viewpoints are analysed below:
· Reduction effect of MME handover signalling load

The reduction of signalling load introducing an X2 interface to HeNBs is verified. In case of S1 handover procedure as shown in Figure 1, MME receives S1-AP signalling 5 times and sends S1-AP signalling 4 times. On the other hand, in case of X2 handover procedure as shown in Figure 2, MME receives and sends S1-AP signalling just once. Therefore, from signalling processing aspect, MME signalling load related with HeNB mobility becomes one-fifth.
Additionally if HeNB-GW is introduced and Path Switch procedure is terminated at HeNB-GW, just Path Switch procedure to MME is omitted. This minute reduction effect and the impact of introducing HeNB-GW which terminates Path Switch procedure should be considered carefully.
Observation 1:
The minute reduction effect and the impact of introducing HeNB-GW which terminates Path Switch procedure should be considered carefully.
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Figure1: S1 handover procedure
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Figure2: X2 handover procedure

· Impact of terminating Path Switch procedure at HeNB-GW
First, if HeNB-GW which terminates Path Switch procedure is introduced, handover procedure between HeNBs does not involve the MME at all. Since the MME is not aware of handover procedure at all, the following points which can be supported by HeNBs are quite unclear and need to be solved as well.
· Charging: 

How to differentiate charging for HeNBs without handover notification to MME

· LIPA: 


How to deactivate LIPA connection without handover notification to MME
Observation 2-1: The influence (e.g. charging, LIPA) that MME is not aware of handover procedure between HeNBs at all is quite unclear and needs to be solved together.
Next, although X2 based mobility enhancement between an eNB (not having CSG/hybrid cells) and an open access HeNB are ruled out of Rel-10[3], how this handover termination at the HeNB-GW will affect the postponed scenario needs to be envisaged as well. In this scenario, the Path Switch procedure should be performed between the MME and the HeNB/eNB. In other words, the HeNB-GW relays the messages. Hence, the HeNB-GW has to decide whether Path Switch procedure is terminated or not according to the source node (eNB or HeNB), when receiving the Path Switch Request. Therefore terminating Path Switch procedure at the HeNB-GW should not be discussed only focusing on inter-HeNB handover.
Observation 2-2: Terminating Path Switch procedure should not be discussed only focusing on inter-HeNB handover.

Finally, guaranteeing security of terminating Path Switch procedure at the HeNB-GW should be also considered carefully.
· Horizontal key derivation for inter-HeNB mobility

To perform horizontal key derivation is proposed as long as UE handovers between HeNBs served by the same HeNB-GW [2]. The issue to be understood is that KeNB used at target HeNB (KeNB*) is derived from the one at source HeNB [4]. This implies that security key chaining of KeNB is not refreshed. This would make it easier for an attacker to find out an active security key on Uu. Hence, even if all the HeNBs in enterprise scenarios are trustable, this security threat will happen. 

· Security context handling in Path Switch Request ACK

To set the same pair of {NCC, NH} in the Security Context IE of Path Switch Request Acknowledge is proposed for inter-HeNB mobility [2]. (shown as below)
The simple solution is to set NH and NCC as the previous one. If the target HeNB find the NCC is the same as previous one, it will use KeNB* to derive the next KeNB used between target eNB and UE.

To implement this, the HeNB-GW has to intercept relevant UE-associated S1-AP messages to obtain the NCC/NH pair and store them as UE context. The HeNB-GW has to do this from following messages below:

· S1/X2 inbound handover:


S1 Handover Request/Path Switch Request Acknowledgement

· Attach/idle to active transition:
Initial Context Setup Request by setting NCC as initial value

· KeNB refresh by the MME:


UE Context Modification Request by setting NCC as initial value

This implies that additional S1-AP message handling as shown the above are required for the HeNB-GW to support inter-HeNB mobility.
Observation 2-3: From security perspective, terminating Path Switch procedure induces security threat and requires additional S1-AP message handling at the HeNB-GW.
· Use scenario for Path Switch termination at HeNB-GW

The LTE HeNB architecture supports three variants: deployments without HeNB-GWs, deployments with HeNB-GW terminating the S1 C-plane and deployments with HeNB-GW terminating the S1 C- and S1 U-plane.

The Path Switch termination at HeNB-GW is only possible in case the HeNB-GW is terminating the S1 C-Plane and S1 U-Plane.

Observation 3: The optimization by Patch Switch termination at HeNB-GW is only possible in one out of three HeNB system architecture deployment variants: in case the HeNB-GW is terminating the S1 C-plane and S1 U-plane.
3. Summary and proposal
From the above analysis, the followings can be concluded:
Observation 1:
The minute reduction effect and the impact of introducing HeNB-GW which terminates Path Switch procedure should be considered carefully.
Observation 2-1:  The influence (e.g. charging, LIPA) that MME is not aware of handover procedure at all is quite unclear and needs to be solved together.
Observation 2-2:  Terminating Path Switch procedure should not be discussed only focusing on inter-HeNB handover.

Observation 2-3:  From security perspective, terminating Path Switch procedure induces security threat and requires additional S1-AP message handling at the HeNB-GW.
Observation 3: 
The optimization by Patch Switch termination at HeNB-GW is only possible in one out of three HeNB system architecture deployment variants: in case the HeNB-GW is terminating the S1 C-plane and S1 U-plane.

Having considered the above observations, introducing HeNB-GW which terminates Path Switch procedure brings several complexities to the HeNB network architecture. In conclusion, at least the following is proposed:
Proposal:

HeNB handover termination at HeNB-GW which brings several complexities should not be treated in Rel-10 time frame any more.
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