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1   Introduction
RAN3 received a LS from SA3 on OAM security ([2]). As indicated in the LS, “This was assuming that appropriate restrictions on the destinations reachable by the RN prior to RN attachment could be put in place.” This implies that the PDN connection used for the initial attach is different to the PDN connection used in RN’s normal operation. This contribution analyzes the RN’s PDN connections to meet the SA3 requirement, and the normal operation.
Since RAN3 did not reach an agreement on whether the RN can only connects to DeNB, and the MME selection, this paper analyzes all possible combinations for RN connection, and MME selection.  
2   Ways to meet SA3 requirements
One possible way to meet SA3 requirements is to use a dedicated PDN that only allow traffic to/from the OAM server and RA (Registration Authority). For simplicity reason, let’s call them “OAM”.
Another possible way is to use the gate control function in the PCEF for PCC ([1]). The PGW use the PCC gate control function to only allow traffic to/from the OAM. When the PGW receive traffic with destination address other than the OAM, PGW just discard the traffic.

But anyway, the PGW need to restrict the traffic during the initial attach. 

3   Possible scenarios for GW selection

Here are all possible combinations with considering the RN’s connection, and the MME selection scheme:
· If RN can connect to any eNB during initial attach (scenario 1)
· If RN only connects to DeNB. Based on the MME selection scheme, this can be further categorized

· if GUMMEI-based MME selection([3]) is adopted (scenario 2)
· If DeNB-based MME selection([4]) is adopted, this can be further categorized based on the location of the GW
· If MME uses the GW in the DeNB for initial attach (scenario 3)
· If MME uses normal GW for initial attach (scenario 4)
Please NOTE: only of above scenarios is valid after RAN3 made the decision on whether RN can connect to any eNB, and MME selection mechanism.
3.1   Scenario 1 and 2
In both scenarios, the eNB/DeNB can select a Rel-9 MME for the RN-UE. The Rel-9 MME uses normal GW selection. The default PDN subscription context shall contains the identity of normal PGW, or point to the normal PGW, which supports the SA3 requirement.

After the RN get the preconfiguration, the RN detaches then reattach. Since the default PDN subscription context uses normal PGW and have the restriction on the traffic per SA3 requirement, RN shall request a different PDN connection which does not have the restriction on the traffic. The RN’s request for this 2nd PDN connection also triggers MME to perform special GW selection.

3.2   Scenario 3

During the initial attach, the PGW in the DeNB only allow traffic to/from the OAM (Figure 1 as below). 
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Figure 1: Gate control for initial attach (only allow traffic to/from RN’s OAM)
After RN got the preconfiguration and performed other necessary procedures (e.g. S1, or X2 setup, etc), RN starts the normal operation. During its normal operation, the RN shall be allowed to send traffic with destination address other than the OAM, for example, the normal SGW/PGW for the UE. The question is how the GW in the DeNB knows this change? There are two possible options:
· Option 1: GW receives an indication. The indication could come from MME, but this requires changes to MME-SGW-PGW interface. Or PCRF send an indication to PGW, but this requires the DeNB to support the Gx interface. (also not sure how PCRF know when to send this indication). Since this approach requires more changes to std, we would like to exclude it in the further analysis.
· Option 2: RN request a 2nd PDN connection. This 2nd PDN connection also uses the GW in the DeNB. The 2nd PDN connection does not have the restriction on the traffic.
So RN uses two different PDN connections, the 1st one for the initial attach, and the 2nd one for normal operation. Unlike scenario 1, 2, and 4, MME always select the GW in the DeNB for scenario 3.

3.3   Scenario 4

Since the MME use the normal GW, the default PDN subscription context shall contains the identity of normal PGW, or point to the normal PGW, which supports the SA3 requirement.

After the RN get the preconfiguration, RN starts the normal operation. Since the default PDN subscription context uses normal PGW and have the restriction on the traffic per SA3 requirement, RN shall request a different PDN connection which does not have the restriction on the traffic. The RN’s request for this 2nd PDN connection also triggers MME to perform special GW selection.

In a summary, all scenarios require two different PDN connections. The 1st one for initial attach, the 2nd one for the normal operation. In scenario 1, 2, and 4, the RN’s request for the 2nd PDN connection also trigger the MME to select the GW in the DeNB. 
Proposal 1: RN uses two different PDN connections, the 1st one for the initial attach, and the 2nd one for normal operation. 

If RAN3 decides that RN can connect to any eNB, or uses normal GW for initial attach, 
Proposal 2: The RN’s request for the 2nd PDN connection triggers the MME to select the GW in the DeNB.

4   How to indicate the 2nd PDN connection in Scenario 1, 2 and 4
As discussed above, the RN’s request for the 2nd PDN connection trigger the MME to select the GW in the DeNB in scenario 1, 2 and 4. We need to note that a similar issue also exists in LIPA. In LIPA, the UE need to tell MME that it is requesting a LIPA PDN so that the MME use the special GW selection. As described in SA2 (Section 4.1, TR23.829) 
a) ability for the UE to request a LIPA PDN using: 

- a well-defined APN; or 

- a specific indication independent of the APN.
The similar mechanism can be used for relay. The RN uses a well-defined APN or a specific indication independent of the APN to tell MME that the RN is requesting PDN using the SGW/PGW in the DeNB. A LS may be needed to ask opinion from SA2 and CT1.
Proposal 3: Send a LS to SA2/CT1 asking for their opinion.
5   Conclusion
In this contribution, we analyses the options for PGW/SGW selection, and our proposals are:

Proposal 1: RN uses two different PDN connections, the 1st one for the initial attach, and the 2nd one for normal operation. 

If RAN3 decides that RN can connect to any eNB, or uses normal GW for initial attach, 
Proposal 2: The RN’s request for the 2nd PDN connection triggers the MME to select the GW in the DeNB.

Proposal 3: Send a LS to SA2/CT1 asking for their opinion.
If RAN3 agrees above proposals, Motorola is happy to draft a LS.
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