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1. Introduction
The comments contribution gives the detailed considerations and security analysis mentioned in the original discussion paper [1], and concludes that the proposed solution in [2] is in line with the current design decision and the security issue is not the critical issue, and it will bring little impact on standardization work. So, it is concluded that this proposal contained in [1] should not be accepted by RAN3.
2. Discussion‏
In the following section, we abstract some conclusions (presented in italic) from contribution [1], and give our detailed consideration.
2.1. The gain of the Optimization

“The latency of the transaction between the DeNB and EPC is estimated in the following table, where the additional handling of Patch switch transaction in the DeNB needed for the optimization is also considered. 
	Component
	Description
	Time [ms]

	Saved components
	Path switch process between the DeNB and the EPC

-path switch request transmission time from DeNB to MME, 5ms;

-processing time in MME, 5ms;

-modify bearer request transmission time from MME to S-GW, 5ms;
-processing time in S-GW, 5ms;

-modify bearer response transmission time from S-GW to MME, 5ms;
-processing time in MME, 5ms;

-path switch request ack transmission time from MME to DeNB, 5ms;


	+35ms

	Increased components 
	-additional patch switch process at the DeNB( for security context computation), 5ms;


	-5ms

	
	                                      Total Time
	30ms


…”
“…Based on the above assumptions, it is estimated the optimized process can reduce the latency of HO about 30ms. The latency gain is beneficial to improve the UE perception of service delay during the HO. While, according to the X2 HO process specified for Rel8/9 UE as shown in the above figure, the Path switch procedure is initiated during HO complete phase. After HO preparation and HO execution phase, the DL and UL data between the network and the UE has already been recovered. The DL data is forwarded from the old RN to the new RN, which then forwards it to the UE, and the UL data can be forwarded directly from the UE to the new RN, which forwards it to the EPC. For Intra-DeNB HO, it should be rare for the EPC to the change the uplink termination point of the tunnels because the DeNB as the downlink tunnel termination point is not changed during the HO. So, the UL data can be forwarded to the EPC before the Patch switch request acknowledge is received. Though the old path through the old RN is not optimized compared with the new data path, the service data to/from UE can be provided. Hence, from UE service interruption point of view, the latency gain of the optimization is not critical…” 
CATT comments:

1) In the current design the CN is not exposed to cell-level information. For intra-eNB HO in R8/9, path switch procedure is not needed. This is because the UL and DL uplink termination points are not changed during the HO. In relay scenario, from EPC point of view, RN cell can be treated as common cell under its DeNB, handover process between RNs and DeNB can be regarded as inter-cell HO within DeNB. If our proposal is not agreed and thus path switch is mandatory in intra-DeNB HO case, the CN would start to see many intra-eNB path switches, which would introduce more latency and unnecessary signalling exchange. From our point of view, the current design principle is broken suddenly.
2) When the EPC is not involved in the path switch procedure during intra-DeNB HO, DeNB can change the downlink endpoint to target node once receiving the Path Switch Request message. The interval between the access of UE to the target cell and the change of downlink endpoint is shortened. The volume of forth and back data on Un can be reduced. 
3) Considering future evolution, more and more Relay Nodes may be deployed by operators, due to cost reduction, and indoor coverage, etc. Generally, the coverage area of a RN is smaller than that of a macro eNB or DeNB, so intra-DeNB HO may become more frequent. Avoiding sending path switch during intra-DeNB HO case can reduce MME and SGW/PGW burden evidently,
2.2.  Security Issues of Optimized Solution

“According to the security specification [3] for Rel8/9 UE, the security parameter KeNB kept on the eNB is updated during the HO. In detail, the source eNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair, or a horizontal key derivation otherwise. When the MME receives a Path Switch Request, it increases its locally kept NCC value by one and computes a new NH by using the KASME and its locally kept NH value as input. The newly computed {NH, NCC} pair are sent to the target eNB in the S1 Path Switch Acknowledge command. In the optimized method suggested in [1], the DeNB handles the path switch to/from the RNs in case of intra-DeNB HO. Thus the DeNB has to maintain security parameters, such as NCC value, local NH, and KASME and compute the new {NH, NCC} pair based on these parameters. This would increase the complexity in the DeNB considerably. 
Observation 2: The optimization requires the DeNB to take additional security related works, which would increase the complexity of the DeNB.
Besides, according to existing security principles specified in [3], the KASME is never transported to an entity outside of the EPC. The optimization requires the DeNB to maintain KASME transported from the MME to compute {NH, NCC} pair. So, the transmission of the KASME from the MME to the DeNB breaches such principles.

Observation 3: Transmission of the KASME from EPC to DeNB as the pre-condition of the optimization breaches the security principle.”
CATT comments:

4) The above description and analysis is based on the assumption that DeNB derives NH using KASME. This means DeNB is capable to calculate NH key and it can get the current KASME. It is NOT our original intention. And yes, KASME is never transported out of the EPC. We would like not to breach such principle. In the proposed solution in [2], when DeNB fills in security context IE in Path Switch Request Acknowledge, it can use ,for example, the KeNB* key carried in X2-AP Handover Request message as NH, and the NCC carried in the same message as the NCC parameter in security context IE. Since KeNB* has been derived during handover preparation phase, DeNB doesn’t need to do additional computation. This will not increase the complexity of the DeNB. And there is no need to transmit KASME from EPC to DeNB, since the KASME shall not be admitted to leave EPC.
5) When the target RN receives the new {NH, NCC} pair, it can use them as the key material at next handover. If next handover is inter-DeNB X2 HO, the target node shall initiate path switch procedure to the EPC, so security key isolation between source and target node can be achieved. On the other hand, if next handover is also intra-DeNB X2 HO, even if the target RN can get new {NH, NCC} from MME, forward security issue is also not guaranteed. This is because DeNB can know the NH key sent to target RN. If DeNB is compromised, the attacker can derive the AS keys the RN is using all the same. So, forward security issue is a common issue for intra-DeNB HO case, due to DeNB proxy functionality, not just caused by avoiding sending path switch to the EPC.
“Moreover, because the path switch message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure and target eNB. From the DeNB point of view, it is difficult to forecast if the next HO is an intra-DeNB HO or inter-DeNB HO. In case the next HO is inter-DeNB HO to a neighboring eNB/DeNB, it is the MME that maintains the related security parameters, such as NCC, NH values, and KASME to generate new {NH, NCC} pair for the continuing X2 HO from the eNB. If the security parameters are maintained in the DeNB during intra-DeNB HO and maintained in the MME during inter-DeNB HO, the synchronization of these parameters between the MME and the DeNB would be a new issue. To solve the issue, more specification work is needed.

Observation 4: The optimization requires additional specification work to solve the security parameters synchronization issue between the MME and the DeNB during intra-DeNB and inter-DeNB HO.”
CATT comments:

6) MME can regard RN cell as a cell under DeNB coverage, since RN and its DeNB have the same eNB ID. If UE moves within the DeNB and its RNs, there is no need to change DL termination point of the tunnels because the DeNB as the downlink tunnel termination point is not changed during the HO. Also, there is no need to change UL termination point of the tunnels. So, for intra-DeNB HO, the EPC is unaware the handover process, and doesn’t need to do anything, as similar as intra-eNB HO in R8/9. DeNB and MME don’t need to maintain {NH, NCC} pair and corresponding KASME, so there is no issue on synchronization of these parameters. As an implementation, the proposed solution can be added into Stage 2 specification as an alternative, which has little impact on standardization work.
3. Conclusion
Based on current intra-eNB HO design principle, it should not be mandatory to send path switch request to the EPC for intra-DeNB HO, and it will not bring any impact to EPC and has little impact on standardization work. At the same time, the security issue is not the critical issue for this proposed solution, if required, we may send an LS to consult SA3 colleagues on the security issue.
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